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Evolving context of industrial risk 
management and needs

On the basis of latest industrial accidents [Dufour 2008, Perrow 1999]:
Increase of complexity in systems
Emergence of non technical causes of accidents

Natural hazards affecting the technical system
Social and Regulatory environnement
Human, Organisational and Cultural
Economical and Financial environnement
…

A need for an integrated risk management
Covering all these dimensions
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Reminder of existing frameworks 
for an integrated risk 

management
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Reminder on Features of  Emerging Risks

Definition as described in the DoW
(a) risk previously not recognized and caused by :

new processes, new technologies,
(a’) (slightly different because better known, ‘less emergent’) new ways of working or
social or organisational change (e.g. risks linked with nanotechnology, biotechnology,
ICT technologies, new chemicals, effects of globalization etc); or,

(b) a long-standing issue is newly considered as a risk due to a change in social or
public perceptions (e.g. stress),
(c) new scientific knowledge allows a long-standing issue to be identified as a new
risk, e.g. in the situations where cases have existed for many years without being
identified as risk because of, e.g., lack of scientific.

Emerging :
Totally new
Increasing likelihood
Increasing exposure
Increasing consequences

Rising Few data collected
More qualitative, subjective than quantitative and objective

interest for the IRGC framework
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Existing frameworks for integrated risk 
management (1/2)

Starting from the iNTeg-Risk description… (T-H-C-R)
ERMF : Emerging Risk Management Framework

4 dimensions of risk management : T, H, C, R
Relying on the Framework developed in Shape-Risk

[T] Technical, technological: Technical 
knowledge and technologies supporting 
the knowledge. 

[H] Human, management: Skills of 
personnel and organization of the 
human resources 

[C] Governance, communication: A process with clear definition of 
role and responsibilities of the management of a decision making 
process involving several stakeholders, and the associated 
communication organization 

[R] Policies regulation, standarization: Clear and complet regulatory 
framework, standards and norms
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Existing frameworks for integrated risk 
management (2/2)

The IRGC framework
Already presented (ref.7.2)
Communication centered

For ER, necessary phases
of:

Pre-Assessment
and Appraisal
(social perception)
ER acceptance

And the industrial risk
Management process phases:

Problem Framing
Risk assessment
Risk evaluation
Risk treatment
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Framework for an integrated risk 
management focused on Emerging 

Risks
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Two perspectives of risk

Societal perspective
Risk is uncertainty about, and severity of the consequences (or outcomes) of an
activity with respect to something that humans value (Renn, Arven, 2008)

Point of view of IRGC framework
Focused on values, « outsider perspective »
Rationality from values and consensus

Organisational perspective
Risk is the consequence of an event on the capability of an organisation to achieve
its objectives (proposition for ISO31000)

Point of view of ISO31000
Organisation: company, association, public service….
Focused on objectives, « insider perspective »
Rationality from efficiency

The stake: integration of these perspectives
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Tentative of comparison of IRGC Framework and ISO 31000

Treatment

For ER of type [a)

For ER of type [a’)
ER of type [c)

For ER of type [b)



04/06/2009 EDF R&D/MRI - C. DUVAL, G. DELEUZE - UNIBO - V. COZZANI11

Implementation of risk management 
process on the case of outsourcing a task 
critical to safety – ERRA C1

ERRA C1 dealing with outsourcing a task critical to safety
the risk has raised of type (a’)
following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:

“Start of Risk Appraisal:
definition of the studied system: limits, objectives, stakes (safety, availability, life cycle
management) and stakeholders
hazard identification (and opportunities?)
choice of a model of the studied system: model of the organisation, model of the accident
causes/consequences analysis
assessment of the model ? End of Risk Appraisal”

“Start of Risk Tolerability and acceptability judgement:
Definition of criteria for priorization
Priorization of risks ? End of Tolerability and acceptability judgement”
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Implementation of risk management 
process on the case of outsourcing a task 
critical to safety – ERRA C1

ERRA C1 dealing with outsourcing a task critical to safety
the risk has raised of type (a’)
following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval
2007], [Léger 2008]:

Risk Appraisal
Risk Tolerability and acceptability judgement
“Start of Risk Treatment:

Identification of Risk reduction/mitigation (consequences)
identification of acceptance criteria
decision making on these options/ acceptance criteria
assessment of the remaining risks after treatment
implementation of the options and follow up
capitalisation of the experience
warning system: weak signals, whistle blowers… to detect ER of type (c)

· End of Risk Treatment”
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The relevant dimensions of risk

In addition to this tentative to compare IRGC and ISO 31000
Frameworks

A proposal for relevant dimensions of risks for the new paradigm
NEEDS New Energy Externalities Developments for Sustainability Internal

Paper - RS 2b, WP7 “Risk Indicators proposal based on an analytical
framework” [Deleuze 2007]
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The relevant dimensions of risk

The GLORIA paradigm [Deleuze 2003]: a systemic representation of risks

Finance

Environment Society

CustomersResources

Finance

Environment Society

CustomersResources Organisation
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The relevant dimensions of risk

Risks could be added to the ERMF Framework for iNTeg-Risk
Environmental in its physical meaning, natural hazards (as it is considered in
ERRA D3)

E?

Resources including raw material, data, energy, infrastructures, supply chain
management and business continuity

Res?

Finances for exchange rate, credit rate, financial market, reluctance of
insurances to deal with some kinds of risks

F?

Costumer/market to be coherent with ISO 9000
CM?

To be discussed in iNTEg-Risk, T2.1.1 and T2.1.2 (definition and
description of a new paradigm)
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How to take into account the sustainability of risk, that should 
be assessed considering all the impacts related to the different 

receptors in a process and product life-cycle perspective? 

(V. Cozzani)
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Process Safety Assessment
Process design safety gates are usually only concerned 
with normal operation, start-up and shut-down 
procedures

A process lifecycle assessment is usually not applied in 
detail during process design

Safety streamline during process design usually does not 
explore the impact of design decision making on product 
or life-cycle safetyconsidered

!
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Process and product life cycle 
perspective
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Conceptual 
design

Basic design

Detailed 
design

Layout 
design

Definition of 
procedures

Design 
Lifecycle

Operation 
Lifecycle

Process and product life cycle 
perspective

Safety assessment needs to be extended to all stages of the lifecycle

Design

Operation / 
Management
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An integrated framework needs to be created for the assessment of design 
sustainability

Environmental 
indices Social indicesEconomic indices

Normalization  
factors

Environmental index

Level 1

Level 3

Level 2

Normalized 
environmental indices

Social index

Normalized   social 
indices

Weight  
factors

Economic index

Overall index

Normalized economic 
indices

Weight  
factors

Integrated risk management: safety is only one 
issue!
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Decision support 
during design 
needs to gather 
information 
coming from an 
holistic 
assessment of 
process impact

Key Performance 
Indicators (KPIs)
may be a useful 
support tool to 
build the 
framework for 
informed 
decision making

Integrated risk management: safety is only one 
issue!
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A life-cycle perspective…

Safety assessment during process design needs to be 
changed

Besides process-specific safety assessment, integrated 
impact of process life-cycle stages need to be considered

Process and product life-cycle need to be integrated

Dynamic sets of KPIs may create the context for an 
informed and flexible decision making

22
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Common = european

Solution for emerging risks management



Be applied: example ERRA C1 outsourcing a task critical to safety
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This presentation will deal with:

a reminder of the evolving context of industrial risk management

And the associated objectives in term of risk management

A reminder of the different frameworks we have at this starting point of the iNTeg-Risk project for risk management

A presentation of the different perspectives of risk

Introducing the positionning of IRGC and ISO 31000 Frameworks for risk management 

And an implementation of risk management process on the risk of outsourced human actions critical according to safety

And a proposal we make for relevant dimensions of risks
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Evolving context of industrial risk management and needs

On the basis of latest industrial accidents [Dufour 2008, Perrow 1999]:

Increase of complexity in systems

Emergence of non technical causes of accidents 

Natural hazards affecting the technical system

Social and Regulatory environnement

Human, Organisational and Cultural

Economical and Financial environnement

…



 A need for an integrated risk management 

 Covering all these dimensions
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Latest catastrophes put in evidence [Dufour 2008, Perrow 1999]:

-          an increase of complexity in systems: technological systems became more complex, their components more numerous, integrating common software, coupling…

-          the emergence of other causes of these accidents: until 1980, the system was viewed through its intrinsic technical side, but now it has been recognized that external hazard factors need to be taken into account as well.

That is the reason why there is a need for integrated risk maangement – the key word is INTEGRATED

Covering all these dimensions of risks.
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Reminder of existing frameworks for an integrated risk management
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Latest catastrophes put in evidence [Dufour 2008, Perrow 1999]:

-          an increase of complexity in systems: technological systems became more complex, their components more numerous, integrating common software, coupling…

-          the emergence of other causes of these accidents: until 1980, the system was viewed through its intrinsic technical side, but now it has been recognized that external hazard factors need to be taken into account as well.

That is the reason why there is a need for integrated risk maangement – the key word is INTEGRATED

Covering all these dimensions of risks.
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Reminder on Features of  Emerging Risks



 Definition as described in the DoW

(a) risk previously not recognized and caused by :

new processes, new technologies, 

(a’) (slightly different because better known, ‘less emergent’) new ways of working or social or organisational change (e.g. risks linked with nanotechnology, biotechnology, ICT technologies, new chemicals, effects of globalization etc); or,

(b) a long-standing issue is newly considered as a risk due to a change in social or public perceptions (e.g. stress),

(c) new scientific knowledge allows a long-standing issue to be identified as a new risk, e.g. in the situations where cases have existed for many years without being identified as risk because of, e.g., lack of scientific.

 Emerging :

Totally new

Increasing likelihood

Increasing exposure

Increasing consequences

 Rising 	 Few data collected

 More qualitative, subjective than quantitative and objective 

		 interest for the IRGC framework
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Before proposing an approach for integrated risk management issued from IRGC framework, ISO 31000, we need to proceed to a reminder on ER



-the features of ER
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Existing frameworks for integrated risk management (1/2)

Starting from the iNTeg-Risk description… (T-H-C-R)

ERMF : Emerging Risk Management Framework

4 dimensions of risk management : T, H, C, R

Relying on the Framework developed in Shape-Risk



[T] Technical, technological: Technical 

	knowledge and technologies supporting 

	the knowledge. 



[H] Human, management: Skills of 

	personnel and organization of the 

	human resources 

[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 

[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms
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The Framework proposed in the iNTeg-Risk DoW on the types of risks to be considered as ER is the following

[T] Technical, technological: Technical knowledge and technologies supporting the knowledge. 

[H] Human, management: Skills of personnel and organization of the human resources 

[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 

[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms 






04/06/2009

EDF R&D/MRI - C. DUVAL, G. DELEUZE - UNIBO - V. COZZANI

7

Existing frameworks for integrated risk management (2/2)

 The IRGC framework

Already presented (ref.7.2)

Communication centered

For ER, necessary phases 

of:

Pre-Assessment 

and Appraisal 

	(social perception)

ER acceptance



And the industrial risk

Management process phases:

Problem Framing

Risk assessment

Risk evaluation

Risk treatment
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Framework for an integrated risk management focused on Emerging Risks
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Two perspectives of risk

 Societal perspective

Risk is uncertainty about, and severity of the consequences (or outcomes) of an activity with respect to something that humans value (Renn, Arven, 2008)

Point of view of IRGC framework

Focused on values, « outsider perspective »

Rationality from values and consensus



 Organisational perspective

Risk is the consequence of an event on the capability of an organisation to achieve its objectives (proposition for ISO31000)

Point of view of ISO31000

Organisation: company, association, public service….

Focused on objectives, « insider perspective »

Rationality from efficiency



 The stake: integration of these perspectives
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Technical definitions define risks by its measurment.
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 Tentative of comparison of IRGC Framework and ISO 31000









Treatment

For ER of type [a)

For ER of type [a’)

ER of type [c)

For ER of type [b)
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We saw the important steps of the IRGC risk management process :

For ER, the importance of :

the Pre-assessment phase with the early warning, screening, the definition of scientific conventions 

and the concern assessment which is more related to the societal perspective than the organisation one.

For the organisation perspective, the importance governed by ISO 31000 and its terminology CEI 73.
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Implementation of risk management process on the case of outsourcing a task critical to safety – ERRA C1

 ERRA C1 dealing with outsourcing a task critical to safety

the risk has raised  of type (a’)

following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:



“Start of Risk Appraisal:

definition of the studied system: limits, objectives, stakes (safety, availability, life cycle management) and stakeholders

hazard identification (and opportunities?)

choice of a model of the studied system: model of the organisation, model of the accident

causes/consequences analysis

assessment of the model ?                   	  End of Risk Appraisal”



“Start of Risk Tolerability and acceptability judgement:

Definition of criteria for priorization

Priorization of risks ? 		End of Tolerability and acceptability judgement”
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Risk of (a’) type referring to the definition given previously

We propose here to follow the RM process and define its different steps according to the IRGC terminology and the ISO 31000 one :



After the definition of the studied system..

We proceed to a hazard identification (and opportunities) : in the first discussions we had with Henning, we could think about : fragmentation of knowledge, of responsability, number of subcontractors… national/regional regulation…





Identification of Risk reduction/mitigation (consequences) options : vocabulary will have to be defined as it is planned in the safetypedia



assessment of the model ?

 uncertainty of the model, relevance coverage of the model…
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Implementation of risk management process on the case of outsourcing a task critical to safety – ERRA C1

 ERRA C1 dealing with outsourcing a task critical to safety

the risk has raised  of type (a’)

following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:

Risk Appraisal 

Risk Tolerability and acceptability judgement

“Start of Risk Treatment:

Identification of Risk reduction/mitigation (consequences)  

identification of acceptance criteria

decision making on these options/ acceptance criteria

assessment of the remaining risks after treatment

implementation of the options and follow up

capitalisation of the experience

warning system: weak signals, whistle blowers… to detect ER of type (c)

·       	  					          End of Risk Treatment” 
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Risk of (a’) type referring to the definition given previously

We propose here to follow the RM process and define its different steps according to the IRGC terminology and the ISO 31000 one :



After the definition of the studied system..

We proceed to a hazard identification (and opportunities) : in the first discussions we had with Henning, we could think about : fragmentation of knowledge, of responsability, number of subcontractors… national/regional regulation…





Identification of Risk reduction/mitigation (consequences) options : vocabulary will have to be defined as it is planned in the safetypedia



assessment of the model ?

 uncertainty of the model, relevance coverage of the model…
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The relevant dimensions of risk

 In addition to this tentative to compare IRGC and ISO 31000 Frameworks

 A proposal for relevant dimensions of risks for the new paradigm

 NEEDS New Energy Externalities Developments for Sustainability Internal Paper - RS 2b, WP7 “Risk Indicators proposal based on an analytical framework” [Deleuze 2007]
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If we analyse more in detail the literature, we observe that an accident is described by various concepts, or attributes (figure n°1).

 

 

Figure n°1. The attributes of technological accidents

 

We propose the following definitions of the attributes from the literature [5][6][4][2].

-        Accident scenario: succession and combination of events. As the number of scenarios is potentially unlimited, usually conservative scenarios are used. 

-        Hazard: Situation or origin of potential damages. Risk is sometimes defined as the materialization of a hazard. An equivalent concept to hazard is “threat”.

-        Intensity: Physical characteristics, function of the nature of the hazard source and the accident scenario.

-        Alea: Combination of the probability and the intensity of an event. Alea is a probability measure that a given event produces specific effects in a given location. An example of alea is the probability of an earthquake magnitude 5 (Richter scale) in the south of the Rhine valley. It is an “objective” indicator as it does not include the consequence evaluation that depends of a system of values. In our example, alea will not change, whatever the time horizon, the population and society living in the Rhine valley is. 

-        Stakes. Items at stake, objects of importance that are affected by the event. The importance is defined by a social group. An equivalent concept is “assets”.

-        Vulnerability: Incapacity of a social group to cope with a major event. The concept of “vulnerability” has origins in the defence and cybersecurity area[1]. It is expanding to the management of major natural hazards. It depends of social, economic, institutional, technological and cultural adaptive mechanisms. It includes various elements: anticipation of the event, protection measures, preparation to crisis situations, crisis management, and recovery. An increasing amount of research develops the correlation between the hazard, the consequences and vulnerability. We employ here the concept for the management of major technological accidents.

-        Consequence: Combination of the intensity of the event, items affected by the event and vulnerability. Consequences are “subjective”, as the affected items have symbolic or economical values that are a function of the utility that a social group draws from them. An equivalent concept is “outcome”.

 

Evidence from historical industrial disasters shows that technological development, economical wealth, risk prevention, crisis management and long term accident consequence management are very influential on the final result of an accident. In other words, accident probability, consequences and the socio-economical-political context are not independent of each other [3][2]. 

We can consider two examples to illustrate this interdependency. The Bhopal case illustrates the influence of an insufficient risk governance, given the presence of high density population of poor people near a plant, and an important chemical hazard [9]. Many human effects of the Chernobyl accident are the consequences of a crisis management using soldiers as “bio-robots”, exposing them to high radiation levels. This expensive strategy in terms of human lives may be seen as a result of social and political context [7]. Many studies underline the positive relationship between industrial risk, poverty and vulnerability, with the observation that poorest people live in the most hazardous areas. In many countries, the increase of floods damaging houses illustrates the correlated effects of urban areas growth that increases at the same time exposure (more roads and buildings built near the rivers) and alea (densification of roads and buildings modify the hydrological conditions).

A second important observation comes from social sciences. Research in this field shows that individuals and groups act about risks, and manage them, more according to their “perception” or “representation” of risks than following an objective assessment [10]. It reinforces the influence of the social context on risk assessment, with the implication that probability targets and consequences defined as acceptable for industrial risks are basically determined by social values.

 


[1] Defined as an error or a weakness in the design, implementation or operation of a system. A threat is an adversary motivated to exploit a system vulnerability and capable of doing so. Risk is the likelihood that vulnerability will be exploited, or that a threat may become harmful (from Vicky Bier, SRA).
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The relevant dimensions of risk

 The GLORIA paradigm [Deleuze 2003]: a systemic representation of risks
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The relevant dimensions of risk

 Risks could be added to the ERMF Framework for iNTeg-Risk

Environmental in its physical meaning, natural hazards (as it is considered in ERRA D3)

 E?

Resources including raw material, data, energy, infrastructures, supply chain management and business continuity

Res?

Finances for exchange rate, credit rate, financial market, reluctance of insurances to deal with some kinds of risks

 F?

Costumer/market to be coherent with ISO 9000

 CM?



 To be discussed in iNTEg-Risk, T2.1.1 and T2.1.2 (definition and description of a new paradigm)
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The Framework proposed in the iNTeg-Risk DoW on the types of risks to be considered as ER is the following

[T] Technical, technological: Technical knowledge and technologies supporting the knowledge. 

[H] Human, management: Skills of personnel and organization of the human resources 

[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 

[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms 
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How to take into account the sustainability of risk, that should be assessed considering all the impacts related to the different receptors in a process and product life-cycle perspective? 

(V. Cozzani)
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Process Safety Assessment

Process design safety gates are usually only concerned with normal operation, start-up and shut-down procedures

A process lifecycle assessment is usually not applied in detail during process design

Safety streamline during process design usually does not explore the impact of design decision making on product or life-cycle safetyconsidered







!
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Process and product life cycle perspective
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Conceptual design

Basic design

Detailed design

Layout design

Definition of procedures

Start-up

Normal operation

Upgrade

Decommission

Design Lifecycle

Operation Lifecycle

Process and product life cycle perspective

Safety assessment needs to be extended to all stages of the lifecycle



Design

Operation / Management
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An integrated framework needs to be created for the assessment of design sustainability









Environmental indices

Social indices

Economic indices

Normalization  factors

Environmental index











Level 1

Level 3

Level 2



Normalized environmental indices



Social index

Normalized   social indices



Weight  factors



Economic index

Overall index

Normalized economic indices









Weight  factors







Integrated risk management: safety is only one issue!
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Decision support during design needs to gather information coming from an holistic assessment of process impact



Key Performance Indicators (KPIs) may be a useful support tool to build the framework for informed decision making

Integrated risk management: safety is only one issue!
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A life-cycle perspective…

Safety assessment during process design needs to be changed

Besides process-specific safety assessment, integrated impact of process life-cycle stages need to be considered

Process and product life-cycle need to be integrated

Dynamic sets of KPIs may create the context for an informed and flexible decision making

22
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