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The task setup
• Problem:

1 In SP1: Analyze and compare ERRAs extract common1. In SP1: Analyze and compare ERRAs, extract common 
features

2. In SP2: Find the backbone of the theoretical solutions labeled 
“iNTeg-Risk approach”

3. In SP3: Apply the “iNTeg-Risk” approach to cases/companies 
NOT having participated in SP1 and SP2NOT having participated in SP1 and SP2

4. In SP4: Have the communication and application baseline

• Solution proposed here:p p
Apart from other elements of the overall solution proposed in 
the DoW, develop the framework for emerging risks

E t d lt• Expected results:
Have a  tool(s) for comparative analysis of current ERRAs, 
analysis of new ones and possible providing solutions/advices

iNTeg-Risk

analysis of new ones and possible providing solutions/advices 
for new cases based on the existing ones.  
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ERRAsERRAs
ERRAs: Emerging Risks Representative 
(industrial) Applications are significant(industrial) Applications are significant 
examples of applications related to industrial 
safety (emerging risks). Solutions for the 
these single, specific problems related to 
emerging risks should allow to capitalize upon 

d b li i th l ti b ild thand, by generalizing the solutions, build the 
common European approach to emerging 
risk

iNTeg-RiskiNTeg-Risk

risk. 

June 2, 2009 3



iNTeg-Risk: One framework fits all…
• … is it realistic?

“New Technologies” in iNTeg Risk used also as a• New Technologies” in iNTeg-Risk used also as a 
synonym for “applications” 

• In iNTeg Risk:• In iNTeg-Risk: 
The 17 ERRAs 
… divided in 4 groups

 
ERRAs:  Emerging Risks 
Representative (industrial) 
Applications are sig nificant 
examples of applicat ions related to

 
“Hot topic” 

emerging risk

Industry 
partner(s)

R&D 
partner(s)g p

A. New (production) technologies
B. New materials and products
C New technologies &

examples of applicat ions related to 
industrial  safety (emerging risks). 
Solutions for the these single, 
specific problems related to 
emerging risks should allow to 

it li d b li i

ERRAS: 

EMERGING RISK 

REPRESENTA TIVE 

INDUSTRIAL

partner(s)

C. New technologies & 
production networks

D. New policies

capitalize upon and, by generalizing 
the solutions, build the common 
European approach to emerging risk.  
Each ERRA is a triplet containing: (a) one significant 
emerging risk related issue/topic (b) one or mo re industrial

INDUSTRIAL  

APPLICATIONS

emerging risk related issue/topic, (b) one or mo re industrial 
partners concerned by the abov e emerging risk(s), and (c) one 
or more R&D partners havin g proven excel lence in providing 
solutions for the above emerging risk(s). They also provide 
the test-bed for the developed integrated methods, tools and 
the whole system
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Overview of all ERRAs in iNTeg-Risk
A EMERGING RISKS - NEW TECHNOLOGIES

A1 CO2 capture and sequestration, both technical risks and governance risk
A2 Insurance and re-insurance aspects of emerging risks including the security-related (HSSE) emerging risks of new 

technologiestechnologies
A3 Emerging risks related to the industrial use of automated and un-manned surveillance of industrial infrastructure

A4 Liquid Natural Gas (LNG) regazification in sensitive areas on-shore and offshore
A5 Safety and security of underground hubs with interconnected transportation services and shopping centers

B EMERGING RISKS NEW MATERIALS AND PRODUCTSB EMERGING RISKS - NEW MATERIALS AND PRODUCTS
B1 Public health and medical issues related to monitoring of emerging risks in production, storage and transport of 

nano-materials on industrial scale in small and medium enterprises (SMEs)
B2 Emerging risks related to advanced storage technologies for hazardous materials (including H2)

B3 Emerging risks related to development and use of advanced engineering materials composite materialsB3 Emerging risks related to development and use of advanced engineering materials, composite materials

C NEW PRODUCTION - TECHNOLOGIES & PRODUCTION NETWORKS
C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, petrochemical and construction industries

C2 Remote operation in environmentally sensitive areas
C3 On line risk monitoring and assessment of emerging risks in conventional industrial plants monitoring of risksC3 On-line risk-monitoring and assessment of emerging risks in conventional industrial plants – monitoring of risks 

beyond the design/regulatory basis
C4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield implications) and their inclusion in the normal 

HSSE practice
C5 Security of energy supply and related emerging risksC5 Security of energy supply and related emerging risks

D EMERGING RISKS - RELATED POLICIES
D1 Definition of KPIs emerging risks for selected industry case studies, including CSR aspects of emerging risks

D2 Integrated approach on emerging risks related to the implementation of European safety legislation on SME´s and its 
application on companies working in Distributed Energy Resources (DER)
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application on companies working in Distributed Energy Resources (DER)
D3 Emerging risks related to interaction between natural hazards and technologies at community level

D4 Emerging risks related to hazardous substances, impact on public health and relations with REACH and GHS



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks
A3?

D. New policies
Nr Name Responsible Partner

A EMERGING RISKS NEW TECHNOLOGIES UNIBOA EMERGING RISKS - NEW TECHNOLOGIES UNIBO
(CONPRICI)

A1 CO2 capture and sequestration, both technical risks and governance risk HSE-HSL

A2 I d i t f i i k i l di th it S i RA2 Insurance and re-insurance aspects of emerging risks including the security-
related (HSSE) emerging risks of new technologies

Swiss Re

A3 Emerging risks related to the industrial use of automated and un-manned 
surveillance of industrial infrastructure

GDF
surveillance of industrial infrastructure

A4 Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and 
offshore

D'Apollonia

A5 Safety and security of underground hubs with interconnected transportation VSH Hagerbach
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A5 Safety and security of underground hubs with interconnected transportation 
services and shopping centers

VSH Hagerbach



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks
B2?

D. New policies

Nr Name ResponsibleNr Name Responsible 
Partner

B EMERGING RISKS - NEW MATERIALS AND PRODUCTS EU-VRi

B1 Public health and medical issues related to monitoring of emerging risks in Novineonub c ea t a d ed ca ssues e ated to o to g o e e g g s s
production, storage and transport of nano-materials on industrial scale in 
small and medium enterprises (SMEs)

o eo

B2 Emerging risks related to advanced storage technologies for hazardous BAM
materials (including H2)

B3 Emerging risks related to development and use of advanced engineering 
materials, composite materials

KMM-VIN
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products

C2?
B. New materials and products
C. New technologies & 

production networks
D. New policies
Nr Name Responsible Partner

C New technologies & production networks SINTEFC New technologies & production networks SINTEF

C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, 
petrochemical and construction industries

DTU

C2 R t ti i i t ll iti SINTEFC2 Remote operation in environmentally sensitive areas SINTEF

C3 On-line risk-monitoring and assessment of emerging risks in conventional 
industrial plants – monitoring of risks beyond the design/regulatory basis

BZF

HSE HSLC4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield
implications) and their inclusion in the normal HSSE practice

HSE-HSL

C5 Security of energy supply and related emerging risks JRC
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks D2?
D. New policies
Nr Name Responsible Partner

D EMERGING RISKS RELATED POLICIES R T h

D2?

D EMERGING RISKS - RELATED POLICIES R-Tech

D1 Definition of KPIs for emerging risks for selected industry case studies, including 
CSR aspects of emerging risks

DNV

D2 d h i i k l d h i l i fD2 Integrated approach on emerging risks related to the implementation of European 
safety legislation on SMEs and its application on companies working in Distributed 
Energy Resources (DER)

LEIA

D3 Emerging risks related to interaction between natural hazards and technologies at INERISD3 Emerging risks related to interaction between natural hazards and technologies at 
community level

INERIS

D4 Emerging risks related to hazardous substances, impact on public health and 
relations with REACH and GHS

RIVM
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products

ENISFER: 
European network 

of industrial systems 
and facilities forB. New materials and products

C. New technologies & 
production networks

and facilities for 
exploration of 

emerging 
risks 

 

D. New policies
Verification:

Integrative ERRAs– Integrative ERRAs
– Catalogue of installations (ENISFER)
– A “yet-to-be-defined” additional verification case (competition)

 iNTeg-Risk Box “ENISFER” 

Nr Name

SP3 Verification ERRAs

I1 Integrative ERRA #1 for the validation of emerging risk assessment and 

 
 PORT of KOPER

Transportation 
networks 

management tools in the Industrial zone (NaTech – Nature-Technology 
interaction) of area of Mantova

I2 Integrative ERRA #2: Harbor zone (industry + transport networks) of Luka 
K

Historical 
site 

Harbor 

Storage 

Industry 
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Koper

I3 Integrative ERRA #3: Industrial zone (mixed industry) of Pančevo-South
iNTeg-Risk Box “integrative ERRAs” 



From 50 sample cases to one “EU response”
Project preparation Project execution

SP 1: iNTeg-Risk ERRAs

A. ERRA’s Technology
• Sensitive areas bl

ic
, S

oc
ie

ty
 &

G
ov

er
na

nc
e

1st INTEGRATION
⇒ Reference

solutions

SP 2:
iNTeg-
Risk
ERMF

SP 4:
iNTeg-Risk
“One-Stop

Shop” –

iNTeg-Risk Roadmap
SP 3:

iNTeg-
Risk

ENISFER

2nd VERIFICATION

• Sensitive areas...
• CO2 Sequestration
• H2

• …

Pu
b G

B. ERRA’s Materials &
Products

• Nano / Bio
• Advanced materials

C b

⇒ Reference
documents

⇒ Methods, Tools

Emerging
Risks
Technology

Emerging
Ri kat

e

ERMF
EMERGING RISK
MANAGEMENT
FRAMEWORK

2nd INTEGRATION:
Technology, Percep-

tion, Governance,
Communication

Shop  
emerging risks

INDUSTRY, SMES,
R&D AND THE EU CITIZEN

• iNTeg-Risk Good Practice
Guideline for Emerging risks In

du
st

ry

ENISFER

EUROPEAN
NETWORK OF
INDUSTRIAL

SYSTEMS AND
FACILITIES FOR

EXPLORATION OF

.

.

.

R
&

D

• Carbon
•

C. ERRA’s Production &
Production Networks

• Outsourcing / Resilient
• On-line risk monitoring
• Storage &

Transportation of

Risks
Materials &
Products

Emerging Risks
Production &
Production
Networks

Emerging

C
o
m

m
o
n
 t

em
p
la Communication ...

• iNTeg-Risk
paradigm for
dealing with
emerging risks;
basis for the
Good Practice
Guideline (“Basel
II” for Emerging

g g

• iNTeg-Risk Safetypedia

• iNTeg-Risk Emerging Risk Early
Warning & Monitoring System

• iNTeg-Risk Atlas of Emerging
Risks

• iNTeg-Risk Reference Library

• iNTeg-Risk Suite of Tools

I
uc

at
io

n

EXPLORATION OF
EMERGING RISKS
• Verification/valid

ation on the
(only some!)
same ERRAs

• Verification/vali-
dation on new
ERRAs.

~50
candidates

1EU 
response

17
ERRAs

7
methods

5 verif. 

cases
hazardous materials

• …

D. ERRA’s Policies
• EU and Non-EU
• SMEs
• “NaTech”
• …

Emerging
Risks:
Policies

(internal)
verification
and pro-area
consolidation

risks)

• iNTeg-Risk
Common
guidelines

• iNTeg-Risk
Common
methods and …

• … tools for

• iNTeg-Risk Pre-
Standardization

• European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks

• iNTeg-Risk Education &
Qualification: The European
C tifi d Ri k S i li t

E
du

la
tio

n,
 S

ta
n-

rd
iz

at
io

n

ERRAs

• Verification/valid
ation on one or
more
“integrative”
ERRAs

.

.

responseERRAs et ods

dealing with
emerging risks

Certified Risk Specialist

Le
gi

sl da
r

1st VERIFICATION

M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone

~ 50 “Emerging Risk”
17 ~ 7 ~ 1 EU “response to 

iNTeg-Risk

~ 50 Emerging Risk
Candidate applications

ERRAs
 7

Main 
Methods

U espo se to
emerging risks”
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Examples of a planned iNTeg-Risk solutions: 
iNTeg-Risk Atlas of Emerging Risksg g g

 
= Emerging Risk XYZ in Europe 

iNTeg-Risk Atlas ofiNTeg-Risk Atlas of 
emerging risks 

• Early Warning & Monitoring System (the network of approved iNTeg-Risk 
sentinels in charge of signaling the emerging risks and providing advice on them 
Europe wide)Europe-wide) 

• iNTeg-Risk Atlas of Emerging Risks (providing on-line maps with current level 
of emerging risks in different European countries/regions – relaying on the 
Safetypedia and the Monitoring System);Safetypedia and the Monitoring System);

• Catalogue of European Industrial Systems and Facilities for exploration of 
Emerging Risks

• iNTeg Risk Suite of Tools (providing access and recommendations to both the

iNTeg-Risk

• iNTeg-Risk Suite of Tools (providing access and recommendations to both the 
tools developed in INTeg-Risk and the relevant validated tools from other sources)
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iNTeg-Risk Atlas of Emerging Risks

• KPI used

• Case Studies available

• Incidents / Accidents happened

• Guidelines available

• Tools used/available

• Type of consequences

•…. 

iNTeg-RiskMarch 25, 2009 13

Incidents/problems in 
CO2 plants…

Risk perception problems related 
nanotechnologies…



Bottom-up vs. Top-down in iNTeg-Risk

SP 1: iNTeg-Risk ERRAs

ci
et

y 
&

an
ce

1st INTEGRATION

SP 2:
iNTeg-

SP 4:
iNTeg-Risk
“O St

iNTeg-Risk Roadmap
SP 3:

iNTeg-
Ri k

2nd VERIFICATION

A. ERRA’s Technology
• Sensitive areas...
• CO2 Sequestration
• H2

• …

Pu
bl

ic
, S

oc
G

ov
er

na1st INTEGRATION
⇒ Reference

solutions
⇒ Reference

documents
⇒ Methods, Tools

g
Risk
ERMF

EMERGING RISK
MANAGEMENT
FRAMEWORK

“One-Stop
Shop” –

emerging risks

Risk
ENISFER

EUROPEAN
NETWORK OFSP1 << SP2

&
D

B. ERRA’s Materials &
Products

• Nano / Bio
• Advanced materials
• Carbon
•

C

Emerging
Risks
Technology

Emerging
Risks
Materials &
Productsem

p
la

te

FRAMEWORK
2nd INTEGRATION:
Technology, Percep-

tion, Governance,
Communication ...

• iNTeg-Risk
paradigm for

INDUSTRY, SMES,
R&D AND THE EU CITIZEN

• iNTeg-Risk Good Practice
Guideline for Emerging risks

• iNTeg-Risk Safetypedia

• iNTeg-Risk Emerging Risk Early

In
du

st
ry

NETWORK OF
INDUSTRIAL

SYSTEMS AND
FACILITIES FOR

EXPLORATION OF
EMERGING RISKS
• Verification/valid

SP2 << SP4

SP1 << SP4

R
&C. ERRA’s Production &

Production Networks
• Outsourcing / Resilient
• On-line risk monitoring
• Storage &

Transportation of
hazardous materials

Emerging Risks
Production &
Production
Networks

Emerging
Risks:

C
o
m

m
o
n
 t dealing with

emerging risks;
basis for the
Good Practice
Guideline (“Basel
II” for Emerging
risks)

Warning & Monitoring System

• iNTeg-Risk Atlas of Emerging
Risks

• iNTeg-Risk Reference Library

• iNTeg-Risk Suite of Tools

• iNTeg-Risk Pre-
St d di ti E

du
ca

tio
n

ation on the
(only some!)
same ERRAs

• Verification/vali-
dation on new
ERRAs

• Verification/valid

SP1 >> SP2

SP1 >> SP4

SP1 >> SP4

• …

D. ERRA’s Policies
• EU and Non-EU
• SMEs
• “NaTech”
• …

Risks:
Policies

(internal)
verification
and pro-area
consolidation

• iNTeg-Risk
Common
guidelines

• iNTeg-Risk
Common
methods and …

• … tools for

Standardization

• European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks

• iNTeg-Risk Education &
Qualification: The European

E
at

io
n,

 S
ta

n-
rd

iz
at

io
n

/
ation on one or
more
“integrative”
ERRAs

SP1 >> SP4

… tools for
dealing with
emerging risks

Certified Risk Specialist

Le
gi

sl
a

da
r

1st VERIFICATION

M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone

iNTeg-Risk

Delivery of data, facts, commonalities …
Requirements, formats, queries … 
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ERIsERIs
Emerging Risk Issues

( ithin an ERRA!)(within an ERRA!)
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ERIs
• Each ERRA is a triplet containing: 

a) At least one significant emerging risk related issue/topic (=ERI!)a) At least one significant emerging risk related issue/topic (=ERI!)
b) One or more industrial partners concerned by the above 

emerging risk(s), and 
c) One or more R&D partners having proven excellence in 

providing solutions for the above emerging risk(s). 

ERIs within ERRAs should also provide the test-bed for the 
developed integrated methods, tools and the whole system..
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The framework - ERMF
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ERMF – current representation
• Emerging Risk Management Framework (ERMF) is the 

Risk Management Framework developed in Shape-RiskRisk Management Framework developed in Shape-Risk 
project and formalized in the iNTeg-Risk proposal covers 
the 4 following dimensions for emerging risk g g g
management:
1. Technical / 

t h l i l (T)
 governance, 

communicationCtechnological (T)
2. Human / 

management (H)
ERMF:  

EMERGING RISK

communication

h
n
o

lo
g

y
, 

ch
n

ic
a

l 

h
u

m
m

a
n

a
g

C 
H

g ( )
3. Governance / 

communication (C)
4 Policies /

MANAGEMENT 

FRAMEWORK 
te

c
h

te
c

m
a
n

, 
g

e
m

e
n

t T4. Policies / 
Regulations / 
Standards (R)

policies regulation, 
standardization R

T
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ERMF – Proposed update!
• Emerging Risk Management Framework (ERMF) is the 

Risk Management Framework developed in Shape-RiskRisk Management Framework developed in Shape-Risk 
project and formalized in the iNTeg-Risk proposal covers 
the 4 following dimensions for emerging risk g g g
management:
1. Technical / 

t h l i l (T)
 financial, 

economicFtechnological (T)
2. Human / 

management (H)
 
 

economic

h
n
o

lo
g

y
, 

ch
n

ic
a

l 

h
u

m
m

a
n

a
g

F 
H

Cg ( )
3. Governance / 

communication (C)
4 Policies /

governance,  
communication 

te
c
h

te
c

m
a
n

, 
g

e
m

e
n

t T

C

4. Policies / 
Regulations / 
Standards (R)

policies regulation, 
standardization R
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IRGC Framework
The IRGC framework risk process, or risk handling chain breaks 
down into three main phases: p
1. Pre-assessment
2. Appraisal
3. Management

A 4. phase, comprising the Characterization and Evaluation of 
risk, is placed between the appraisal and management phases andrisk, is placed between the appraisal and management phases and 
can be assigned to either of them thus concluding the appraisal 
phase or marking the start of the management phase. The risk 
process has Communication as a companion to all phases ofprocess has Communication as a companion to all phases of 
addressing and handling risk and is itself of a cyclical nature.

NOTE: The clear sequence of phases and steps offered by this 
process is primarily a logical and functional one and will not always 
correspond to reality.

iNTeg-Risk

y
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IRGC Framework

IRGC
Framework
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IRGC Framework - detailed
IRGC Risk Governance 
Framework 
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Combining the two solutions - general
 

ERMF:  

governance,  
communication 

lo
g

y
, 

ic
a

l 

h
m

a
n

C
H

EMERGING RISK 
MANAGEMENT 

FRAMEWORK 

policies regulation, 
standardization 

te
c
h

n
o

te
ch

n

u
m

a
n

, 
n

a
g

e
m

e
n

t 

R
T

IRGC
Framework

iNTeg-Risk solution based on:

common frameworkcommon framework 
based on

IRGC and 
Shape-Risk solutions

common language (UML of 
emerging Risks, UML -
Unified Model Language)
CMMI (Capability Maturity

 

CMMI (Capability Maturity 
Model Integration) 
Life Cycle Analysis (LCA)
common metrics (based 
on KPIs) Ke Pe fo mance

LIFE-
CYCLE 

Risks 
Impacts

Hazards

Testing and 
characterization…

Design and 

Manufacturing … 

Use, 
exploitation …

Inspections, 
maintenance, 

repair … 

Decommissioning, 

iNTeg-RiskJune 2, 2009

on KPIs) – Key Performance 
Indicators
common tools

New technologies, 
products, processes … 

modeling … recycling … 

Emerging
risks over

the life cycle



Combining the two solutions - practical
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Combining the two solutions - practical

+ KPIs!

d it f+ do it for:

1. Status
2. Work to 

be done
3. Results3. Results
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Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk

Particular Emerging Risks Issues (ERI)within this ERRA

ERI # 1: 
Characterization of the severity of a massive release of CO2. 

ERI # 2: 
Ri k i f d d i i ki t b l l d fi dRisk informed decision making process to be clearly defined. 

ERI # 3: 
Security of the CO storages: the legal status of CO still needsSecurity of the CO2 storages: the legal status of CO2 still needs 
to be defined. 

ERI # 4:ERI # 4: 
Clear policy and standards throughout Europe. 
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Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk
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Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk

iNTeg-RiskJune 2, 2009

See more details under http://www.integrisk.eu-vri.eu/ma/ProjectExplorer.aspx?lan=230&tab=70&itm=72&pag=72



Conclusions
• Combine coordinate with the template activities (this part 

yet to be included into the ERRA templates – inyet to be included into the ERRA templates – in 
particular the ERIs)

• Adapt the database specifications to the needs of theAdapt the database specifications to the needs of the 
framework

• Start looking for the CBR aspects (case based g p (
reasoning) and use of clustering techniques 

State vs. public  involvement in ERRAs

A1 

A2 

A3 

B1

B2 

C2

C4 C5 D3 D4 

vo
lv

em
en

t  
   

“foreground” ERRAs

A4 A5 B1 C2 

D2 

W
   

   
 P

ub
lic

 in
v

H
IG

H
 >

>

“background” ERRAs
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