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iNTeg-Risk: The project …

Early Recognition, 
Monitoring andMonitoring and 
Integrated 
Management ofManagement of 
Emerging, New 
Technology RelatedTechnology Related 
Risks

2008 – 2013
19.3 M€ , 64 + 15 partners THEME 4

NMP – Nanosciences, 
Nanotechnologies, Materials and 
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iNTeg-Risk: The grandma’s question…
• We need to do something about 

all these new things! How can we g
be sure that all these things 
(which we do not understand!) 
are not dangerous?are not dangerous?

NOTE: You are supposed to prove that you are 
not guilty but you do not know the allegationnot guilty, but you do not know the allegation… 

• And we (not only grandmas!) do 
not understand all the risk-related 
aspects of all the new 
technologies around us…g

• Can we ask (risk) specialists? 
Th iNT Ri k i li t ?

iNTeg-Risk

The iNTeg-Risk specialists?
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We ask (risk) specialists…
Do you consider risk analysis 
and/or risk management to beand/or risk management to be
a part of your professional 
interests and/or work?

YES, I consider risk analysis / management as aYES, I consider risk analysis / management as a 
part of my professional interests / work 

(please raise the RED card)!

NO, I do not consider risk analysis / , y
management as a part of my professional interests 

and/or work(please raise the BLUE card)!
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iNTeg-Risk: Main elements…
• Early Recognition, Monitoring and Integrated 

Management of Emerging New Technology RelatedManagement of Emerging, New Technology Related 
Risks?

In other words we talk about (new) technologies, 
but we concentrate on:
– (new) Emerging risks

and focus onto theirand focus onto their
Early recognition
Monitoring (once recognized)g ( g )
Integrated management
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iNTeg-Risk: The (EU) response…
 

Known 
Technologies 

Emerging risks 
from… 

Emerging risks 

• Yes, the project is about

New 
Technologies 

Emerging risks 
from… – RISKS

– TECHNOLOGIES and EMERGING 

RISKS 

TECHNOLOGIES and

– INTEGRATED SOLUTION
(integrating all interested parties

EU 
RESPONSE 

(integrating all interested parties 
– both technical and non-
technical specialists, grandmas 
included!)

Improved safety 
and enhanced 

global competitiv-

included!)

global competitiv
eness of the EU 

industry 
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We ask iNTeg-Risk specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?

technical, my professional background is rather 
technical (please raise the RED card)!technical (please raise the RED card)!

non technical my professional background isnon-technical, my professional background is 
rather non-technical (please raise the BLUE card)!
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Risks
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iNTeg-Risk: RISKS…
• Is the research 

risks related torisks related to 
“New 
Technologies” 

 Is the research in 
the area of 
emerging risks 
related to new g

needed?
– … over 100 

responses received

related to new 
technologies 
needed? 

responses received
– … 90+ % agreed or 

agreed “very much”

th d… the grandma was 
right … we have to 
do something 
about these risks!

© iNTeg-Risk 
2007

iNTeg-Risk

about these risks!
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iNTeg-Risk: Emerging RISKS…
New & emerging

Not known /

 
New & emerging risks: The risk is c onsidered new 
& emerging if:  – Not known / 

recognized previously
– Known previously, but 

g g
(a) the risk was previously not recognized and is caused by 

new processes, new technologie s, new  ways of working, 
or social or organizational change  (e.g. risks linked with 
nanotechnology, biotechnology, ICT technologies, new 

now seen from a new 
perspective

– Known previously, but

gy gy g
chemicals, effects of globalization etc); or,  

(b)  a long-standing issue is newly considered as a r isk due 
to a change  in social or public perceptions (e.g. stress, 
bullying); or,  Known previously, but 

recognized as risk 
only recently due to 
new scientific or other

(c) new scientif ic knowledge allows a long-standing issue 
to be  identif ied as a  new risk, e.g. in the situations where 
cases have existed for many years without being 
identified as risk because of, e .g., lack of scientif ic new scientific or other 

evidence 
– Increasing level or 

knowledge. 
The  risk is inc reasing if  the number of hazards leading to the 
risk is growing, or the like lihood of exposure to the hazard 
leading to the risk is increasing, (exposure leve l and/or the  

number of people 
exposed

number of people exposed), or effect of the hazard is getting 
worse (e .g. seriousness of health e ffects and/or the number of 
people affected). 
see : European Agency for Safety  and Health EU-OSHA 2005, 
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Risks Observatory http://riskobservatory.osha.europa.eu/



iNTeg-Risk: Emerging RISKS…
Examples:

 
Examples of emerging risks in industry and society:  

Area of industry Emerging risksy g g

Power generating plants, 
telecommunications 

• The use of microchips and biochips 
creates uncontrollable situations with 
unpredictable consequences. 

• More and more vehement reactions to• More and more vehement reactions to 
the EMF risk are observed when certain 
phenomena occur in areas with antenna 
installations, high voltage power lines, 
etc, regardless of whether the 

h l ll dphenomena are real or alleged

Electronics and computer 
industry, machine and 
equipment manufacture 

• Use of microchips and biochips creates 
uncontrollable situations with 
unpredictable consequences 

Medical technology and 
medical sector 

• Materials used to manufacture implants 
are contaminated or toxic. 

• Implants used have design or 
production defects (eg contaminationproduction defects (eg contamination 
during the manufacturing process). E.g. 
heart pacemakers, silicone prostheses, 
knee joints or hip joints. 

The insurances count today list of approx.20 most important emerging risks in

iNTeg-RiskJune 2, 2009 13

The insurances count today list of approx.20 most important emerging risks in 
different branches of industry and society: about a half of them will be treated by 
iNTeg-Risk through its 17 ERRAs, its ERMF and its tools and data/info sources in 
the iNTeg-Risk “one-stop-shop”. 



iNTeg-Risk: Emerging RISKS…
Example:  

German army 
d (“UAV”) dronedrone (“UAV”) 
over Kabul in 
2004

drone

2004 …
… as it almost hits the jet 
carrying more than 100 
passengerspassengers.
Industry and government 
plan to use thousands of 
UAVs in the future one

drone
jet

UAVs in the future – one 
of the “emerging risks due 
the new technology” 
treated in iNTeg-Risk.g
 
(source: New Scientist, 2007) 

drone
jet

iNTeg-RiskJune 2, 2009 iNTeg-Risk Box “drone crash” 



Technologies
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iNTeg-Risk: TECHNOLOGIES…

RoboticsRobotics

• What “New 
Technologies”? Robotics

Nanotechnology

Pervasive Computing

Rapid Manufacturing

Robotics

Nanotechnology

Pervasive Computing

Rapid Manufacturing

g
– … technologies possibly 

being source of real or 
perceived risks Rapid Manufacturing

TeraHertz Technology

CO2 Capture & Storage

Rapid Manufacturing

TeraHertz Technology

CO2 Capture & Storage

p
– … technologies of a 

broader public (e.g. EU 
or global) concern

Complex Working 
Practices

Cyber Security

Fl ibl  W ki  

Complex Working 
Practices

Cyber Security

Fl ibl  W ki  

or global) concern 
– … technologies not 

having the established 
and widely accepted risk Flexible Working 

Patterns

Gene Therapy

Technologies for 

Flexible Working 
Patterns

Gene Therapy

Technologies for 

and widely accepted risk 
management or 
governance system

– technologies needing Technologies for 
Human Performance 
Enhancement

Hydrogen Economy

Technologies for 
Human Performance 
Enhancement

Hydrogen Economy

– … technologies needing 
an “integrated response” 

– … examples –
authorities insurances

iNTeg-Risk

….….
authorities, insurances, 
companies, …
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iNTeg-Risk: TECHNOLOGIES…

ry

high
Polluter held liableGradual bodily injury

• What “New 
Technologies”?

203

14
18

24

su
ra

nc
e 

in
du

st
r

Emerging infectious diseases
y j y

Nanotechnology

Before antibiotics Consumer goods

g
– … technologies possibly 

being source of real or 
perceived risks

2

4

5

6

7

8

9
10

11

12

13

15

17

19

21

22

23

25

26

1

16

Im
pa

ct
 o

n 
in

s

D b i i bi

Hydrogen technology risks

Privacy/theft of personal data
Critical information systems

Counterfeit parts

p
– … technologies of a 

broader public (e.g. EU 
or global) concern 15

Estimated time to manifestation of the scenariolong short
low

Debris in orbit Privacy/theft of personal data

st
ry

high

E l i S ift ti

y

or global) concern 
– … technologies not 

having the established 
and widely accepted risk

5

20

26

3

14

16

18

24

in
su

ra
nc

e 
in

du
s Early warnings

Substantial exposure in the long-term

Swift reaction
Substantial exposure in the close future

and widely accepted risk 
management or 
governance system

– technologies needing
2

46

7

8

9
10

11

12

13

15

17

19

21

22

23

25 1

Im
pa

ct
 o

n 

low

Pre-emptive risk management
Minor exposure in the near future

Weak signals
Minor exposure, in the long-term

– … technologies needing 
an “integrated response” 

– … examples –
authorities insurances

iNTeg-RiskJune 2, 2009 17

Estimated time to manifestation of the scenariolong short
lowauthorities, insurances, 

companies, …



iNTeg-Risk: TECHNOLOGIES…
 

Level o f in te rest  in  
in du st r ia l em erg ing 

k d

• What “New 
Technologies” r isks d ue to  ne w  

te chno log ies…  
 
Re sult s o f t he  prelim inary 
iNT Ri k S  

Technologies  
for iNTeg-Risk?
– … polled the 

iNT eg -Risk Su rve y 
 
©  iN Te g-R isk  2007  

opinions
– … 50 applications 

considered

Unde rg ro und  

no   
a nsw e r 

– … 17 selected

Unde rg ro und  
fa c ili ties  …  
Oil ex trac tio n in  
se nsitiv e are as , 
re new ab le 

a nsw e r 

 es sen tial 
      h igh  
    av erage  

       lo w energ ies  … 
Unm anne d con trol  
de vic es  …  
Insura nce  a nd re-
insu rance  aspec ts o f 

       lo w 

    neg lig ible  

 

iNTeg-Risk

insu rance  aspec ts o f 
em erging  ris ks  
H2  e conom y a nd 
CO 2  cap t ure a nd 
se que st ra tio n …   June 2, 2009



iNTeg-Risk: TECHNOLOGIES…
• “New Technologies” in iNTeg-Risk used also as a 

synonym for “applications”synonym for applications  
• Applications we looked for need to be “representative for 

emerging risks”emerging risks
• Result: 

The 17 iNTeg-Risk 

 
ERRAs:  Emerging Risks 
Representative (industrial) 
Applications are sig nificant 
examples of applicat ions related to

 
“Hot topic” 

emerging risk

Industry 
partner(s) 

R&D 
partner(s)g

ERRAs 
… in 4 groups

examples of applicat ions related to 
industrial  safety (emerging risks). 
Solutions for the these single, 
specific problems related to 
emerging risks should allow to 

it li d b li i

ERRAS:  
EMERGING RISK 

REPRESENTA TIVE 

INDUSTRIAL  

partner(s) 

A. New (production) technologies
B. New materials and products
C. New technologies & 

capitalize upon and, by generalizing 
the solutions, build the common 
European approach to emerging risk.  
Each ERRA is a triplet containing: (a) one significant 
emerging risk related issue/topic (b) one or mo re industrial

INDUSTRIAL  

APPLICATIONS 

production networks
D. New policies

emerging risk related issue/topic, (b) one or mo re industrial 
partners concerned by the abov e emerging risk(s), and (c) one 
or more R&D partners havin g proven excel lence in providing 
solutions for the above emerging risk(s). They also provide 
the test-bed for the developed integrated methods, tools and 
the whole system

iNTeg-RiskJune 2, 2009 19

the whole system.. iNTeg-Risk Box “ERRAs”



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks
A3?

D. New policies
Nr Name Responsible Partner

A EMERGING RISKS NEW TECHNOLOGIES UNIBOA EMERGING RISKS - NEW TECHNOLOGIES UNIBO
(CONPRICI)

A1 CO2 capture and sequestration, both technical risks and governance risk HSE-HSL

A2 I d i t f i i k i l di th it S i RA2 Insurance and re-insurance aspects of emerging risks including the security-
related (HSSE) emerging risks of new technologies

Swiss Re

A3 Emerging risks related to the industrial use of automated and un-manned 
surveillance of industrial infrastructure

GDF
surveillance of industrial infrastructure

A4 Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and 
offshore

D'Apollonia

A5 Safety and security of underground hubs with interconnected transportation VSH Hagerbach

iNTeg-RiskJune 2, 2009 20

A5 Safety and security of underground hubs with interconnected transportation 
services and shopping centers

VSH Hagerbach



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks
B2?

D. New policies

Nr Name ResponsibleNr Name Responsible 
Partner

B EMERGING RISKS - NEW MATERIALS AND PRODUCTS EU‐VRi

B1 Public health and medical issues related to monitoring of emerging risks in Novineonub c ea t a d ed ca ssues e ated to o to g o e e g g s s
production, storage and transport of nano-materials on industrial scale in 
small and medium enterprises (SMEs)

o eo

B2 Emerging risks related to advanced storage technologies for hazardous BAM
materials (including H2)

B3 Emerging risks related to development and use of advanced engineering 
materials, composite materials

KMM‐VIN

iNTeg-RiskJune 2, 2009 21



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products

C2?
B. New materials and products
C. New technologies & 

production networks
D. New policies
Nr Name Responsible Partner

C New technologies & production networks SINTEFC New technologies & production networks SINTEF

C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, 
petrochemical and construction industries

DTU

C2 R t ti i i t ll iti SINTEFC2 Remote operation in environmentally sensitive areas SINTEF

C3 On-line risk-monitoring and assessment of emerging risks in conventional 
industrial plants – monitoring of risks beyond the design/regulatory basis

BZF

HSE HSLC4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield
implications) and their inclusion in the normal HSSE practice

HSE-HSL

C5 Security of energy supply and related emerging risks JRC

iNTeg-RiskJune 2, 2009 22



iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 

production networks D2?
D. New policies
Nr Name Responsible Partner

D EMERGING RISKS RELATED POLICIES R T h

D2?

D EMERGING RISKS ‐ RELATED POLICIES R‐Tech

D1 Definition of KPIs for emerging risks for selected industry case studies, including 
CSR aspects of emerging risks

DNV

D2 d h i i k l d h i l i fD2 Integrated approach on emerging risks related to the implementation of European 
safety legislation on SMEs and its application on companies working in Distributed 
Energy Resources (DER)

LEIA

D3 Emerging risks related to interaction between natural hazards and technologies at INERISD3 Emerging risks related to interaction between natural hazards and technologies at 
community level

INERIS

D4 Emerging risks related to hazardous substances, impact on public health and 
relations with REACH and GHS

RIVM
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relations with REACH and GHS



Solution / “The Common Response”
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iNTeg-Risk: The (EU) response…
• iNTeg-Risk:

– RISKS

 
Known 

Technologies 

Emerging risks 
from… 

i i k
– TECHNOLOGIES and
– INTEGRATED SOLUTION 

(integrating all interested parties

New 
Technologies 

Emerging risks 
from… 

(integrating all interested parties 
– the grandmas included!) EMERGING 

RISKS 

• Avoid
EU 

RESPONSE 
“… the lesson … was a total lack of forward 
thinking …
“… the lesson … was a total lack of forward 
thinking …

Improved safety 
and enhanced 

g
the science was being developed and people 
weren't consulted on the issues that really 
mattered”… (Hugh Knowles, Forum for the 

g
the science was being developed and people 
weren't consulted on the issues that really 
mattered”… (Hugh Knowles, Forum for the and enhanced 

global competitiv-
eness of the EU 

industry 

Future, statement related to the use and risks of 
new bio-technologies)

(Worried, but about what? Regulations wait until 
Europe figures out what to regulate

Future, statement related to the use and risks of 
new bio-technologies)

(Worried, but about what? Regulations wait until 
Europe figures out what to regulate

iNTeg-RiskJune 2, 2009 25

Europe figures out what to regulate, 
Red Herring, 4/15 April 2007)

Europe figures out what to regulate, 
Red Herring, 4/15 April 2007)



Focus Group on
EMERGING 

RISKS

iNTeg-Risk 26



Involve different specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?

technical, my professional background is rather 
technical (please raise the RED card)!

non-technical, my professional background is 
rather non-technical (please raise the BLUE card)!

iNTeg-Risk

rather non technical (please raise the BLUE card)!

June 2, 2009 27



Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”

likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!

totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!

iNTeg-Risk

and I cannot image it (please raise the BLUE card)!
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iNTeg-Risk project:
Lead partner:

EU-VRi - The European Virtual Institute for IntegratedEU-VRi - The European Virtual Institute for Integrated 
Risk Management (EEIG)

• Partners: 64 + 15 (Art.10)
• Start date: Dec. 1, 2008 
• End date: May 31 2013• End date: May 31, 2013
• Duration: 54 months
• Budget: ~ 19.2 million Euro
• EC contribution: ~ 13.7 million Euro

iNTeg-Risk 29



iNTeg-Risk Partners
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iNTeg-Risk Partners (main beneficiaries)

53 Agenzia Regionale Protenzione Civile - Emilia 
Romagna 

ARPC Italy 
Romagna 

54 Mavionics GmbH     Mavionics Germany 

55 Association pour la Recherche et le Développement 
des Méthodes et Processus Industriels 

ARMINES France 

56 H.G. Geo Data Solutions GmbH (GDS)  GDS Germany 

57  Technical University of Kosice  TUKE  Slovakia 

58  University of Novi Sad - Faculty of Technical 
Sciences 

FTN Serbia 

59  EKON Modeling Software Systems Ltd.  EKON Israel 

62 SP Technical Research Institute of Sweden SP Sweden 62 SP Technical Research Institute of Sweden SP Sweden 

63 Studiengesellschaft für unterirdische 
Verkehrsanlagen e. V.   
  

STUVA Germany 

64  Alma Mater Studiorum Università di Bologna UNIBO Italy 

65  University of Padua UNIPD Italy 65  University of Padua UNIPD Italy 

66  Politecnico di Milano - CMIC Dpt POLIMI Italy 

67  Dipartimento Ingegneria Chimica Materiali e 
Ambiente - Sapienza Universitá di Roma 

UNIRM Italy 

68  CNR Istituto di Ricerche sulla Combustione  CNR-IRC Italy 

iNTeg-Risk 31

69  University of Pisa UNIPI Italy 

70  Institut Químic de Sarrià IQS Spain 



iNTeg-Risk Partners (Art. 10)
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Cornerstones of the technical solutions
 

ERMF:  

governance,  
communication 

o
g

y
, 

ca
l m

a

C 
H

ERMF:  
EMERGING RISK 
MANAGEMENT 

FRAMEWORK 

policies regulation, 
standardization

te
c
h

n
o

lo
te

ch
n

ic

h
u

m
a
n

, 
a

n
a
g

e
m

e
n

t 

R 
T 

IRGC
Framework

iNTeg-Risk solution based on:

common framework 

R 

common framework 
based on

IRGC and 
Shape-Risk solutions

common language (UML of 
emerging Risks, UML -
Unified Model Language)
CMMI (Capability Maturity 

 

CMMI (Capability Maturity 
Model Integration) 
Life Cycle Analysis (LCA)
common metrics (based 
on KPIs) Ke  Pe fo mance 

LIFE-
CYCLE 

Risks 
Impacts

Hazards

Testing and 
characterization…

Design and 

Manufacturing … 

Use, 
exploitation …

Inspections, 
maintenance, 

repair … 

Decommissioning, 

iNTeg-RiskJune 2, 2009

on KPIs) – Key Performance 
Indicators
common tools

New technologies, 
products, processes … 

modeling … recycling … 

Emerging
risks over

the life cycle



Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”

likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!

totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!

iNTeg-Risk

and I cannot image it (please raise the BLUE card)!

June 2, 2009 34



Implementation
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iNTeg-Risk Implementation
(Select good examples)

SP1: Analyze and compare theSP1: Analyze and compare the 
examples

SP2: Draw conclusions defineSP2: Draw conclusions, define 
common methods

SP3: Verify theSP3: Verify the 
conclusions/methods

SP4: Create the tools/“vehicles” 
needed for the application 
and living of the above 

l tisolutions
(Spread the solutions)

SP5: Manage steps 1 4

iNTeg-Risk

SP5: Manage steps 1-4

June 2, 2009 36



From 50 sample cases to one “EU response”
Project preparation

Project execution

.

.

.

17
ERRAs

~ 7
Main 

Methods
one EU “response to 

emerging risks”

~ 5
Verification

Cases

.

~50
candidates

1EU 
response

17
ERRAs

7
methods

5 verif. 

cases
.
.

KPIs, UML, 
CMMI, 

MCDM  

“One-stop-shop for 
solutions of emerging 

risks related 

p

NaTech
Transp, 

~ 50 “Emerging Risk” 

MCDM, … risks related 
problems”

…

iNTeg-Risk

~ 50 Emerging Risk  
Candidate applications

June 2, 2009 37



Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “An accidentof the scenario: An accident
involving “nano” happens in 
2011 and use of nanotechno-
logies is banned in some areas
of application, in 2011 in the EU”

likely, in some areas of applications, I consider 
this can happen (please raise the RED card)!

totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!

iNTeg-Risk

and I cannot image it (please raise the BLUE card)!

June 2, 2009 38



Subprojects (SPs) in the project plan

SP 1: iNTeg-Risk ERRAs

ci
et

y 
&

an
ce

1st INTEGRATION

SP 2:
iNTeg-

SP 4:
iNTeg-Risk
“O St

iNTeg-Risk Roadmap
SP 3:

iNTeg-
Ri k

2nd VERIFICATION

A. ERRA’s Technology
• Sensitive areas...
• CO2 Sequestration
• H2

• …

Pu
bl

ic
, S

oc
G

ov
er

na1st INTEGRATION
⇒ Reference

solutions
⇒ Reference

documents
⇒ Methods, Tools

g
Risk
ERMF

EMERGING RISK
MANAGEMENT
FRAMEWORK

“One-Stop
Shop” –

emerging risks

Risk
ENISFER

EUROPEAN
NETWORK OF

&
D

B. ERRA’s Materials &
Products
• Nano / Bio
• Advanced materials
• Carbon
•

C

Emerging
Risks
Technology

Emerging
Risks
Materials &
Productsem

p
la

te

FRAMEWORK
2nd INTEGRATION:
Technology, Percep-

tion, Governance,
Communication ...
• iNTeg-Risk

paradigm for

INDUSTRY, SMES,
R&D AND THE EU CITIZEN

• iNTeg-Risk Good Practice
Guideline for Emerging risks

• iNTeg-Risk Safetypedia

• iNTeg-Risk Emerging Risk Early

In
du

st
ry

NETWORK OF
INDUSTRIAL

SYSTEMS AND
FACILITIES FOR

EXPLORATION OF
EMERGING RISKS
• Verification/valid

R
&C. ERRA’s Production &

Production Networks
• Outsourcing / Resilient
• On-line risk monitoring
• Storage &

Transportation of
hazardous materials

Emerging Risks
Production &
Production
Networks

Emerging
Risks:

C
o
m

m
o
n
 t dealing with

emerging risks;
basis for the
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From 50 sample cases to one “EU response”
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Bottom-up vs. Top-down in iNTeg-Risk
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products

 
ENISFER: 

European network 
of industrial systems 

and facilities forB. New materials and products
C. New technologies & 

production networks

and facilities for 
exploration of 

emerging 
risks 

 

D. New policies
Verification:

Integrative ERRAs– Integrative ERRAs
– Catalogue of installations (ENISFER)
– A “yet-to-be-defined” additional verification case (competition)

 iNTeg-Risk Box “ENISFER” 

Nr Name

SP3 Verification ERRAs

I1 Integrative ERRA #1 for the validation of emerging risk assessment and 

 
 PORT of KOPER 

Transportation 
networks 

management tools in the Industrial zone (NaTech – Nature‐Technology 
interaction) of area of Mantova

I2 Integrative ERRA #2: Harbor zone (industry + transport networks) of Luka 
K

Historical 
site 

Harbor 

Storage 

Industry 
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I3 Integrative ERRA #3: Industrial zone (mixed industry) of Pančevo‐South
iNTeg-Risk Box “integrative ERRAs” 



Examples of a planned iNTeg-Risk solutions: 
iNTeg-Risk Atlas of Emerging Risksg g g

 
= Emerging Risk XYZ in Europe 

iNTeg-Risk Atlas of iNTeg-Risk Atlas of 
emerging risks 

• Early Warning & Monitoring System (the network of approved iNTeg-Risk 
sentinels in charge of signaling the emerging risks and providing advice on them 
Europe wide)Europe-wide) 

• iNTeg-Risk Atlas of Emerging Risks (providing on-line maps with current level 
of emerging risks in different European countries/regions – relaying on the 
Safetypedia and the Monitoring System);Safetypedia and the Monitoring System);

• Catalogue of European Industrial Systems and Facilities for exploration of 
Emerging Risks

• iNTeg Risk Suite of Tools (providing access and recommendations to both the

iNTeg-Risk

• iNTeg-Risk Suite of Tools (providing access and recommendations to both the 
tools developed in INTeg-Risk and the relevant validated tools from other sources)
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iNTeg-Risk Atlas of Emerging Risks

• KPI used

• Case Studies available

• Incidents / Accidents happened

• Guidelines available

• Tools used/available

• Type of consequences

•…. 

iNTeg-RiskMarch 25, 2009 44

Incidents/problems in 
CO2 plants…

Risk perception problems related 
nanotechnologies…



Conclusions & outlook
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iNTeg-Risk: The idea behind the response…
• NEW RISK MANAGEMENT FOR NEW RISKS: Why 

classical risk management approaches cannot work forclassical risk management approaches cannot work for 
emerging risks?

• The project promotes the position that new ways andThe project promotes the position that new ways and 
concepts are needed in the management of new risks –
in the particular case of iNTeg-Risk, risks accompanying 
development and application of “new technologies”. 

• New realities – new needs!
– Serving higher goals
– Profiting from synergies, new forms of organization and 

collaboration using multidisciplinarity >> new risk technologiescollaboration, using multidisciplinarity >> new risk technologies 
for dealing with risks of new technologies

– Avoid pitfalls
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iNTeg-Risk: Serving higher goals !…
I. Serving higher goals >> society, environment, future!

1. Involve all stakeholders, reshuffle old hierarchies and priorities
2. Ensure fairness, transparency, confidence, responsibilityp y p y
3. New controls
4. New leaderships & shared responsibility
5. Democratic treatment of information & technologies
6. Accepting only the sustainable strategies
7 Put the humans into focus of risks management and its7. Put the humans into focus of risks management and its 

language
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iNTeg-Risk: Multidiciplinarity !…
II. Profiting from synergies, new forms of organization and 

collaboration using multidisciplinarity >> new riskcollaboration, using multidisciplinarity >> new risk 
technologies for dealing with risks of new technologies

1. Forget the past: it has little to say and can be misleading
2. Develop “global” and reliable indicators – make them accepted, 

d l th t l f k UML CMMIdevelop other new tools: frameworks, UML, CMMI, …
3. Make motivation to deal with risks responsibly inherent and 

sustainable part of the systemp y
4. Encourage change, rebellion & creativity, put controversies 

together
5 Create internal markets for ideas talent and reso rces5. Create internal markets for ideas, talent and resources
6. Network people, institutions, ideas … 
7. Make the management thinking “global” and integrated

iNTeg-Risk

7. Make the management thinking global  and integrated
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iNTeg-Risk: Avoid pitfalls !…
III. Avoid pitfalls – old pitfalls get bigger in ERs!  

1 The differences between1. The differences between 
– “risk calculated” (“numbers”)

“real risk” and “risk perceived”
(“feelings”)

“Real” risk

“Risk 
calculated”

“Risk 
perceived” “correction”

“baseline”

2. Importance of the “feelings”
– “feelings” define the baseline, 

“numbers” can only correct – if they 
t h f th t!

“Real” risk“Risk 
perceive

d”

ever get a chance for that!

3. Interactivity & communication in BOTH directions
– from “feelings” to “numbers”: e.g. include people’s 

f i t th l i f i d f “ b ” t

“Risk calculated”

fears into the analysis of scenarios, and from “numbers” to 
“feelings”: e.g. present numbers in such a way that the “feelings” 
can understand it (grandma?)

4. Communication & reasoning4. Communication & reasoning 
– rules & “rules”, stances,

precise language

“Real” risk

“Risk perceived” “Risk 
calculated”
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Interested to see the answers? 
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We ask (risk) specialists…
Do you consider risk analysis 
and/or risk management to beand/or risk management to be
a part of your professional 
interests and/or work?

YES, I consider risk analysis / management as aYES, I consider risk analysis / management as a 
part of my professional interests / work 
(please raise the RED card)!

NO, I do not consider risk analysis / , y
management as a part of my professional interests 
and/or work(please raise the BLUE card)!
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We ask iNTeg-Risk specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?

technical, my professional background is rather 
technical (please raise the RED card)!technical (please raise the RED card)!

non technical my professional background isnon-technical, my professional background is 
rather non-technical (please raise the BLUE card)!
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Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”

likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!

totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!

iNTeg-Risk

and I cannot image it (please raise the BLUE card)!
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