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June 2, 2009 

König-Karl-Halle 

08:00 – 09:00  
Registration and getting together - visiting the exhibition  
(Coffee & refreshments) 

09:00 – 10:30  1. Welcome & Introductory session 
(Chair: W. Gerhardt, BASF, Germany; Ph. Klein, EDF; V. Laflèche, INERIS, France ) 

1.1 Welcome – Innovations Stabilize Existences and Jobs - H. Trasch, President 
Steinbeis Foundation, Germany 

1.2 Welcome -Role of EU programs and large EU Projects in defining and performing 
of national R&D in the area of new technologies - H. Bauer, Federal Ministry of 
Education and Research, Germany 

1.3 Welcome - Aligning national and EU efforts in the area of future-oriented 
innovation and education - C. Dumon, Consul General of France, Stuttgart, 
Germany 

1.4 European RTD and emerging risks related to new technologies – S. Bowadt, EC 
DG Research, EU 

1.5 EU-VRi – a common sustainable response of the European stakeholders to the 
needs of integrated risk management - V. Laflèche, Director General , INERIS, 
France 

1.6 Academic education for emerging issues - how to keep abreast - W. Ressel, 
Univ. Stuttgart, Germany 

1.7 iNTeg-Risk project: Providing the basis for a harmonized EU response to the 
challenges of New Technologies – A. Jovanovic, CEO EU-VRi, iNTeg-Risk Project 
Coordinator, Germany 

10:30 – 11:00  Coffee break - visiting the exhibition  

11:00 – 12:30  2. Emerging Risks related to new technologies – the European perspective  
(Chair: A. Jovanovic, EU-VRi, Germany; O. Renn, ZIRN Univ. Stuttgart, Germany P.-
A. Schieb, OECD, France) 

2.1 European Technology Platform on Industrial Safety (ETPIS) as a catalyst of 
matching stakeholder needs within EU research - C. Jochum, Chairman ETPIS, 
Germany 

2.2 Healthy workplaces, "Good for you, good for your business" a European 
campaign on Risk Assessment – E. Brun, EU-OSHA, EU  

2.3 How the industry copes with emerging risks due to new technologies – the 
case of nanotechnology at BASF - W. Gerhardt, BASF, Germany  

2.4 Industry response to risks emerging from human and organizational changes – 
Ph. Klein, EDF, France 

2.5 Emerging risks in public perception: Will we face an acceptance crisis? – O. 
Renn, ZIRN Univ. Stuttgart 

12:30 – 13:30  Lunch (buffet) in the iNTeg-Risk Exhibition area 

13:30 – 14:45  3. Emerging Risks related to new technologies – international perspective  
(Chair: M. Brun, EU-OSHA; C. Jochum, ETPIS, Germany) 

3.1 New Technologies and Corporate Responsibility ― The role of Carbon 
Accounting - S. Barthelmes, R. X. Ruter, Ernst & Young, Germany  

3.2 Embedding HSE risk assessment procedures into R&D process for emerging 
technologies in Japan - A. Kishimoto, AIST, Japan  

3.3 Situation and Development of Industrial Safety in China - C. F. Huang, B. 
Zhang and Y. Liu, Risk Analysis Council of China Association for Disaster 
Prevention, China 

3.4 Recent OECD efforts to harmonize approaches to safety and risk indicators - 
P.-A. Schieb, OECD, France 

3.5 Opportunities for and expectations of government organizations in EU R&D 
projects - M. Hailwood, LUBW Landesanstalt für Umwelt, Messungen und 
Naturschutz Baden-Württemberg, Germany, Chair of the OECD Working Group 
on Chemical Accidents 

14:45 – 15:00  Coffee break - visiting the exhibition  
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15:00 – 16:15  4. Emerging issues in emerging risks I 
(Chair: L. Cusco, HSE/HSL, UK; R. Schneider, Swiss Re, Switzerland) 

4.1 The limits of engagement in emerging technologies – R. Flynn, Univ. of Salford, 
UK 

4.2 Emerging risks: a proactive view from insurance industry – R. Schneider, Swiss 
Re, Switzerland 

4.3 Public Awareness Promoting New or Emerging Risks: The Case of Industrial 
Accidents Triggered by Natural Hazards - E. Salzano, A. Basco, CNR, Italy; V. 
Busini, R. Rota, E. Renni, V. Cozzani, CONPRICI, Italy 

4.4 Emerging risks in complex systems – discovering risks in complex system by 
intelligent simulation of their behavior – H. Fujii, S. Yoshimura, Univ. of Tokyo, 
Japan 

4.5 Overview of the project "Alfa-Bird" (Alternative fuels and biofuels for aircraft 
development)- O. Salvi, EU-VRi  

16:15 – 16:30  Break - visiting the exhibition  

16:30 – 17:30  5. Emerging issues in emerging risks II 
(Chair: G. Lenkey, BZF, Hungary; Jesús M López de Ipiña, LEIA, Spain) 

5.1 How the regulator can anticipate and react to emerging risks proportionately - 
L. Cusco, HSE/HSL, UK 

5.2 Searching for synergies among the EU R&D projects - H. Wenzel, VCE, Austria  
5.3 Use of modern risk appraisal and modeling tools in nanotechnology applications 

(EU Project MUST) - D. Balos, R-Tech, Germany; N. Filipović, Harvard School 
of Public Health, US 

5.4 Emerging Risks: How can standardization brokers/organizations support the 
anticipation and management process - H. Behrens, DIN, Germany  

17:30 – 18:00  6. Discussion 

18:00 – 20:00  Conference Dinner (buffet) - exhibition area  

Dinner Welcome: 

Large European research projects as a chance for fostering university 
cooperation and education in emerging scientific areas - C. Fourcaud, Embassy 
of France, Germany 

Steinbeis – Competitive Transfer of Technology and Innovation - U. Haug, 
Steinbeis Foundation, Germany 
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Note: IAB Meeting and Dinner will take place in the follow-up of the conference - please see the "Accompanying Events" Agenda  

June 3, 2009 

09:00 – 10:30  7. Presenting the iNTeg-Risk project: Corner Stones 
(Chair: F. Bagnoli, D'Appolonia, Italy; S. Bowadt, EC DG Research, EU) 

7.1 From Shape-Risk to iNTeg-Risk - O. Salvi, EU-VRi  
7.2 From IRGC Framework and sample applications (ERRAs) to Emerging Risk 

Management Framework (ERMF) - A. Jovanovic, O. Renn, P. J. Schweizer, 
ZIRN Univ. of Stuttgart, Germany 

7.3 Non-mandatory forms offered by CEN for consensus building in EU RTD 
projects -A. Pirlet, CEN, Belgium 

7.4 Catalogue of risks and its limitations - D. Proske, University of Natural 
Resources and Applied Life Sciences, Vienna, Austria 

7.5 Combining LCA and RA for the integrated risk management of emerging risks- 
Leo Breedveld, 2B Consulenza Ambientale, Italy 

7.6 UML as a tool modeling of risks - M. Ström, Swerea IVF, Sweden  

10:30 – 11:00  Coffee break – visiting the exhibition  

11:00 – 12:30  8. Presenting the iNTeg-Risk project: Presenting and analyzing iNTeg-Risk 
ERRAs (Emerging Risk Representative Industrial Applications) (SP1) 
(Chair: M. Zarea, GDF SUEZ, France; B. Debray, INERIS, France) 

8.1 Aspects and needs related to emerging risks within industrial safety area 
including various dimensions of safety - An EU-Policy Perspective Viewpoint – 
A. Boenke EC DG Enterprise and Industry, EU 

8.2 From specific industrial problems to a common European approach in iNTeg-
Risk ERRAs - M. Zarea, GDF SUEZ, France; B. Debray, INERIS, France  

8.3 Emerging risks due to extreme storage of hazardous materials - U. Krause, 
BAM, Germany; P. Lerena, SWISSI, Basel, Switzerland 

8.4 Nanotechnologies & SMEs (Small and Medium Enterprises) - G. Klein, TÜV Süd, 
Germany 

8.5 Emerging risks in alternative strategies of CO2 capture and storage - P. 
Auerkari, S. Holmström, J. Salonen, A.-M. Heikkilä, VTT, Finland 

8.6 Providing common basis for exploring and reporting on emerging risks ("ERRA 
template") - K. Øien et.al., SINTEF, Norway; E. Kon, EU-VRi, Israel/Germany  

12:30 – 13:45  Lunch (buffet) in the iNTeg-Risk Exhibition area 

13:45 – 15:15  9. Presenting the iNTeg-Risk project: Harmonizing the approaches into a 
common framework (ERMF - Emerging Risks Management Framework) 
(SP2) (Chair: C. Duval, EDF, France; V. Cozzani, UNIBO, Italy) 

9.1 How a common solution for emerging risk will look like and be applied - C. 
Duval, G. Deleuze, EDF, France; V. Cozzani, CONPRICI, Italy 

9.2 Process Improvement and Emerging Risk Management. The CMMI + SAFE 
Approach- F. Bagnoli, D'Appolonia, Italy  

9.3 Methodology to build Key Performance Indicators (KPIs): for industrial or 
occupational safety? How to build efficient KPIs? - C. Duval, Y. Dien, M. 
Voirin, EDF, France 

9.4 Decider: A Fuzzy Multi-Criteria Group Decision Support System Software - J. 
Ma, J. Lu and G. Zhang, Faculty of Engineering and Information Technology 
UTS, Australia 

9.5 An investigation of the safety attitudes of designers in the Safety-Critical 
Industries - N. J. Beesley, K. Daniels, A. Cheyne, V. Wimalasiri, Loughborough 
University, UK 

9.6 The Occupational Risk Model and the ORM tool - I. A. Papazoglou, O. N. 
Aneziris, M. Konstantinidou, National Centre for Scientific Research 
"DEMOKRITOS", Greece 

15:15 – 15:30  10. Final discussion and break-out session "Where do we want to be in iNTeg- 
Risk in June 2010, where in June 2013"  
Panel Discussion : C. Jochum, ETPIS; J.J. Meulenbrugge, TNO; V. Laflèche, 
INERIS; G. Lenkey, BZF; J. López de Ipiña, LEIA; A. Pirlet, CEN; M. Zarea, GDF-
SUEZ; R. Schneider, Swiss Re 

15:30 End of the Conference 
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Welcome - Innovations Stabilize Existences 
and Jobs


H. Trasch
President Steinbeis Foundation, Germany


1st iNTeg-Risk Conference June 2 20091 iNTeg Risk Conference, June 2, 2009
Stuttgart, Germany


1
iNTeg-RiskJune 2, 2009








Role of EU programs and large EU Projects 
in defining and performing of national R&D 


in the area of new technolgies


Dr. Heike Bauer, Federal Ministry of Education and Research


iNTeg-Risk Conference, Stuttgart June 2nd, 2009







Success-rates for LARGE CP's in NMP (Integration topics only)


LARGE-proposals in the area of Integration, 


Call


Proposals 
submitted


stage1
Successful 
Proposals Success rateCall stage1 Proposals Success rate 


Call 1 - 2007 64 11 17,2%
Call 2 - 2008 77 14 18,2%
Total 141 25 17,7%


LARGE-proposals in the area of Integration with German coordinator


Call


Proposals 
submitted


stage1
Successful 
Proposals Success rate 


Call 1 - 2007 14 4 28,6%,
Call 2 - 2008 14 5 35,7%
Total 28 9 32,1%







Correlation of European and national R&D Programs


NMP
ETPs


• EuMAT
• Nanosciences and 
Nanotechnologies
• Materials


• Manufuture
• SusChem


ENIAC• New Production
• Integration of technologies for 
industrial applications


• ENIAC
• Nanomedicine
• ECTP
• .........


Research for tomorrow'sResearch for tomorrow s 
Production


Material innovations for


Nanotechnologies


ICT


National 
mirror 


platforms
industry and societyICT


MST
.....


p


strategy groups







BMBF Directorate-General 5 
Key technologies - Research for Innovation


• R&D funding through several framework concepts 


Research for Tomorrow's Material innovations forNano-InitiativeResearch for Tomorrow s 
Production


Material innovations for
industry and society


Nano-Initiative
Action Plan 2010


th.......among others







Framework concepts are designed as "learning Programmes"


T h l t d / d t


Expert


• Expert interviews
• Scientific conferences
• Patent analysis Pilot Specific


Technology study / need assessment


p
workshop


• Patent analysis
• International activities
• Technology screening


Pilot 
project


Specific 
call for proposals


STOP STOP


In most framework programs, future trends are analysed and recommended by a 
strategy group, which has members from science, industry and other 


i i l d h fi ld d i i iorganisations related to the field under investigation







Research for Tommorrow's Production


Strategy group: Production for people in the 21st century


Chairmen: Prof Flegel Daimler AG chairman of Manufuture ETPChairmen: Prof. Flegel, Daimler AG, chairman of Manufuture ETP
Dr. Lukas,Director-General for Key Technologies, BMBF


BMBF is developing a new 
framework concept


Production technologiesProduction technologies 
2020


C G


WG1
WG2


WG3Core Group
Production 2020


WG3
WG4


WG5
WG6WG7: other national and EUWG7: other national and EU


Programs, SRA's etc.








Welcome – Aligning national and EU efforts in the area of future-Welcome Aligning national and EU efforts in the area of future
oriented Innovation and Education


Christian Dumon
Consul General of France


Stuttgart
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Funding for Safety Research within 
Industrial Technology in FP7


European Commission
DG Research – Industrial Technology


Søren BøwadtSøren Bøwadt
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FP7 budget
(in billion €  total 50 521)(in billion €, total 50.521)


Capacities


JRC (n.n.)
1.751


Cooperation
32.413


Capacities
4.097


Peoplep
4.750


Ideas
7.510
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FP7 – SP Cooperation


10 Themes (€ million)
1. Health 6 100
2. Food, agriculture and fisheries, and 
biotechnology


1 935
biotechnology
3. Information and communication technologies 9 050
4. Nanotechnologies, materials and production 3 475
5. Energy 2 350
6. Environment 1 890
7. Transport 4 1607. Transport 4 160
8. Socioeconomic research 623
9. Space 1 430


i


* Not including non-nuclear activities of the Joint Research Centre: €1 751 million


10. Security 1 400
Total 32 413


iNTeg-Risk Conference - Stuttgart, 2 June 2009
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Safety & Policy
The safety domain is outside competition concerns: strong


Safety & Policy
The safety domain is outside competition concerns: strong
research investments are needed, much larger than DG-RTD can
provide → support flagship projects like iNTeg-Risk and bring
together national and private efforts


Identification of new risks is a priority in a society more and moreIdentification of new risks is a priority in a society more and more
risk averse → occupational health and safety and environmental
concerns gains increasing attention


SRA of TP for industrial safety is of key importance for future
projects though the improvement of synergies between differentprojects though the improvement of synergies between different
Technology Platforms is encouraged → ensure continuity into the
7th FP
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Target of safety activities
Transforming the whole industry into a "risk free" system for


Target of safety activities


both workers and environment → possible interactivities with
directorates such as Industry (DG ENTR), Environment (DG
ENV), Health and Consumer Protection (DG SANCO) and theENV), Health and Consumer Protection (DG SANCO) and the
Health and Safety at Work (OSHA) agency


i i iRisk assessment, management and reduction → risk governance
through standards & regulation


Dissemination, knowledge transfer, education, training → increase
safety culture and human reliability factors while highlighting
b fi i l i t f ti R&D ti iti ( t i )beneficial impacts of cooperative R&D activities (success stories)
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Progress in Materials Progress in Materials Progress in Materials Progress in Materials 
Sciences …and moreSciences …and more


Nano-enhanced products increasingly appear in our 
everyday life, even if we do not always realise it


1  - Organic Light Emitting Diodes 
2  - Photovoltaic film


y y y


3  - Scratch-proof self-cleaning glass
4  - Stain resistant fabrics
5  - Intelligent clothing
6 B k t b f6  - Bucky-tubeframe
7  - Biocompatible hip-joint
8  - Nano-particle paint
9 Thermo chromic glass9  - Thermo-chromic glass
10 - Magnetic data memory 
11 - Carbon nanotube fuel cells
12 - Nano-engineered cochlear implant


Source: BBC
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Theme 4: NMPTheme 4: NMP
Overall objective : To improve the competitiveness 


f EU i d t  d  it  t f ti i


Theme 4: NMPTheme 4: NMP


of EU industry and ensure its transformation via:


• the effective transition from a resource-based to • the effective transition from a resource-based to 
knowledge-based industry


• generation of new breakthrough knowledge
• strengthening EU leadership in nano, materials and 


production technologies 
emphasis on integrating different technologies and • emphasis on integrating different technologies and 
disciplines across many industrial sectors


… strong continuity with FP6 g y


Importance of Technology Platforms to help establish 
common research priorities
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Theme 4Theme 4 NMPNMPTheme 4:Theme 4: NMPNMP


Four activities: Four activities: 
1. Nanosciences and nanotechnologies 
2. Materials
3 New production3. New production
4. Integration of technologies for 


industrial applications
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Theme 4Theme 4 NMPNMPTheme 4:Theme 4: NMPNMP


NMP Topics with possibilities forNMP Topics with possibilities for 
Safety funding in 2010 cally g


Publication date: 30 JULY
DRAFT!
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Safety inSafety inSafety inSafety in
NanotechnologyNanotechnology


This activity will also investigate the impact of nanotechnology on society, human 
health and the environment, as well as look into the relevance of nanoscience 


d t h l f th l ti f i t l bl ll th i t land technology for the solution of societal problems as well as the societal 
acceptance of nanotechnology. This will include research on potential ethical, 
public health, occupational safety and environmental protection 
implications as well as safety, monitoring and sensing, metrology, 
nomenclature and standards which are becoming increasingly important to 
pave the way for industrial applications. Actions will be launched to 
implement the Commission’s integrated and responsible approach as well as the 
measures outlined in the associated Action Plan 'Nanosciences and 
nanotechnologies. g


Knowledge gaps in relation to the risk assessment of nanomaterials and 
nanotechnologies could currently constitute an impediment to the smooth 
implementation of regulatory requirements
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WP - NMP


Activity 4 1: Nano S&TActivity 4.1: Nano S&T


4.1.2: Nanotechnologies and converging technologiesg g g g


• 4.1.2-2 Substitution of materials or components utilising 
"green nanotechnology"- SM


• 4.1.2-3 Thermoelectric energy converters based on 
nanotechnology – SM


4.1.3: Health, Safety and Environmental Impacts4.1.3: Health, Safety and Environmental Impacts
• 4.1.3-1 Reference methods for managing the risk of 


engineered nanoparticles - LA
• 4 1 3-2 Modelling toxicity behaviour of engineered • 4.1.3-2 Modelling toxicity behaviour of engineered 


nanoparticles – SM – (Coordinated call with the US)
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WP - NMP
Activity 4.2: Materials


4.2.3: Novel biomaterials and bioinspired materialsp


• 4.2.3-1 Development of standard scaffolds for the 
rational design of bioactive materials for tissue rational design of bioactive materials for tissue 
regeneration – LA


4.2.4: Advances in chemical technologies and 4.2.4: Advances in chemical technologies and 
materials processing


• 4.2.4-1 New materials and/or membranes for • 4.2.4 1 New materials and/or membranes for 
catalytic reactors - LA -
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WP - NMP


Activity 4 3: New Production


WP NMP


Activity 4.3: New Production
4.3.1: Development and validation of new 


industrial models and strategiesindustrial models and strategies
• 4.3.1-1: New industrial models for a sustainable and 


efficient production – SMefficient production SM
4.3.4: Rapid transfer and integration of new 


technologies into the design and operation g g p
of manufacturing processes


• 4.3.4-1 Manufacturing systems for 3D-shaped, 
multilayered products based on flexible materials - LA
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WP - NMP


Activity 4.4: Integration


4.0-1: Development of nanotechnology-based systems for 
detection, diagnosis and therapy for cancer – LA –


4 0-2: Capacity building for the development of nanotech-4.0-2: Capacity building for the development of nanotech-


based multi-parameter sensors – LA –


4.0-3: High throughput technologies for the development 4.0 3: High throughput technologies for the development 
of formulated products - LA


4.0-4: A new generation of multi-functional fibre-based 
d t  d d b   d fl ibl  f t i  products produced by new and flexible manufacturing 


concepts – SME -
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WP - NMP


Activity 4.4: Integration


4.0-5: Support to coordination activities of NMP related to 


European Technology Platforms CSA CoordinationEuropean Technology Platforms – CSA - Coordination


4.0-7: ERANET on nanotechnologies, including 
nanotoxicology


4.0-8: ERANET on Manufacturing
4.0-9: ERANET on Catalysis
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WP - NMP


Public Private Partnerships


Energy-efficient Buildings
EeB.NMP.2010-1: New Nanotechnology based high 


performance insulation systems for energy efficiency. 
EeB.NMP.2010-2: : New technologies for energy efficiency EeB.NMP.2010 2: : New technologies for energy efficiency 


at district level


Factories of the Future
FoF.NMP.2010-2 : Supply chain approaches for small series 


i d t i l d tiindustrial production
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D dli  f th  C ll


WP - NMP
Deadlines of the Calls


Collaborative projectsCollaborative projects


• Closure date of First Stage: 8 December 09


10 page proposal: S&T content + expected impact10 page proposal: S&T content + expected impact


2 pages: consortium+estimated financial resources


PPP: FoF & EeB  3 Nov-09 – one stage


PPP: Green Cars  14 Jan-10 – one stage


CSA  2 FEB-10 – one stageg


Coord. call with US/Mexico 31 Dec – one stage
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WP NMP
Funding Schemes - NMP


WP - NMP


Collaborative projects


• Small or medium scale focussed projects


< € 4 million EC funding requestedg q


• Large scale integrating projects


> € 4 million EC funding requested> € 4 million EC funding requested


• SME-targeted projects: at least 35% to SMEs


Networks of Excellence (not in this call)Networks of Excellence (not in this call)


Coordination and Support actions
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Proposal Submission 


I di id l


Eligibility
and evaluation 


in FP7
Individual 
evaluation


Consensus Security 


Thresholds


Scrutiny
(if needed)


Panel review with hearing
(optional)


Commission ranking


Ethical 
Review


(if needed)


Applicants informed of results 
of expert evaluation*


Consultation of programme committee 


Negotiation


g


Commission rejection 


• invitation to submit second-stage


proposal, when applicable


(if required)


Commission funding 
and/or rejection decision


j
decision


Applicants informed of 
Commission decision


iNTeg-Risk Conference - Stuttgart, 2 June 2009


j







WP - NMP
Evaluation criteria and thresholds


WP NMP


S&T quality 4/5  (3/5, PPP)


Implementation 3/5Implementation 3/5


Impact 3/5


O ll 12/15 (10/15  PPP)Overall 12/15 (10/15, PPP)


l d d d• Implementation is not considered in stage 1 and 
the overall threshold is 8


• For LA, in stage 2 the threshold for Impact is 4
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More info:
Søren BøwadtSøren Bøwadt


• European Commission - DG Research
• Industrial technologies - MaterialsIndustrial technologies Materials
• Mail: CDMA 4/156 B-1049 Brussels -


Belgium
• Visit Address: Rue du Champ de Mars  V s t dd ess: ue du C a p de a s


21, B-1050 Brussels Belgium
• Phone Direct line: +32 (2) 299 42 03 
• Fax: +32 (2) 296 05 50( )
• E-mail: Soren.Bowadt@ec.europa.eu


About the 7th Framework Programme see:About the 7th Framework Programme see:
htt // di i t/f 7/htt // di i t/f 7/
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EU VRi a common sustainable response ofEU-VRi a common sustainable response of 
the European stakeholders to the needs of 
integrated risk managementintegrated risk management


2 June 2009 Stuttgart2 June 2009, Stuttgart


Vincent Laflèche, Director General







Achieving sustainable development objectivesAchieving sustainable development objectives 
requires innovation and new technologies


8993 93% TOTAL
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Fully agree50
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INERIS can help 
companies to 53 60


30


40


50


60
p


integrate risk 
prevention while 
developing those 
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30 new technologies:


YES:  85%


NO: 15%


Inquiry : Public bodies 137 / Large companies 220 


Public bodies Groups and multinational
companies


SMEs NO:    15%


q y g p
/ SMEs 240   May - July 2006







INERISINERIS 
Controlling 


risk for


Prevention of industrial and 
technological risks.


risk for 
sustainable 


development


Prevention of risks associated with 
chemical substances.


Participation in the 
development, dissemination 
and sharing of bestand sharing of best 
technologies and best 
practices.







Global challenges…
Global risks in the 2008 &2009 World Economic Forum (WEF) ReportsGlobal risks in the 2008 &2009 World Economic Forum (WEF) Reports 
include resource challenges and sustainability, with the following 
observations:
Acceleration of urbanisation: currently half of the world’s population lives inAcceleration of urbanisation: currently half of the world s population lives in 
cities, a trend which places greater pressure on energy resources and is 
linked with climate change, as well as new risks related to the construction of 
underground infrastructures;underground infrastructures;
Continued population growth (expected to peak at 9 billion in 2050 
compared to 6.6 billion in 2006): this increases the demand for land and 
water. Intensive agricultural methods put pressure on water resources, which g p p ,
in many parts of the world are already scarce and forecasted to decline even 
further due to climate change.
Close relationship between the demand for energy and water: searches for p gy
‘cleaner’ alternatives to oil and coal drive us towards more water-intensive 
energy paths. Water supply depends on energy for pumping, treatment, 
distribution, heating and waste treatment. 







Global challenges… need innovative solutions
Innovation from the Industry for the SocietyInnovation from the Industry for the Society


• New technologies • Responsible • Information andNew technologies 
a the frontier of 
the knowledge


• Lack of data, 


Responsible
behaviour such as 
Responsible Care


• Compliance with


Information and 
knowledge society


• Wellness and 
comfort with highea


tu
re
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,
uncertainty


p
the regulations
and even more


g
expectation for 
safety & the environ.
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• Multi-disciplinary
expertise


• Development of 
goal-oriented


• Structured risk
governance
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• International 
expertise with
various experience


regulations
• With strong


standards or 
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• Involvement of the 
civil society in the 
risk management 
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guidance 
documents


debateR
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Creation of EU-VRi


• Multi-disciplinary
expertise


• International 


• Development of 
goal-oriented 
regulations


• Structured risk 
governance 


• Involvement of the 
expertise with
various experience


• With strong 
standards or 
guidance 
d


civil society in the 
risk management 
debate


documents


And the network of the 35 Associate Members 
and their own network in more than 20 countries
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Academic education for 
emerging issues - how to
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emerging issues how to 
keep abreast
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Academic education 
for emerging issues -
how to keep abreasthow to keep abreast


Prof. Dr.-Ing. Wolfram Ressel, Rector
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e At a glance >>>
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A research university with a focus on Engineering 
and the Natural Sciences
19,500 students enrolled at 10 faculties
An international range of study programs 
i l di 7 M t ’ t ht i E li hincluding 7 Master’s courses taught in English


An interdisciplinary profile with key competences 
in the fields of Engineering Natural Sciencesin the fields of Engineering, Natural Sciences, 
Humanities, Economics, and Social Sciences


The driving force behind one of Europe’s leading-


Datum 2.06.2009 Prof. Dr.-Ing. Wolfram Ressel


g p g
edge technology regions
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e One of Europe’s strongest economic regions
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Key Research Area and their relevance (*, **, ***) for iNTeg-Risk project
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New materials**


Modelling and simulation technology**


Complex systems and communication**


Technology concepts and technology assessment***Technology concepts and technology assessment***


Energy and the environment**


Construction and living*


Mobility


Datum 2.06.2009 Prof. Dr.-Ing. Wolfram Ressel
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Integrated product and production design**
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<<< What’s special about Stuttgart 
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The SOFIA flying observatory A joint US German


SOFIA 


w
w


w
.u


n The SOFIA flying observatory. A joint US-German 
project: a Boeing 747SP, equipped with a high-
performance mirror telescope. 


O S


Europe’s fastest 
vector computer
with 12.7 TFLOPS 
computing power.


A subsurface remediation facility with a capacity of
VEGAS
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A subsurface remediation facility with a capacity of 
approx. 700 m2 - allowing the simulation of 
contamination processes. 
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What’s special about Stuttgart >>>
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Research Centre for 
Simulation Technology


w
w


w
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n … creates basic technologies that 
can be used for all simulations.


IZKT / ZIRN
The International Center for Cultural and Technological Studies (IZKT) 


researches the interaction between culture and technology 


ZIRN the "Interdisciplinary Research Unit on Risk


Datum 2.06.2009 Prof. Dr.-Ing. Wolfram Ressel


ZIRN, the Interdisciplinary Research Unit on Risk 
Governance and Sustainable Technology Development"
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Interdisciplinary Qualifications in Courses
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In addition to the specific qualification and expertise in a particular 
subject, studying at the Universität Stuttgart also offers: 


w
w
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Key qualifications: incl. social awareness 
intercultural competence, leadership skills
S / S GInterdisciplinarity: Studium Integrale / Studium Generale


The centres, departments and study programs of the Universität 
Stuttgart convey a broad range of interdisciplinary skills.  
Students of the Humanities and Social Sciences are required to q
complete courses in the Natural Sciences and Engineering. For 
iNTeg-Risk, again, ZIRN with a number of interdisciplinary 
courses on risk governance, corporate responsibility,


Datum 2.06.2009 Prof. Dr.-Ing. Wolfram Ressel


courses on risk governance, corporate responsibility, 
sustainability, impacts of new technologies…
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Technology Education
Datum 2.06.2009 Prof. Dr.-Ing. Wolfram ResselEkkehard Ramm


Technology, Education 
and Knowledge for People








iNT Ri k j tiNTeg-Risk project: 
Providing the basis for a harmonized EU 


response to the
challenges of New Technologies
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1st iNTeg-Risk Conference
June 2-4, 2009


Stuttgart Germany
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Welcome to
iNTeg-Risk,g ,
EU-VRi,
Stuttgart! g


iNTeg-Risk 
Conference 
2009! 


iNTeg-Risk 
Conference 
2009! 
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Welcome to
iNTeg-Risk,
EU-VRi,
StuttgartStuttgart, 
Haus der Wirtschaft! 


Technology 
Transfer 0 m


University 200 m


Transfer 0 m


House of Business 
0 m                         
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iNTeg-Risk: The project …


Early Recognition, 
Monitoring andMonitoring and 
Integrated 
Management ofManagement of 
Emerging, New 
Technology RelatedTechnology Related 
Risks


2008 – 2013
19.3 M€ , 64 + 15 partners THEME 4


NMP – Nanosciences, 
Nanotechnologies, Materials and 


iNTeg-RiskJune 2, 2009 4


new Production Technologies







iNTeg-Risk: The grandma’s question…
• We need to do something about 


all these new things! How can we g
be sure that all these things 
(which we do not understand!) 
are not dangerous?are not dangerous?


NOTE: You are supposed to prove that you are 
not guilty but you do not know the allegationnot guilty, but you do not know the allegation… 


• And we (not only grandmas!) do 
not understand all the risk-related 
aspects of all the new 
technologies around us…g


• Can we ask (risk) specialists? 
Th iNT Ri k i li t ?


iNTeg-Risk


The iNTeg-Risk specialists?


June 2, 2009 5







We ask (risk) specialists…
Do you consider risk analysis 
and/or risk management to beand/or risk management to be
a part of your professional 
interests and/or work?


YES, I consider risk analysis / management as aYES, I consider risk analysis / management as a 
part of my professional interests / work 


(please raise the RED card)!


NO, I do not consider risk analysis / , y
management as a part of my professional interests 


and/or work(please raise the BLUE card)!


iNTeg-RiskJune 2, 2009 6







iNTeg-Risk: Main elements…
• Early Recognition, Monitoring and Integrated 


Management of Emerging New Technology RelatedManagement of Emerging, New Technology Related 
Risks?


In other words we talk about (new) technologies, 
but we concentrate on:
– (new) Emerging risks


and focus onto theirand focus onto their
Early recognition
Monitoring (once recognized)g ( g )
Integrated management


iNTeg-RiskJune 2, 2009 7







iNTeg-Risk: The (EU) response…
 


Known 
Technologies 


Emerging risks 
from… 


Emerging risks 


• Yes, the project is about


New 
Technologies 


Emerging risks 
from… – RISKS


– TECHNOLOGIES and EMERGING 


RISKS 


TECHNOLOGIES and


– INTEGRATED SOLUTION
(integrating all interested parties


EU 
RESPONSE 


(integrating all interested parties 
– both technical and non-
technical specialists, grandmas 
included!)


Improved safety 
and enhanced 


global competitiv-


included!)


global competitiv
eness of the EU 


industry 


iNTeg-RiskJune 2, 2009 8







We ask iNTeg-Risk specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?


technical, my professional background is rather 
technical (please raise the RED card)!technical (please raise the RED card)!


non technical my professional background isnon-technical, my professional background is 
rather non-technical (please raise the BLUE card)!


iNTeg-RiskJune 2, 2009 9







Risks
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iNTeg-Risk: RISKS…
• Is the research 


risks related torisks related to 
“New 
Technologies” 


 Is the research in 
the area of 
emerging risks 
related to new g


needed?
– … over 100 


responses received


related to new 
technologies 
needed? 


responses received
– … 90+ % agreed or 


agreed “very much”


th d… the grandma was 
right … we have to 
do something 
about these risks!


© iNTeg-Risk 
2007


iNTeg-Risk


about these risks!


June 2, 2009







iNTeg-Risk: Emerging RISKS…
New & emerging


Not known /


 
New & emerging risks: The risk is c onsidered new 
& emerging if:  – Not known / 


recognized previously
– Known previously, but 


g g
(a) the risk was previously not recognized and is caused by 


new processes, new technologie s, new  ways of working, 
or social or organizational change  (e.g. risks linked with 
nanotechnology, biotechnology, ICT technologies, new 


now seen from a new 
perspective


– Known previously, but


gy gy g
chemicals, effects of globalization etc); or,  


(b)  a long-standing issue is newly considered as a r isk due 
to a change  in social or public perceptions (e.g. stress, 
bullying); or,  Known previously, but 


recognized as risk 
only recently due to 
new scientific or other


(c) new scientif ic knowledge allows a long-standing issue 
to be  identif ied as a  new risk, e.g. in the situations where 
cases have existed for many years without being 
identified as risk because of, e .g., lack of scientif ic new scientific or other 


evidence 
– Increasing level or 


knowledge. 
The  risk is inc reasing if  the number of hazards leading to the 
risk is growing, or the like lihood of exposure to the hazard 
leading to the risk is increasing, (exposure leve l and/or the  


number of people 
exposed


number of people exposed), or effect of the hazard is getting 
worse (e .g. seriousness of health e ffects and/or the number of 
people affected). 
see : European Agency for Safety  and Health EU-OSHA 2005, 
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Risks Observatory http://riskobservatory.osha.europa.eu/







iNTeg-Risk: Emerging RISKS…
Examples:


 
Examples of emerging risks in industry and society:  


Area of industry Emerging risksy g g


Power generating plants, 
telecommunications 


• The use of microchips and biochips 
creates uncontrollable situations with 
unpredictable consequences. 


• More and more vehement reactions to• More and more vehement reactions to 
the EMF risk are observed when certain 
phenomena occur in areas with antenna 
installations, high voltage power lines, 
etc, regardless of whether the 


h l ll dphenomena are real or alleged


Electronics and computer 
industry, machine and 
equipment manufacture 


• Use of microchips and biochips creates 
uncontrollable situations with 
unpredictable consequences 


Medical technology and 
medical sector 


• Materials used to manufacture implants 
are contaminated or toxic. 


• Implants used have design or 
production defects (eg contaminationproduction defects (eg contamination 
during the manufacturing process). E.g. 
heart pacemakers, silicone prostheses, 
knee joints or hip joints. 


The insurances count today list of approx.20 most important emerging risks in


iNTeg-RiskJune 2, 2009 13


The insurances count today list of approx.20 most important emerging risks in 
different branches of industry and society: about a half of them will be treated by 
iNTeg-Risk through its 17 ERRAs, its ERMF and its tools and data/info sources in 
the iNTeg-Risk “one-stop-shop”. 







iNTeg-Risk: Emerging RISKS…
Example:  


German army 
d (“UAV”) dronedrone (“UAV”) 
over Kabul in 
2004


drone


2004 …
… as it almost hits the jet 
carrying more than 100 
passengerspassengers.
Industry and government 
plan to use thousands of 
UAVs in the future one


drone
jet


UAVs in the future – one 
of the “emerging risks due 
the new technology” 
treated in iNTeg-Risk.g
 
(source: New Scientist, 2007) 


drone
jet


iNTeg-RiskJune 2, 2009 iNTeg-Risk Box “drone crash” 







Technologies
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iNTeg-Risk: TECHNOLOGIES…


RoboticsRobotics


• What “New 
Technologies”? Robotics


Nanotechnology


Pervasive Computing


Rapid Manufacturing


Robotics


Nanotechnology


Pervasive Computing


Rapid Manufacturing


g
– … technologies possibly 


being source of real or 
perceived risks Rapid Manufacturing


TeraHertz Technology


CO2 Capture & Storage


Rapid Manufacturing


TeraHertz Technology


CO2 Capture & Storage


p
– … technologies of a 


broader public (e.g. EU 
or global) concern


Complex Working 
Practices


Cyber Security


Fl ibl  W ki  


Complex Working 
Practices


Cyber Security


Fl ibl  W ki  


or global) concern 
– … technologies not 


having the established 
and widely accepted risk Flexible Working 


Patterns


Gene Therapy


Technologies for 


Flexible Working 
Patterns


Gene Therapy


Technologies for 


and widely accepted risk 
management or 
governance system


– technologies needing Technologies for 
Human Performance 
Enhancement


Hydrogen Economy


Technologies for 
Human Performance 
Enhancement


Hydrogen Economy


– … technologies needing 
an “integrated response” 


– … examples –
authorities insurances


iNTeg-Risk


….….
authorities, insurances, 
companies, …


June 2, 2009 16







iNTeg-Risk: TECHNOLOGIES…


ry


high
Polluter held liableGradual bodily injury


• What “New 
Technologies”?


203
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Emerging infectious diseases
y j y


Nanotechnology


Before antibiotics Consumer goods


g
– … technologies possibly 


being source of real or 
perceived risks
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Hydrogen technology risks


Privacy/theft of personal data
Critical information systems


Counterfeit parts


p
– … technologies of a 


broader public (e.g. EU 
or global) concern 15


Estimated time to manifestation of the scenariolong short
low


Debris in orbit Privacy/theft of personal data


st
ry


high


E l i S ift ti


y


or global) concern 
– … technologies not 


having the established 
and widely accepted risk


5


20


26


3


14


16


18


24


in
su


ra
nc


e 
in


du
s Early warnings


Substantial exposure in the long-term


Swift reaction
Substantial exposure in the close future


and widely accepted risk 
management or 
governance system


– technologies needing
2


46


7


8


9
10


11


12


13


15


17


19


21


22


23


25 1


Im
pa


ct
 o


n 


low


Pre-emptive risk management
Minor exposure in the near future


Weak signals
Minor exposure, in the long-term


– … technologies needing 
an “integrated response” 


– … examples –
authorities insurances
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Estimated time to manifestation of the scenariolong short
lowauthorities, insurances, 


companies, …







iNTeg-Risk: TECHNOLOGIES…
 


Level o f in te rest  in  
in du st r ia l em erg ing 


k d


• What “New 
Technologies” r isks d ue to  ne w  


te chno log ies…  
 
Re sult s o f t he  prelim inary 
iNT Ri k S  


Technologies  
for iNTeg-Risk?
– … polled the 


iNT eg -Risk Su rve y 
 
©  iN Te g-R isk  2007  


opinions
– … 50 applications 


considered


Unde rg ro und  


no   
a nsw e r 


– … 17 selected


Unde rg ro und  
fa c ili ties  …  
Oil ex trac tio n in  
se nsitiv e are as , 
re new ab le 


a nsw e r 


 es sen tial 
      h igh  
    av erage  


       lo w energ ies  … 
Unm anne d con trol  
de vic es  …  
Insura nce  a nd re-
insu rance  aspec ts o f 


       lo w 


    neg lig ible  


 


iNTeg-Risk


insu rance  aspec ts o f 
em erging  ris ks  
H2  e conom y a nd 
CO 2  cap t ure a nd 
se que st ra tio n …   June 2, 2009







iNTeg-Risk: TECHNOLOGIES…
• “New Technologies” in iNTeg-Risk used also as a 


synonym for “applications”synonym for applications  
• Applications we looked for need to be “representative for 


emerging risks”emerging risks
• Result: 


The 17 iNTeg-Risk 


 
ERRAs:  Emerging Risks 
Representative (industrial) 
Applications are sig nificant 
examples of applicat ions related to


 
“Hot topic” 


emerging risk


Industry 
partner(s) 


R&D 
partner(s)g


ERRAs 
… in 4 groups


examples of applicat ions related to 
industrial  safety (emerging risks). 
Solutions for the these single, 
specific problems related to 
emerging risks should allow to 


it li d b li i


ERRAS:  
EMERGING RISK 


REPRESENTA TIVE 


INDUSTRIAL  


partner(s) 


A. New (production) technologies
B. New materials and products
C. New technologies & 


capitalize upon and, by generalizing 
the solutions, build the common 
European approach to emerging risk.  
Each ERRA is a triplet containing: (a) one significant 
emerging risk related issue/topic (b) one or mo re industrial


INDUSTRIAL  


APPLICATIONS 


production networks
D. New policies


emerging risk related issue/topic, (b) one or mo re industrial 
partners concerned by the abov e emerging risk(s), and (c) one 
or more R&D partners havin g proven excel lence in providing 
solutions for the above emerging risk(s). They also provide 
the test-bed for the developed integrated methods, tools and 
the whole system
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the whole system.. iNTeg-Risk Box “ERRAs”







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks
A3?


D. New policies
Nr Name Responsible Partner


A EMERGING RISKS NEW TECHNOLOGIES UNIBOA EMERGING RISKS - NEW TECHNOLOGIES UNIBO
(CONPRICI)


A1 CO2 capture and sequestration, both technical risks and governance risk HSE-HSL


A2 I d i t f i i k i l di th it S i RA2 Insurance and re-insurance aspects of emerging risks including the security-
related (HSSE) emerging risks of new technologies


Swiss Re


A3 Emerging risks related to the industrial use of automated and un-manned 
surveillance of industrial infrastructure


GDF
surveillance of industrial infrastructure


A4 Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and 
offshore


D'Apollonia


A5 Safety and security of underground hubs with interconnected transportation VSH Hagerbach
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A5 Safety and security of underground hubs with interconnected transportation 
services and shopping centers


VSH Hagerbach







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks
B2?


D. New policies


Nr Name ResponsibleNr Name Responsible 
Partner


B EMERGING RISKS - NEW MATERIALS AND PRODUCTS EU‐VRi


B1 Public health and medical issues related to monitoring of emerging risks in Novineonub c ea t a d ed ca ssues e ated to o to g o e e g g s s
production, storage and transport of nano-materials on industrial scale in 
small and medium enterprises (SMEs)


o eo


B2 Emerging risks related to advanced storage technologies for hazardous BAM
materials (including H2)


B3 Emerging risks related to development and use of advanced engineering 
materials, composite materials


KMM‐VIN
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products


C2?
B. New materials and products
C. New technologies & 


production networks
D. New policies
Nr Name Responsible Partner


C New technologies & production networks SINTEFC New technologies & production networks SINTEF


C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, 
petrochemical and construction industries


DTU


C2 R t ti i i t ll iti SINTEFC2 Remote operation in environmentally sensitive areas SINTEF


C3 On-line risk-monitoring and assessment of emerging risks in conventional 
industrial plants – monitoring of risks beyond the design/regulatory basis


BZF


HSE HSLC4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield
implications) and their inclusion in the normal HSSE practice


HSE-HSL


C5 Security of energy supply and related emerging risks JRC
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks D2?
D. New policies
Nr Name Responsible Partner


D EMERGING RISKS RELATED POLICIES R T h


D2?


D EMERGING RISKS ‐ RELATED POLICIES R‐Tech


D1 Definition of KPIs for emerging risks for selected industry case studies, including 
CSR aspects of emerging risks


DNV


D2 d h i i k l d h i l i fD2 Integrated approach on emerging risks related to the implementation of European 
safety legislation on SMEs and its application on companies working in Distributed 
Energy Resources (DER)


LEIA


D3 Emerging risks related to interaction between natural hazards and technologies at INERISD3 Emerging risks related to interaction between natural hazards and technologies at 
community level


INERIS


D4 Emerging risks related to hazardous substances, impact on public health and 
relations with REACH and GHS


RIVM
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relations with REACH and GHS







Solution / “The Common Response”
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iNTeg-Risk: The (EU) response…
• iNTeg-Risk:


– RISKS


 
Known 


Technologies 


Emerging risks 
from… 


i i k
– TECHNOLOGIES and
– INTEGRATED SOLUTION 


(integrating all interested parties


New 
Technologies 


Emerging risks 
from… 


(integrating all interested parties 
– the grandmas included!) EMERGING 


RISKS 


• Avoid
EU 


RESPONSE 
“… the lesson … was a total lack of forward 
thinking …
“… the lesson … was a total lack of forward 
thinking …


Improved safety 
and enhanced 


g
the science was being developed and people 
weren't consulted on the issues that really 
mattered”… (Hugh Knowles, Forum for the 


g
the science was being developed and people 
weren't consulted on the issues that really 
mattered”… (Hugh Knowles, Forum for the and enhanced 


global competitiv-
eness of the EU 


industry 


Future, statement related to the use and risks of 
new bio-technologies)


(Worried, but about what? Regulations wait until 
Europe figures out what to regulate


Future, statement related to the use and risks of 
new bio-technologies)


(Worried, but about what? Regulations wait until 
Europe figures out what to regulate
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Europe figures out what to regulate, 
Red Herring, 4/15 April 2007)


Europe figures out what to regulate, 
Red Herring, 4/15 April 2007)







Focus Group on
EMERGING 


RISKS
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Involve different specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?


technical, my professional background is rather 
technical (please raise the RED card)!


non-technical, my professional background is 
rather non-technical (please raise the BLUE card)!


iNTeg-Risk


rather non technical (please raise the BLUE card)!
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Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”


likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!


totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!


iNTeg-Risk


and I cannot image it (please raise the BLUE card)!
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iNTeg-Risk project:
Lead partner:


EU-VRi - The European Virtual Institute for IntegratedEU-VRi - The European Virtual Institute for Integrated 
Risk Management (EEIG)


• Partners: 64 + 15 (Art.10)
• Start date: Dec. 1, 2008 
• End date: May 31 2013• End date: May 31, 2013
• Duration: 54 months
• Budget: ~ 19.2 million Euro
• EC contribution: ~ 13.7 million Euro
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iNTeg-Risk Partners


iNTeg-Risk







iNTeg-Risk Partners (main beneficiaries)


53 Agenzia Regionale Protenzione Civile - Emilia 
Romagna 


ARPC Italy 
Romagna 


54 Mavionics GmbH     Mavionics Germany 


55 Association pour la Recherche et le Développement 
des Méthodes et Processus Industriels 


ARMINES France 


56 H.G. Geo Data Solutions GmbH (GDS)  GDS Germany 


57  Technical University of Kosice  TUKE  Slovakia 


58  University of Novi Sad - Faculty of Technical 
Sciences 


FTN Serbia 


59  EKON Modeling Software Systems Ltd.  EKON Israel 


62 SP Technical Research Institute of Sweden SP Sweden 62 SP Technical Research Institute of Sweden SP Sweden 


63 Studiengesellschaft für unterirdische 
Verkehrsanlagen e. V.   
  


STUVA Germany 


64  Alma Mater Studiorum Università di Bologna UNIBO Italy 


65  University of Padua UNIPD Italy 65  University of Padua UNIPD Italy 


66  Politecnico di Milano - CMIC Dpt POLIMI Italy 


67  Dipartimento Ingegneria Chimica Materiali e 
Ambiente - Sapienza Universitá di Roma 


UNIRM Italy 


68  CNR Istituto di Ricerche sulla Combustione  CNR-IRC Italy 
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69  University of Pisa UNIPI Italy 


70  Institut Químic de Sarrià IQS Spain 







iNTeg-Risk Partners (Art. 10)
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Cornerstones of the technical solutions
 


ERMF:  


governance,  
communication 


o
g


y
, 


ca
l m


a


C 
H


ERMF:  
EMERGING RISK 
MANAGEMENT 


FRAMEWORK 


policies regulation, 
standardization


te
c
h


n
o


lo
te


ch
n


ic


h
u


m
a
n


, 
a


n
a
g


e
m


e
n


t 


R 
T 


IRGC
Framework


iNTeg-Risk solution based on:


common framework 


R 


common framework 
based on


IRGC and 
Shape-Risk solutions


common language (UML of 
emerging Risks, UML -
Unified Model Language)
CMMI (Capability Maturity 


 


CMMI (Capability Maturity 
Model Integration) 
Life Cycle Analysis (LCA)
common metrics (based 
on KPIs) Ke  Pe fo mance 


LIFE-
CYCLE 


Risks 
Impacts


Hazards


Testing and 
characterization…


Design and 


Manufacturing … 


Use, 
exploitation …


Inspections, 
maintenance, 


repair … 


Decommissioning, 


iNTeg-RiskJune 2, 2009


on KPIs) – Key Performance 
Indicators
common tools


New technologies, 
products, processes … 


modeling … recycling … 


Emerging
risks over


the life cycle







Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”


likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!


totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!


iNTeg-Risk


and I cannot image it (please raise the BLUE card)!
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Implementation
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iNTeg-Risk Implementation
(Select good examples)


SP1: Analyze and compare theSP1: Analyze and compare the 
examples


SP2: Draw conclusions defineSP2: Draw conclusions, define 
common methods


SP3: Verify theSP3: Verify the 
conclusions/methods


SP4: Create the tools/“vehicles” 
needed for the application 
and living of the above 


l tisolutions
(Spread the solutions)


SP5: Manage steps 1 4


iNTeg-Risk


SP5: Manage steps 1-4
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From 50 sample cases to one “EU response”
Project preparation


Project execution


.


.


.


17
ERRAs


~ 7
Main 


Methods
one EU “response to 


emerging risks”


~ 5
Verification


Cases


.


~50
candidates


1EU 
response


17
ERRAs


7
methods


5 verif. 


cases
.
.


KPIs, UML, 
CMMI, 


MCDM  


“One-stop-shop for 
solutions of emerging 


risks related 


p


NaTech
Transp, 


~ 50 “Emerging Risk” 


MCDM, … risks related 
problems”


…


iNTeg-Risk


~ 50 Emerging Risk  
Candidate applications
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Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “An accidentof the scenario: An accident
involving “nano” happens in 
2011 and use of nanotechno-
logies is banned in some areas
of application, in 2011 in the EU”


likely, in some areas of applications, I consider 
this can happen (please raise the RED card)!


totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!


iNTeg-Risk


and I cannot image it (please raise the BLUE card)!
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Subprojects (SPs) in the project plan


SP 1: iNTeg-Risk ERRAs
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SP 4:
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2nd VERIFICATION
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• …
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Production &
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C
o
m


m
o
n
 t dealing with


emerging risks;
basis for the
Good Practice
Guideline (“Basel
II” for Emerging
risks)


Warning & Monitoring System


• iNTeg-Risk Atlas of Emerging
Risks


• iNTeg-Risk Reference Library


• iNTeg-Risk Suite of Tools


• iNTeg-Risk Pre-
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ation on the
(only some!)
same ERRAs
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dation on new
ERRAs


• Verification/valid
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D. ERRA’s Policies
• EU and Non-EU
• SMEs
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Risks:
Policies
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Standardization
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• iNTeg-Risk Education &
Qualification: The European


E
at


io
n,


 S
ta


n-
rd


iz
at


io
n


/
ation on one or
more
“integrative”
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… tools for
dealing with
emerging risks


Certified Risk Specialist


SP 5: Project Management & IT Support Structure


Le
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r


1st VERIFICATION


M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone


iNTeg-Risk


SP 5: Project Management & IT Support Structure
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From 50 sample cases to one “EU response”
Project preparation Project execution


SP 1: iNTeg-Risk ERRAs


A. ERRA’s Technology
• Sensitive areas bl


ic
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G
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1st INTEGRATION
⇒ Reference


solutions


SP 2:
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“One-Stop
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Risks


• iNTeg-Risk Reference Library


• iNTeg-Risk Suite of Tools
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response
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methods


5 verif. 
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hazardous materials


• …


D. ERRA’s Policies
• EU and Non-EU
• SMEs
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• …
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Risks:
Policies


(internal)
verification
and pro-area
consolidation


risks)


• iNTeg-Risk
Common
guidelines


• iNTeg-Risk
Common
methods and …


• … tools for


• iNTeg-Risk Pre-
Standardization


• European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks


• iNTeg-Risk Education &
Qualification: The European
C tifi d Ri k S i li t


E
du


la
tio


n,
 S


ta
n-


rd
iz


at
io


n


ERRAs


• Verification/valid
ation on one or
more
“integrative”
ERRAs


.


.


responseERRAs et ods


dealing with
emerging risks


Certified Risk Specialist


Le
gi


sl da
r


1st VERIFICATION


M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone


~ 50 “Emerging Risk” 
17 ~ 7 ~ 1 EU “response to 


iNTeg-Risk


~ 50 Emerging Risk  
Candidate applications


ERRAs
 7


Main 
Methods


U espo se to
emerging risks”


June 2, 2009 40







Bottom-up vs. Top-down in iNTeg-Risk


SP 1: iNTeg-Risk ERRAs
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A. ERRA’s Technology
• Sensitive areas...
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• H2


• …
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⇒ Reference


solutions
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documents
⇒ Methods, Tools
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Risk
ERMF


EMERGING RISK
MANAGEMENT
FRAMEWORK


“One-Stop
Shop” –


emerging risks


Risk
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• Advanced materials
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Risks
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• iNTeg-Risk Good Practice
Guideline for Emerging risks


• iNTeg-Risk Safetypedia


• iNTeg-Risk Emerging Risk Early
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• Verification/valid
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&C. ERRA’s Production &
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• Outsourcing / Resilient
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Emerging Risks
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Emerging
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basis for the
Good Practice
Guideline (“Basel
II” for Emerging
risks)


Warning & Monitoring System
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• iNTeg-Risk Reference Library
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Delivery of data, facts, commonalities …
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products


 
ENISFER: 


European network 
of industrial systems 


and facilities forB. New materials and products
C. New technologies & 


production networks


and facilities for 
exploration of 


emerging 
risks 


 


D. New policies
Verification:


Integrative ERRAs– Integrative ERRAs
– Catalogue of installations (ENISFER)
– A “yet-to-be-defined” additional verification case (competition)


 iNTeg-Risk Box “ENISFER” 


Nr Name


SP3 Verification ERRAs


I1 Integrative ERRA #1 for the validation of emerging risk assessment and 


 
 PORT of KOPER 


Transportation 
networks 


management tools in the Industrial zone (NaTech – Nature‐Technology 
interaction) of area of Mantova


I2 Integrative ERRA #2: Harbor zone (industry + transport networks) of Luka 
K


Historical 
site 


Harbor 


Storage 


Industry 
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Koper


I3 Integrative ERRA #3: Industrial zone (mixed industry) of Pančevo‐South
iNTeg-Risk Box “integrative ERRAs” 







Examples of a planned iNTeg-Risk solutions: 
iNTeg-Risk Atlas of Emerging Risksg g g


 
= Emerging Risk XYZ in Europe 


iNTeg-Risk Atlas of iNTeg-Risk Atlas of 
emerging risks 


• Early Warning & Monitoring System (the network of approved iNTeg-Risk 
sentinels in charge of signaling the emerging risks and providing advice on them 
Europe wide)Europe-wide) 


• iNTeg-Risk Atlas of Emerging Risks (providing on-line maps with current level 
of emerging risks in different European countries/regions – relaying on the 
Safetypedia and the Monitoring System);Safetypedia and the Monitoring System);


• Catalogue of European Industrial Systems and Facilities for exploration of 
Emerging Risks


• iNTeg Risk Suite of Tools (providing access and recommendations to both the


iNTeg-Risk


• iNTeg-Risk Suite of Tools (providing access and recommendations to both the 
tools developed in INTeg-Risk and the relevant validated tools from other sources)


March 25, 2009 43







iNTeg-Risk Atlas of Emerging Risks


• KPI used


• Case Studies available


• Incidents / Accidents happened


• Guidelines available


• Tools used/available


• Type of consequences


•…. 
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Incidents/problems in 
CO2 plants…


Risk perception problems related 
nanotechnologies…







Conclusions & outlook
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iNTeg-Risk: The idea behind the response…
• NEW RISK MANAGEMENT FOR NEW RISKS: Why 


classical risk management approaches cannot work forclassical risk management approaches cannot work for 
emerging risks?


• The project promotes the position that new ways andThe project promotes the position that new ways and 
concepts are needed in the management of new risks –
in the particular case of iNTeg-Risk, risks accompanying 
development and application of “new technologies”. 


• New realities – new needs!
– Serving higher goals
– Profiting from synergies, new forms of organization and 


collaboration using multidisciplinarity >> new risk technologiescollaboration, using multidisciplinarity >> new risk technologies 
for dealing with risks of new technologies


– Avoid pitfalls
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iNTeg-Risk: Serving higher goals !…
I. Serving higher goals >> society, environment, future!


1. Involve all stakeholders, reshuffle old hierarchies and priorities
2. Ensure fairness, transparency, confidence, responsibilityp y p y
3. New controls
4. New leaderships & shared responsibility
5. Democratic treatment of information & technologies
6. Accepting only the sustainable strategies
7 Put the humans into focus of risks management and its7. Put the humans into focus of risks management and its 


language
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iNTeg-Risk: Multidiciplinarity !…
II. Profiting from synergies, new forms of organization and 


collaboration using multidisciplinarity >> new riskcollaboration, using multidisciplinarity >> new risk 
technologies for dealing with risks of new technologies


1. Forget the past: it has little to say and can be misleading
2. Develop “global” and reliable indicators – make them accepted, 


d l th t l f k UML CMMIdevelop other new tools: frameworks, UML, CMMI, …
3. Make motivation to deal with risks responsibly inherent and 


sustainable part of the systemp y
4. Encourage change, rebellion & creativity, put controversies 


together
5 Create internal markets for ideas talent and reso rces5. Create internal markets for ideas, talent and resources
6. Network people, institutions, ideas … 
7. Make the management thinking “global” and integrated


iNTeg-Risk


7. Make the management thinking global  and integrated


June 2, 2009 48







iNTeg-Risk: Avoid pitfalls !…
III. Avoid pitfalls – old pitfalls get bigger in ERs!  


1 The differences between1. The differences between 
– “risk calculated” (“numbers”)


“real risk” and “risk perceived”
(“feelings”)


“Real” risk


“Risk 
calculated”


“Risk 
perceived” “correction”


“baseline”


2. Importance of the “feelings”
– “feelings” define the baseline, 


“numbers” can only correct – if they 
t h f th t!


“Real” risk“Risk 
perceive


d”


ever get a chance for that!


3. Interactivity & communication in BOTH directions
– from “feelings” to “numbers”: e.g. include people’s 


f i t th l i f i d f “ b ” t


“Risk calculated”


fears into the analysis of scenarios, and from “numbers” to 
“feelings”: e.g. present numbers in such a way that the “feelings” 
can understand it (grandma?)


4. Communication & reasoning4. Communication & reasoning 
– rules & “rules”, stances,


precise language


“Real” risk


“Risk perceived” “Risk 
calculated”
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Interested to see the answers? 
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We ask (risk) specialists…
Do you consider risk analysis 
and/or risk management to beand/or risk management to be
a part of your professional 
interests and/or work?


YES, I consider risk analysis / management as aYES, I consider risk analysis / management as a 
part of my professional interests / work 
(please raise the RED card)!


NO, I do not consider risk analysis / , y
management as a part of my professional interests 
and/or work(please raise the BLUE card)!
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We ask iNTeg-Risk specialists…
Which of the two terms would 
describe your professionaldescribe your professional 
background better?


technical, my professional background is rather 
technical (please raise the RED card)!technical (please raise the RED card)!


non technical my professional background isnon-technical, my professional background is 
rather non-technical (please raise the BLUE card)!
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Ask specialists… assess the likelihood
Please label the likelihood
of the scenario: “Use ofof the scenario: Use of 
nano-technologies is banned
in some areas of application
in the EU, sometime in 2011”


likely, in some areas of applications, I consider 
such a ban possible (please raise the RED card)!


totally unlikely, such a ban would make no sense 
and I cannot image it (please raise the BLUE card)!


iNTeg-Risk


and I cannot image it (please raise the BLUE card)!
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Panel Discussion


"Where do we want to be in iNTeg-Risk in 
J 2010 h i J 2013"June 2010, where in June 2013"


1st iNTeg-Risk Conference, 
June 3, 2009


Stuttgart Germany


1
iNTeg-Risk


Stuttgart, Germany
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Panel Discussion


Panelists:
• C. Jochum, ETPIS
• J. López de Ipiña, LEIA
• J. J. Meulenbrugge, TNO
• A. Pirlet, CEN
• O. Salvi, EU-VRi
• R. Schneider, Swiss Re
• M. Zarea, GDF-SUEZ
• Audience!


iNTeg-Risk


Moderator: A. Jovanovic, EU-VRi
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Panel Discussion - For each Panelist:


1. Short introduction (person, company)
2. What (for you!) are2. What (for you!) are


– the 3 main reasons why to invest in exploration of 
emerging risks


– the 3 main unresolved issues in the area of 
emerging risks
the 3 most important/useful expected results from– the 3 most important/useful expected results from 
iNTeg-Risk project
• to be achieved by June 2010
• To be achieved by May 2013


3. General comments & recommendations 
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Thank you for your participationThank you for your participation, 
interesting presentations and 


discussions!discussions!


Your iNTeg Risk TeamYour iNTeg-Risk Team


2nd iNTeg Risk Conference2nd iNTeg-Risk Conference 
will take place in


June 2010!
4


iNTeg-Risk


June 2010!
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ETPIS as a catalyst of matchingETPIS as a catalyst of matching 
stakeholder needs within EU 


researchresearch


2 June 2009, iNTeg-Risk Conference, Stuttgart


Christian Jochum, EPSC Director of Centre
(www epsc org)


Technology Platform Safety  for Sustainable European Industry Growth


(www.epsc.org)
and Chair of the Executive Committee of ETPIS







ETPIS´ SETPIS Scope


I d t i l f t li t i t ll tiIndustrial safety applies to installations, 
production & transport systems, buildings and 


safety related structural componentssafety related structural components


• Occupational health & safety of the workers in• Occupational health & safety of the workers in 
industry


• Environmental safety• Environmental safety 
prevention of major accidents with off-site consequences
protection of the environment and the societyp y


ISSUE ORIENTED, MULTISECTORIAL BENEFITS 


Technology Platform Safety  for Sustainable European Industry Growth







Scope


• Traditional industry 
to solve existing problemsg p


• Innovative industry Buncefield, 11 De. 2005 (UK)


Technology Platform Safety  for Sustainable European Industry Growth
© CORDIS.LU


© HYSAFE.ORG, BMW







ETPIS´ VISIONETPIS VISION


• By 2020, industrial safety performance shall have progressively 
i d b 25% (b li 2006) i t f d ti fimproved by 25% (baseline year 2006) in terms of reduction of 
reportable accidents at work and occupational diseases, 
environmental incidents and accident related production losses. 
It will have developed an “incident elimination” culture whereIt will have developed an “incident elimination” culture where 
safety is embedded in design, maintenance, operation and 
management at all levels in enterprises. 


• By 2020 there will be structured self regulated programmes in all 
major industry sectors which have firm, measurable 


f t t f id t li i ti ti tperformance targets for accident elimination equating to an 
annual reduction rate of 5%


“A id f i d ” k l ill b h b• “Accident free mind set” workplaces will become the norm by 
2020
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• This will contribute in a major way to sustainable growth for all 
industry in Europe and improvement of social welfare.







ETPIS´ MISSION


ETPIS serves as a powerful instrument to 
coordinate the investment in Industrial Safety


R&D t EU l lR&D at EU level,
mainly by


• Defragmenation of R&D
C f• Co-ordination of national resources


Technology Platform Safety  for Sustainable European Industry Growth







Operating ETPIS to defragment R&Dp g g &


Identify and collect needs


P d h th R d


to improve industrial safety


Prepare and share the Roadmap
(Strategic Research Agenda)  


for industrial safety


Annual meeting


Advanced risks reduction technologies


Risk assessment and management methods
Update


every 2nd year


E i  i k
Human and organisational factors


Structural safety
every 2nd year


HUB Nanosafety
HUB Education, training, transfer to industry


Emerging risks
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HUB Large scale experiment facilities (NEXIS)
HUB Transport systems and tunnels







Co-ordination of national ressourcesCo ordination of national ressources
for European Challenges


96 % Research investment is at national level !


l h
1 • FP7 Flagship projects


EU critical mass


2 • EUREKA ! Innovation, technology


3 • ERANET + Regulation implem.
best practices


4 • National programmes All challenges with
national opportunities
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To improve selection of the Industrial Safety Challenges to p y g
be addressed in priority by ETPIS a High Level Group (HLG) 


was formed


1st Meeting of the HLG (5 March 2009 in BASF/Ludwigshafen):
Agreement on the process to select the priorities of the industry and on the 


timeframe
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timeframe







High Level Group (as at June 2009)


• Wolfgang Gerhardt (Chairman)W g g ( )
BASF , Vice President and Director HSE


• Philippe Klein 
EDF, Head of Risk Management Department in EDF R&Dg p


• Antonio Moreno 
IBERDROLA, Director HSE


• Th d S d• Theo van der Smeede 
EXXON Mobil , Safety and OIMS Advisor


• Terry Taylor 
EUROPEAN AGENCY FOR SAFETY AND HEALTH AT WORK Head ofEUROPEAN AGENCY FOR SAFETY AND HEALTH AT WORK , Head of 
Working Environment Information Unit


• Reto Schneider 
SWISS RE  Director and Head of Risk Engineering Services SWISS RE, Director and Head of Risk Engineering Services


• Ramon Paredes 
SEAT SA, Human Resources Executive Vice President


d k
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• Andreas Zink
LKW Walter International, Director and ECTA Vice President







HLG Process to selectHLG Process to select 
the Industrial Safety Challenges


• Starting point: 
list of topics as in the actual version of the 
Strategic Research Agenda


March 2009


• Selection of the « Top 5 » 
and « Low 5 » by each representative


May 2009
y p


• Global ranking with all contributions


• Analysis of the situation 
for the Top 5 / Low 5


• Decision on the Top 5 of the group 
with a detailed definition


June 2009
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of what is needed







First impression from the HLG discussionFirst impression from the HLG discussion 
Some important challenges


• Human Factors in Emergency and Crisis Management  


• Methods to maintain safety of aged and repaired structures and 
technologies for life extension


• Understand the particularities for the pedagogy in the field of safety 
(based on risk perception), and improve education and training for ( p p ), p g
students, workers and managers


• Application of advanced information technologies in safety-related • Application of advanced information technologies in safety related 
systems 
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• …







Conclusions


• From a bottom-up approach in 2006 to prepare the 
Strategic Research Agenda,
t t d h t d fi th k i itito a top-down approach to define the key priorities 


S f h k d f d• Specify the key priorities in structured funding 
programmes such as EUREKA and ERANET+


• Objective: sustainable funding scheme for industrial 
safety!safety!
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http://www.industrialsafety-tp.org


info@industrialsafety-tp.org
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European Agency for Safety and Health at Work


Established in 1996 in Bilbao, Spain







The Agency’s mission


To help improve working conditions in the European p p g p
Union by collecting, analysing, promoting and 


communicating technical, scientific and economicco u cat g tec ca , sc e t c a d eco o c
information related to Occupational Safety and 


Health (OSH) to Community bodies, Member States,Health (OSH) to Community bodies, Member States, 
the social partners, employers, workers, and all 


those involved in the field of OSHthose involved in the field of OSH







A network Agency: Focal Points


EU Focal Points
Candidate & Potential 


EEA/EFTA
Focal Points


Candidate & Potential 
Candidate Countries







Context


• 205 million employees in Europe
167 000 f t liti tt ib t d t k l t d id t• 167,000  fatalities attributed to work-related accidents 
(7,460) and diseases (159,000) in EU-27


• Every 3 5 minutes somebody in the EU 27 dies from• Every 3.5 minutes, somebody in the EU-27 dies from 
work-related causes.


• Every 4 5 seconds a worker in the EU-27 is involved in• Every 4.5 seconds, a worker in the EU-27 is involved in 
an accident that forces him/her to stay at home for at 
least three working days.g y


• Over 7 million of accidents at work causing three or 
more days of absence every year.


• Costs are huge (human tragedies, sick-leave, turnover, 
productivity, motivation, healthcare systems) 







Why a campaign on risk assessment?


• Risk Assessment (RA) is a legal obligation for employers (EU 
framework directive 89/391)


• Still quite a number of companies who do not assess their risks. 
In general: The smaller a company, the less likely RA is done.
►France: risks of Carcinogens Mutagens and Reprotoxicants►France: risks of Carcinogens, Mutagens and Reprotoxicants 


assessed by 20% of micro enterprises, 38% of small 
companies, 57% of medium companies, and 67% of 
companies with > 200 workers. 


• Need to improve the quality of RA (EU Commission COM 2004/62)
RA i f ff ( d f l d )►RA is often a one-off (need for regular updates)


►RA is not (well) documented 
►Long term (e g dangerous substances) and psychosocial►Long term (e.g. dangerous substances) and psychosocial 


risks are neglected
►Efficiency of measures taken is not sufficiently supervisedy y p







What is Risk Assessment?


It is not…


• Complex
B ti• Bureaucratic


• Only for experts







Campaign target and objectives


• Core target audience
►SME d i fi (!)►SMEs and micro firms (!)
►Employers, workers, safety representatives, OSH 


practitionerspractitioners
►Try to reach them via intermediaries (policy makers, 


social partners, focal points…)
• Campaign objectives


►Raise awareness and encourage to do a RA
►Demystify the process
►Underline that RA is an ongoing process
►Everyone in the workplace should be involved
►Identify and promote good practices







Then…what is Risk Assessment?


• RA is the first step to safer and healthier workplaces 
and the key to reducing work-related accidents and 
diseases.


• RA is the process of evaluating the risks to workers´
f d h l h f k l h d I isafety and health from workplace hazards. It is a 


systematic examination of all aspects of work that 
considers:considers:
►What could cause injury or harm,
►Whether hazards can be eliminated and if not►Whether hazards can be eliminated and, if not,
►What preventive or protective measures need to be in 


place to control the risks.
• RA is a duty for employers and workers should be 


involved.







How to do Risk Assessment?


• There are two principles which should always be born in 
mind when carrying out an RA: 
►Structure the assessment to ensure all relevant hazards 


and risks are addressed 
►Fi t t t li i t th If t ibl d th►First, try to eliminate them. If not possible, reduce them.


• Five-step approach to RA:
1 Id tif i h d d l t i k1. Identifying hazards and people at risk
2. Evaluating and prioritising risks
3 Deciding on preventive action3. Deciding on preventive action
4. Taking action
5 Monitoring and reviewing5. Monitoring and reviewing


• Remember: 
RA should be done with theRA should be done with the 


employees’ active involvement







Network-based campaigning


• 25 million SMEs – 205 million workers 
►Beyond Agency capabilities to reach them all


• A decentralised campaign
►Agency coordinates campaign, provides information in 22 


languages and via the website, stimulates partner activities,languages and via the website, stimulates partner activities, 
organises Good Practice Awards and Closing Event


► Focal Points promote, stimulate and organise activities at 
national levelnational level


• Tripartite network
►Employers, workers, governments
►On EU and national level 


• Other partners:
►European Commission; EU Presidencies; EEN (Enterprise Europe p ; ; ( p p


Network)
►NGOs; sectoral federations and networks;
► Large enterprises and their supply chain (SMEs)► Large enterprises and their supply chain (SMEs)







A two-year campaign


• 2008
►13 June Launch event in Brussels (with SI)►13 June Launch event in Brussels (with SI)
►20-26 Oct. European Week (focus of activities)
►3-4 Nov. Forum International Travail et Sécurité


in Paris (FR) 
►All year National events and Good Practice 


AwardsAwards
• 2009


►Feb/March EU GP Awards event (with CZ)►Feb/March EU GP Awards event (with CZ)
►19-25 Oct. European Week (focus of activities)
►Oct./Nov. Conference (with SE) 
►Nov. Closing event of the campaign in Bilbao
►All year Topic based activities; local and sector 


focus; promotion of GP Award winnersfocus; promotion of GP Award winners







Good Practice Award 2009







Get involved!
U f C i t i l i 22 l• Use our free Campaign material in 22 languages on:
►Logo, poster, folder, factsheets, PPTs, internet banner
►Quizzes, Napo DVD, animationsQ , p ,
►Good Practice database, Risk Assessment tools database, etc.


• Ideas for action
►Disseminate campaign material►Disseminate campaign material
►Promote Good Practice Awards
►Organise your own conference, seminar, workshop
►Launch a poster/photo competition


• Getting recognition
►Certificate of Participation►Certificate of Participation
►Partner Status


http://hw.osha.europa.eu







Coming up…Risk Assessment interactive tool


• Free interactive software
• Downloadable application which can be installed on 


any computer and completed off-line 
• The goal: help SMEs to put in place the RA process
• Sector-specific
• It will include:


► Checklist with additional information
► Automatic generation of “to do” lists and plans of 


measures
► Automatic action plan could include: hazards, 


ti ti i it i hactions, sorting on priority, person in charge, 
deadlines; updateable status, …


• Available to the public before the end of the year• Available to the public before the end of the year







Expert forecasts of Emerging Risks (ERs) -
European Risk Observatory


4 Delphi surveys4 Delphi surveys
(physical, chemical, biological & psychosocial risks):


520 experts from 27 EU countries contacted520 experts from 27 EU countries contacted


Round 1: Identification of issuesRound 1: Identification of issues


R d 2  V lid ti  d i iti tiRound 2: Validation and prioritisation


if necessary


Round 3: Final consultation


Forecast by 188 experts (RR=35%):
prioritised lists of ERs







Chemical risks: Five main groups of Emerging Risks


1. Nanoparticles


2. Allergenic/sensitising substances & skin diseases


3. Carcinogenic, mutagenic and in particular reprotoxic 
substances


 i  l t  d i  di t  bi ide.g. organic solvents, endocrine disruptors, biocides


4. Emerging specific sectors


waste treatment  home care  home nursingwaste treatment, home care, home nursing


5. Combined exposures


Combined exposure to chemicals Combined exposure to chemicals 


Ototoxic substances and noise 
Dangerous substances in SMEs and sub-contracted jobs







Nanoparticles (NPs) (MV=4.60)


NPs have different properties than materials at the macro scale 


NPs can enter the human body and translocate to organs/ tissues 


Th  d  f d  i  k   ifi  t  th  NP tThe degree of damage is unknown, very specific to the NP type


Research into health effects still insufficient


Need validated in vitro methods  and methods to determine Need validated in vitro methods, and methods to determine 
physico-chemical properties


No official data on the number of workers exposed to NPs


24,400 in companies working only with nanotechnology in 2004


Expected to grow rapidly


by 2014  15% of manufactured products would contain NPsby 2014, 15% of manufactured products would contain NPs


and 10 million jobs worldwide involved in NP manufacturing


Need descriptions of exposures & reliable measurement methodsNeed descriptions of exposures & reliable measurement methods


Need to develop and share Good Practice







Chemical substances in waste treatment (MV=4.11)


One of the most hazardous occupations


Illness rate 50% higher than in other sectors


Waste regulations primarily for environmental purposes


Growing amount of waste in the EU – largest volume from 
manufacturing  construction  demolition  miningmanufacturing, construction, demolition, mining


High level of dust and up to 100 VOCs found


Electrical/electronic equipment and end-of-life vehiclesq p
increasingly recycled: contain lead, cadmium, mercury, PCBs


Most efficient measure is to reduce the generation of dust, 
l  d VOCaerosols and VOCs


Technical collective measures and hygiene plans


Prevention measures to be adapted to the specificity of the Prevention measures to be adapted to the specificity of the 
waste and treatment activity







Combined exposures to chemicals (MV=3.89)


No EU regulation specific to combined chemicals 


Risk by risk/substance by substance approach questioned y / y pp q
even when each element taken separately is not toxic; 


combined low-level exposures


risk to underestimate the real risk to workers


Research too limited to some combined exposures


Develop tools to identify which substances in which jobsDevelop tools to identify which substances in which jobs


Develop practical guidance and tools


CEFIC is developing guidance for the assessment of risks from CEFIC is developing guidance for the assessment of risks from 
preparations, in particular for solvents


Need for an holistic approach cutting across disciplines (e.g. 
noise and ototoxic substances; environmental/occ. health)







Foresight of emerging risks linked to new technologies 
in the green economy in 2020


How will new technologies in “green jobs” impact on OSH 
and what will be the resulting OSH emerging risks in 2020? 


C id i  th  d hi  i t l d i  t tConsidering the demographic, societal and economic context


e.g. evolution of the labour market; trends in public 
attitude towards risks; political agendas and 
developments, such as globalisation or economic crises


Method: Scenario development with a 10-year time horizon


a tool for building visions of possible futures that a tool for building visions of possible futures that 
decisions today can help avoid or make happen
aims at stimulating debate and providing insights into 
ways to shape the futureways to shape the future


Multidisciplinarity new risks are more likely to be identified


Involves stakeholders closely throughout the process 
outputs are appropriate for policy- and decision-makers







http://hw.osha.europa.eu


Thank you for your attention!


Emmanuelle Brun
brun@osha.europa.eu


EU Campaign Manager: Lorenzo Munar
munar@osha europa eumunar@osha.europa.eu


Healthy Workplaces
Good for you. Good for business.


A European campaign on Risk Assessment








How the Industry Copes withHow the Industry Copes with 
Emerging Risks due to New 
T h l iTechnologies 
– The Case of Nanotechnology
Dr. Wolfgang Gerhardt
BASF SE
Senior Vice President Safety, y
Security and Emergency Response
June 2, 2009







Nanotechnolgy: Innovation Driver gy
for BASF
2006 2008 I t t i t di i i l t t i h2006 – 2008: Investment into cross-divisional strategic research 
focusing in five growth cluster of about  925 Mio. €


E t


90
Pl t bi t h l


Energy management


Raw material change
105


410


Plant biotechnology Raw material change


185 Nanotechnology


135
White biotechnology in Million €
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Between 2009 and 2011 we continue our efforts 
with investments up to € 1 billion. 







Nanotechnology: Contribution to gy
climate protection


Cli t P t tiClimate Protection
Energy Efficiency Energy Generation, Energy Efficiency Conversion & Storage


Ultradur® High SpeedMarketplace


Nanoporous Foams
OLEDs


Organic Photovoltaics
Li-Ion Batteries


Nanocubes
Development


According to a study of the British Defra, nanotechnology could reduce 
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g y , gy
greenhouse gas emissions by up to 2 % in the near term and up to 20 % by 2050.


The study included fuel additives, photovoltaics, hydrogen technology, 
energy storage and heat insulation.







Nanotechnology enhanced sales gy
products


adhesion eco-efficiency self-cleaning
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dirt-resistance bioavailability sun protection







Interdisciplinary EHS nanotechnology p y gy
management at BASF


Public perception  COMPETITIVENESS Innovation


Public funding


Politics Communication


Contribution to 
sustainable development


Nano divide
Global Governance


Regulation


Public funding


Product
S f t


Investor 
Relations


Occupational health and safety


Life cycle assessment Societal impact


Regulation


Risk communication
Chair Prof. Dr. Iden      


R h


Safety Relations


Ethics Consumer protection
Supply Chain


p


Labeling


Risk communicationResearch


Occupational
Safety


Regions: UK, USA


Risk assessment 
Supply Chain


Metrology
Occupational healthOcuupational
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Standardization
Occupational health


Risk management
Ocuupational 


Health &Safety Operating Units







Responsibility: BASF Code of p y
Conduct Nanotechnology


The BASF Code of Conduct is a voluntary 
commitment to responsible action to:


protect employees, customers and 
business partners
protect of the environment
participate in safety research
communicate openly and to contribute to 
the public dialogue


S t f VCI id iblSupport of VCI guidance on responsible 
production and use of nanomaterials


The BASF Code of Conduct describes the 
framework for our activities and is published 
on our website at: www basf de/dialogue-
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on our website at: www.basf.de/dialogue
nanotechnology 







Implementation of the Code of Conduct p
Nanotechnology: Occupational Safety


„We identify sources of risk for our employees in our laboratories, 
production plants, packing facilities and storage facilities and eliminate 


th i th i t “these using the appropriate measures.“ 


BASF Guide to safe manufacture


work as far as possible in closed systems


BASF Guide to safe manufacture 
of nanoparticles at workplaces:


p y
if this is not possible, technical and organisational 
measures are taken


ki bj t t ti l i iworking areas subject to nanoparticle emissions 
are monitored by exposure measurements
BASF contributes to the development of 
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p
measurement methods 







Implementation of the CoC
Nanotechnology: Proactive communicationNanotechnology: Proactive communication 
with employees


Direct talk 
with the 


i


Dialogue Events
2008 and 2009: Dialogue 


supervisor event jointly organised with 
labour union and workers
council on innovation, politics,council on innovation, politics, 
occupational safety and toxicology


Hotline BASFHotline BASF 
Media 
I f ti


Nano Contact 
Point introduced Information 


e.g in 
company 


Point introduced 
2006. Each
employee is requested to seek 
nano experts advice if working
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newspaper 
or intranet


nano experts advice if working 
with these materials







Implementation of the CoC
Nanotechnology: Information of customers


Circulation of information along the supply chain


Communication via contracts technical information hotlines customizedCommunication via contracts, technical information, hotlines, customized 
training workshops or safety data sheets (SDS).


SDS are automatically sent to the customer.y


SDS contains information on composition, first aid measures, accidental 
release measures, exposure control and personal 


t ti ll t i l i l i f tiprotection as well as toxicolo-gical information.


BASF has up-to-date SDS available in 34 languages.


The company started to include specific 
information on nanoparticle handling in the SDS.  
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Implementation of the CoCp
Nanotechnology: Information of customers
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Implementation of the CoCp
Nanotechnology: Safety Research


HESI / ILSI 
Nanomaterials 


BASF internal 
projects (exposure 


Program
ACC Nanomaterials 
Voluntary Program


p j ( p
measurements, 
method 
developments etc ) y gdevelopments etc.)  


NanoCare NanoSafe 2
CellNanoTox


038.ppt_02.06.09-iNTeg-Risk







Implementation of the CoCp
Nanotechnology: Safety Research
Progress in Nanotoxicology raises new questions:


Skin Can nanoscale materials penetrate skin?S


Lungs


Ca a osca e ate a s pe et ate s


How are nanoscale materials uptaken by the lungs and 
which effects do they have?


Body


which effects do they have?


How are nanoscale materials distributed in the body and 
which effect do they have?


Genetic Material


y


Can nanoscale materials damage the genetic material?


Environment Do have nanoscale materials effects on animals and the 
environment?
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Test Methods How can the toxicity of nanomaterials be tested?







Implementation of the CoC
Nanotechnology: BASF Dialogforum Nano


BASF Dialogforum Nano established in 2008


Goal: To build trust to create transparency and bring forward issuesGoal: To build trust, to create transparency and bring forward issues 
currently discussed in politics and public


Participants: Environmental groups, consumer groups, p g p , g p ,
churches, sustainability think tanks


2 Events in 2008: One on neutral floor in Kassel, Germany, 
another at BASF Lu site including plant visit


Issues:


Nanotechnology Governance
(Regulation or self regulation)


Safety
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Safety







Implementation of the CoC 
N t h l TNanotechnology: Transparency 


Comprehensive
website on 
nanotechnology


Issues covered are:


nanotechnology


BASF Code of Conduct
Occupational Safety 
management
BASF products
Safety research
Nanotechnology & 
sustainability
BASF dialogues with 
politics and stakeholders


038.ppt_02.06.09-iNTeg-Risk
www.basf.de/dialogue-nanotechnology







Political Pressure 
is increasing in E ropeis increasing in Europe


Large majority for an 
update of EU legislation 
on cosmetics


Large majority for the 
legislative report on
Novel Food


Labelling: Ingredients with the 
Prefix “Nano-“


A specific risk assessement for 
food being produced by 


Safety assessment needed
Strengthening manufacturer 
resposibility 


nanotechnology
Labelling: “(Nano)“ next to the 
ingredient  


Own- initiative Support from all major parlamentarian Own- initiative 
report (EP) groups for the Initiative Report 


on Regulatory Aspects
Product Data Base
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Labelling of Nano products
Regulatory Review







as well as NGO activitiesas well as NGO activities... 


„The smaller the particle, the more reactice 
and toxic their effect. This should come as 


i b thi i tl thno surprise, because this is exactly the way 
in which catalysts are made to enhance 
industrial chemical reactions.“
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Take home messagesTake home messages 


Nanotechnology is one of our key future issues. 


For BASF nanotechnology is an area of great opportunity: it offers us the 
possibility to develop innovative and successful solutionspossibility to develop innovative and successful solutions.


Parallel to the technological development BASF implemented 
management structures to deal with related EHS issues.g


The basis for our responsible and sustainable development is our Code of 
Conduct.   


In line with our CoC, we implemented safety guidelines for our 
employees. 


M ti l ti t i th f t h f t i lMoreover, we actively particpate in the safety research for nanomaterials.


In addition, we carry on an open dialogue with politics and the public.


H P bli d liti l i i i i i


038.ppt_02.06.09-iNTeg-Risk


However: Public and political pressure is increasing, raising new 
questions for our strategy.







Thank you for your attention!Thank you for your attention!


Zinc oxide particles protect against sunburn Nanocubes can store energy-rich gases


Dr. Wolfgang Gerhardt
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E-mail: wolfgang.gerhardt@basf.com
Phone: +49 621 60 40140
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The environment of the nuclear sector is 
deeply changing, introducing internal 
transformations or new constraints


The environment of the nuclear sector is The environment of the nuclear sector is 
deeply changing, introducing internal deeply changing, introducing internal 
transformations or new constraintstransformations or new constraints


In order to face these recent evolutions while keeping a 
high level of industrial safety in the context of a competitive 
international market, some of the nuclear sector utilities 
have launched deep modernisation initiatives which 
include all or parts of the following aspects:


� design and construction of more competitive plants, giving a larger 
place to automation and NTIC,


� introduction of new technologies in existing plants, 


� restructuring of the operational documentation,


� industrial policy changes (outsourcing, scope of the services… )


� organisational and practice changes







EDF - Industry response to risks emerging from H&O changes - Ph. KLEIN3


Nuclear Power Plants are socio-technical 
systems producing performance
Nuclear Power Plants are socio-technical 
systems producing performance


Society/Stakeholders Market Regulations /standards


Activities


Human behavior & 
Safety Culture


Performance (+/-)
Industrial and occupational 


safety,environment, profits…


Technology


Feed back 
experience


Organisation 
& Management


NPPNPP


Working environment


External environment







EDF - Industry response to risks emerging from H&O changes - Ph. KLEIN4


The performance of socio-technical 
systems depends on several dimensions
The performance of socio-technical 
systems depends on several dimensions


� Evolutions of the external environment (market, laws, public opinion, 


technological innovations…) might introduce changes or new constraints in 
high-risk industrial installations


� The performance of the safety management systems within high-risk 
industrial installations, which are socio-technical systems, are closely 
linked to several dimensions (technology, human, organisation…)


� Any change on these dimensions or on their interactions might have
+/- impacts on working activities hence on industrial safety performance


Modernisation initiatives must be implemented carefully
considering all dimensions of the socio-technical systems.
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Thrusts in research on Human and Organisational Thrusts in research on Human and Organisational 
Factors are based on operational needsFactors are based on operational needs


� Considering the results of the analysis of the Operating Experience 
Feedback, EDF attaches much importance to the socio-organisational
and human impacts of its modernisation approach for optimizing the 
performance of its installations.


� Therefore, EDF has closely linked its modernisation approach to research 
and actions concerning H&O Factors and research programs have been 
launched :


� to better understand operational requirements


� to solve present or future operational difficulties
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EDF Strategic Research Agenda
on H&O Factors (1)
EDF Strategic Research Agenda
on H&O Factors (1)


� Improvement of the Operating Experience Feedback process by better 
integrating H&O factors in the process through the development of 
knowledge and methods for


� plant operation and design, 


� resilience and vulnerability evaluation of organisations


� Socio-organisational and human impacts of organisational changes or 
introduction of new technologies in the existing plants, such as the 
implementation of :


� a new Outage Operation Centre coming from USA


� a Radioprotection Supervision Centre, 


� new computerized tools and automation in the control rooms or NTIC on 
the field operators, 


� new organisations : deep evolution in the Maintenance and radiation 
protection process or evolution of team organisations for new plants
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� Improvement of the Safety Management by developing knowledge 
and methods to upgrade existing systems and assist managers in 
decision making 


� adapting and developing WANO’s Human performance tools 


� development of an integrated approach of Safety Management.


� Assessment of the Safety Culture and impacts of the change on the 
safety culture, measure of the occupational safety perception


� Extension of the application of the Human Reliability Assessment
(HRA) up to the probabilistic safety assessment. Application to:


� incidental and accidental operation, 


� reliability of the H&O barriers 


� safety impacts of the design or operational choices linked to H&O 
factors in order to provide tools and methods for decision making.


EDF Strategic Research Agenda
on H&O Factors (2)
EDF Strategic Research Agenda
on H&O Factors (2)







EDF - Industry response to risks emerging from H&O changes - Ph. KLEIN8


How does the iNTeg-Risk project contributes to 
answering these multiple questions?
How does the How does the iNTegiNTeg--Risk project contributes to Risk project contributes to 
answering these multiple questions?answering these multiple questions?


� Improvement of the Operating Experience Feedback process:


� Aims: better integration of H&O factors, development of knowledge and 
methods, for plant operation and design, resilience and vulnerability evaluation 
of organizations


� in the iNTeg-Risk project:


� stabilization and distribution of knowledge on organizational safety


� by building H&O indicators


� Improvement & Development of an integrated approach of Safety Management:


� Aims: better knowledge and methods to upgrade existing systems and assist 
managers in decision making


� in the iNTeg-Risk project:


� Studies and integrated actions are carried on
eg. characterization of outsourced actions critical to safety and identification of best 
practices according to these actions


� Risk analysis methods integrating different types of risks are developped
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Others questions remain 
outside the iNTeg-Risk project
Others questions remain Others questions remain 
outside the outside the iNTegiNTeg--Risk projectRisk project


� Socio-organisational and human impacts of organisational changes or 
introduction of new technologies in the existing plants


� Improvement of WANO’s Human Performance tools


� Extension of the application of the Human Reliability Assessment (HRA)


� Assessment of the Safety Culture, impacts of the change on the safety 
culture and measure of the occupational safety perception
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Risk Perception


What Do We Know?What Do We Know?


Janus face –
d f bi l / bi it


iNTeg-Risk


roman god of ambivalence/ambiguity







Principles of Risk Perception


• Human behavior depends on perceptions, not on 
facts


• Perceptions are a well-studied subject of social 
science research: they differ from expert 


t b t th f ll i t t ttassessments, but they follow consistent patterns 
and rationales 


• There are four genuine strategies to cope with 
threats: fight, flight, playing dead,  
experimentation


iNTeg-Risk


experimentation







Qualitative Risk Characteristics


• with respect to the nature of risk:
– dread
– familiarity
– personal experience (perceptible by human senses)
– natural versus artificial risk source


• with respect to the risk situation:
– voluntariness
– controllability
– fair distribution of risks and benefits


iNTeg-Risk


– confidence in risk management







Qualitative Benefit Characteristics


• with respect to the nature of the benefit:
– Commonly agreed social need such as 


competitiveness or quality of life
( )– Familiarity (comprehensibility)


– Personal experience (control over benefits)


• with respect to the social situation:
– Embedding in positive social context
– Compatibility with one’s own lifestyle
– Fair distribution of risks and benefits


C fid i h i i k
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– Confidence in the innovation network







Dominant Risk Perception Clusters


• Emerging danger: randomness as threat


• Creeping danger: confidence or zero-risk


• Surpressed danger: myth of cycles


• Weighing risks: only with betting


• Desired risks: personal challenge
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Application to Emerging Technology 
Public perception: 
Representative of Cluster: “Pending Danger”


• Key characteristics
• Low-probability, high-consequence riskLow probability, high consequence risk
• Sophisticated technology with little long-term familiarity
• Little time for warning and emergency measures


• High sensibility for indicators of human failures or 
organizational problems (high reliability)


• Concern about randomness of catastrophic event
• Risk aversion most frequent response
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Application to Emerging Technology 


• Public perception: 
Representative of Cluster: “Creeping danger”Representative of Cluster: Creeping danger
– Concern about long-term impacts (risks and 


benefits)benefits)
– Key variable trust: 


• If yes: risk benefit balancing• If yes: risk-benefit balancing
• If no: request for zero risk regardless of benefit
• If maybe: orientation on external criteriaIf maybe: orientation on external criteria


– High sensibility for symbolic aspects of 
technology (risks and benefits) 


iNTeg-Risk
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Integrative Approach(Rohrmann/Renn)


Collective 
Influences


Personal 
Manifestations


Four Context Levels of Risk Perception


Cultural Background


Political, societal and 
economic culture


Cultural 
institutions


Worldviews
Personal 
identity and sense of 
meaning


Social-Political Institutions


Social values 
and trust


Personal values and 
interests


meaning


Cognitive-Affective Factors


Reference-
knowledge 


Stigmata


Personal beliefs


Emotional affections


Economic & 
politial 
structures 


Socio-
eco-
nomic 


Heuristics of Information Processing


Collective Individual


Stigmata Emotional affections


Organiza-
tional 
constraints


status 


Media 
in-
fluence
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Risk 
Perception


Collective 
Heuristics


Individual 
Common 
Sense







Risk Perception


Empirical ResultsEmpirical Results


iNTeg-Risk
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Empirical Results


• with respect to causal factors 
– Psychometric factors such as personal control, dread 


or familiarity (highly influential)
( )– Personal value orientation  (selectively important)


• Materialistic
• Hedonistic• Hedonistic
• Work Ethics
• Post-materialisticPost materialistic


– Trust in institutions (creeping danger: high)
– Stigma Effects  (selected risks but then very powerful)


iNTeg-Risk


g ( y p )
– Socio-demographic variables  (minor effect)







Empirical Results


• with respect to countries I
– Trust:


• Europe:: low regulation,  high in science, high in NGOs
• US: medium regulation, split in science, polarized in 


NGOs
• Japan: normally high in regulation high in scienceJapan:  normally high in regulation, high in  science, 


medium to low in NGOs


– Psychometric attributes
• Europe: -- artificiality –no personal control -dread, 
• USA:: --familiarity, --dread, --unfair


J tifi i lit i tit ti l t l f i
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• Japan: --artificiality – no institutional control, -foreign







Empirical Results


• with respect to countries II 
– Concerns:


• Europe: nuclear energy, GMOs, chemical facilities
• US: nuclear energy, centralized IT
• Japan: GMOs, food techology, nuclear energy


S ff– Stigma effects
• Europe: BSE, nuclear waste, GM food
• USA: Nuclear waste• USA: Nuclear waste, 
• Japan: BSE, air pollution, 
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Implications for Risk Management and Communication


• For communication
– Provide the right audience with the right informationProvide the right audience with the right information 


through the right source and channel
– Provide proactive communication about all issues that 


matter to people and their risk-benefit perception


• For management• For management
– Design technologies in a way that they reduce the 


potential for fear and increase the confidence in the p
potential benefit for society and consumers


– Incorporate the views and opinions of all stakeholders 
in the process of risk analysis and governance


iNTeg-Risk


in the process of risk analysis and governance







Summary 


• People behave according to perceptions not facts


• Perceptions follow consistent patterns, but their 
expression may vary from culture to culture


• Perceptions are governed by qualitative characteristics, 
semantic patterns, trust, and value orientations


• Of special importance are pending risks and emerging 
risks in the perception of new technologies


• Emerging risks are of high concern in Europe, medium in 
Japan and low to medium in the USA
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Not to forget:


Risk managers cannot produce certainty but can help people to develop coping 
mechanisms to deal prudently with the necessary uncertainty that is required for 
societies to progress 


iNTeg-Risk
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Why Corporate Responsibility is of growing importance


The business landscape has changed! The responsibilities of companies are no longer 
limited to shareholders, but a large group of stakeholders.


► Internal / external 
► Capital markets
► Shareholders
► Supervisory board
►Management
► Employees
► Business partners
►Media / publicity
► NGOs, churches
► Representatives 


of associations


► Cost savings
► Cost 


minimization


important


► Improvement 
of the 
Shareholder 
Value


► Increase of ROI
► Tax savings


+


crucial


During the 80s During the 90s


+


Corporate
Governance


► Compliance CC 
► Adequate 


financial 
reporting


► Disclosure 
requirements


► Anti-Corruption


urgent


Since 2000


► Compliance
► Reputation
► Environmental, 


economic and 
social aspects 
are seen as equal


► Corporate 
Citizenship is 
only an add-on


Corporate 
Responsibility / 
Sustainability 


+


necessary


Interested parties Costs Values+ Risk+ Reputation+
Today
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Sustainability is now firmly on the agenda


Governance:
Board-level committees established for the 
oversight of sustainability programmes and 


performance


Risk Management:
Climate change and sustainability risks and 


controls evaluated


Business changes:
Green, ethical and carbon neutral products 


being brought to market;
Supply chain risks and impacts reviewed


Measurement and Reporting:
Public commitments made on targets; 


Performance and progress against target 
publicly reported in sustainability reports; 


Independent assurance over reports


Company Responses


Insurers


Investors


Customers Regulators


Politicians


Employees


Influences by Stakeholder Groups resulting in pressure on companies 
from multiple stakeholders to respond:
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Non-financial reporting is brought in line with financial
reporting


AssuranceAssurance


Corporate Responsibility / 
Sustainability reports


Annual Accounts / 
Annual Report


Internal reporting of non-financial KPIsInternal reporting of financial KPIs


GHG Protocol, GRI, AA1000 etc.IFRS, US-GAAP etc. 


Corporate Responsibility / SustainabilityGoing Concern


Non-Financial ReportingFinancial 
Reporting 


CR reports are most often prepared by the marketing department and not by the 
finance or the risk management departments…
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Interim Conclusion


► Demonstrating sustainability sensitivity in core business strategies 
serves as the foundation for achieving sustainable growth and lasting 
competitiveness.


► There is a growing expectation by the capital markets that non-
financial data of corporate responsibility reports are accountable and 
audited. 


► This requires concepts which provide in-depth solutions  to 
organizations on issues pertaining to environment, society and energy 
management for mitigating risks and leveraging on opportunities 
including those on new technologies.
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Why is climate change a business risk?


► Environmental and sustainability challenges continue to escalate, most 
dramatically in carbon-intensive sectors


► GHG emissions may soon have a crucial influence on the financial
statements


► The concept of Emission Trading Systems are on top of the political 
agendas all over the world


► The change of Administration in the US raises the possibility of concerted 
government regulation


► Failure to be seen to be responding to climate change could have huge 
reputational risks for companies 


► The competitive battlegrounds change towards green technologies and 
products, e.g. renewable energies
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Climate change holds place four in the list of important 
business risks 2009…


► Ernst & Young interviewed more 
than 100 industry commentators 
representing 11 sectors and more 
than 20 academic disciplines to 
identify the top business risks for 
2009 worldwide


► This list afterwards was prioritized 
by CEOs, strategy planning execu-
tives, analysts, journalists in trade 
publications, advisors as well as our 
E&Y experts


…in 2008, it was only listed on place nine!
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For 2009 the analysts rated ‘Radical Greening’ as 
„critical“ in three sectors, and „high“ in three others…


Radical Greening
► Critical Risk:


► Automotive
► Consumer Products
► Insurance


► High Risk:
► Asset Management
► Media and Entertainment
► Telecoms


Source: Ernst & Young Business Risk Report 2009


In 2008 „Radical Greening“ was rated as having a „critical impact“ in only two sectors.  
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Companies start to acknowledge the possible impact, 
climate change could have on their business activities…


Source: Ernst & Young - Global cleantech insights and trends report 2008-09
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Climate change plays an important role in product-/ 
technology development divisions…


No or little influence Medium influence High influence


Source: Ernst & Young - Climate Change Survey 2008


Corporate Strategy


Corporate Communication / Public Relations


Sales / Marketing


Product- / Technology Development


Production Process


Procurement
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Clean technologies enable companies to respond to 
climate change …


Identified new products and/or services


Identified cost-saving opportunities


Integrated clean technologies into
internal systems or supply chain


Worked with your vendor to green your supply chain


Established a corporate responsibility / 
sustainability commitment


Source: Ernst & Young - Global cleantech insights and trends report 2008-09
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Global Venture Capital Investments in Cleantech


► Global venture capital
investment in clean-
tech reached US$ 6.1 
billion in 2008


► Cleantech now 
represents 14% of 
global VC investment


Cleantech investment has followed the surging demand for cleantech innovation…


Note:  Includes US, Europe, 
Israel, China and India. 


$0.5 $0.5 $0.8 $0.9


$2.3


$3.4


$6.1
131


188


98
129


94


299


275


2002 2003 2004 2005 2006 2007 2008


Amount raised (US$ B) Number of deals


Note:  Includes US, Europe, 
Israel, China and India. 


$0.5 $0.5 $0.8 $0.9


$2.3


$3.4


$6.1
131


188


98
129


94


299


275


2002 2003 2004 2005 2006 2007 2008


Amount raised (US$ B) Number of deals Source:  Dow Jones VentureSource
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Interim Conclusion


Climate change is a Risk Issue for companies


► Climate change is one of the most important business risks


► Critical risk potentials for the Automotive, Insurance and Consumer 
Products Sector


►High risk potentials for Asset Management, Media and Entertainment 
as well as Telecommunication Sector


Climate change is also a driver for New Technologies 


► Climate Change has a high influence on the product and technology 
development divisions


► The development of and investment in new clean technologies are 
the main corporate activities to respond the climate change 
demands
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German companies committed themselves to ambitious
carbon reduction targets as part of their CR initiatives…


Value chain2020-51%2007YESSAP AG
Product2012- 15%2007YESHenkel AG


Product / Production Process2020- 25%2002YESBASF AG


ACEA-fleet avarage2008lower to 140 g/kmN/AYESBMW AG


Reinsurance activities2012NeutralN/AYESMünchener Rück


China2010- 20% N/AYESVolkswagen AG
Production Processes2012- 20%N/AYESContinental AG


Per air mile2020- 25%2006YESLufthansa AG
N/A2011- 20%N/AYESSiemens AG


N/A2012- 20%2007YESDeutsche Bank AG


Deutsche Post DHL2012/2020- 10% / - 30%2007YESDeutsche Post DHL AG
N/A2015- 37%2006YESRWE AG
N/A2030- 50%1990YESE.ON AG


N/A2010- 10% 1995YESInfineon Technologies AG


N/A2010- 10%2002YESMerck KGaA


Company divisions2020- 5% to - 25%2005YESBayer AG


N/A2015- 15%2006YESMetro AG


TargetBase year


Quantitative 
Reduction


Targets ScopeDeadline


CO2 Reduction Targets
Company


Source: Company websites as of May 2009
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A need for a Carbon Accounting system


Performance-Check
… to find out how about 
your performance, you 
will need essential data 
for the calculation of key 
indicators!


Reporting/ Feedback
… by analyzing aber-
rations, continuous im-
provement and learning 
processes will take effect!


Planning
… only those who set 


themselves objectives, 
will be able to find out if 


they succeed! 


Controlling
… defining necessary 


actions for target 
achievement  and the 


evaluation of invest-ments
require transparency!


1


2
3


4


Carbon
Accounting


System


„Only what get‘s measured, get‘s managed“
A Carbon Accounting System assures verifiable measurement of GHG emissions and 


enables companies to upgrade their ecological and financial performance…
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Adequate Carbon Accounting is a must for responsible climate change risk 
management!


Carbon Accounting requires…


►Compliance with high and international accepted standards and 
avoidance of ‚Greenwashing‘ at all levels


►Compatibility of the climate change strategy with the company‘s 
culture


►Consistent and verifiable management and reporting structures 
assuring relevance, integrity, consistency, transparency and accuracy 
at all time


►Controlling monitoring system through GHG KPIs
►Climate change awareness across all divisions 
►Communication with all internal and external stakeholders
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Our approach for auditing the implementation of a 
Carbon Accounting System


► Prepare feedback to 
management to 
strengthen the internal 
management process


► Provide an assurance 
statement


► Compromise 
validity of the 
assurance process


► Identify weaknesses 
of the processes


► Improve system 
processes


► Final assessment of 
the carbon 
accounting system


► Ensure consistent 
and robust use of 
the  carbon 
accounting system


► Determine potential 
risks and critical 
success factors 


► Review and 
understand the 
requirements / 
expectations of the 
stakeholders


► Review and 
understand the 
existing 
fundamentals


Ongoing feedback, presence during the implementation on-site and 
quality assurance…


1. Review of carbon 
accounting system 
setup


2. Risk assessment
3. Test implemen-


tation of carbon 
accounting 
system


4. Recommenda-
tion phase and 
final assessment


5. Assurance 
statement and 
management 
report
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Conclusion


► Mandatory disclosure requirements in many markets have brought an 
increased focus on sustainability reporting. 


► The adequate measurement of carbon emissions is important for 
companies to manage their GHG emissions as a part of their risk 
management.


► The lack of a precise measurement will result in improper carbon risk 
management and will potentially create risks with financial, operational 
and reputational consequences.


To this end, carbon management becomes an important business case itself 
and the disclosure of GHG emissions is an important part of corporate 
responsibility!







Thank you…
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Outline


1. Cultural barriers to innovation of 
emerging technologies in Japan


2. Growing interest in risk assessment 
at AIST


3. New initiative called “TIA nano”
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Voices from business people at an exhibition
 R&D in  a major manufacturer: He was 


developing products using MWCNT. However, 
potential customers often said no to their 
products, due to the fear of health concerns (in 
particular, mesothelial tumor）.


 R&D in a copy machine manufacturer: He was 
deeply concerned about health risks of 
nanoscale toner exposure. However, the industry 
association cannot start to discuss such issues 
because of business secret of each company.


 R&D at the middle management level: Although 
he is eager to promote the MWCNT project, his 
staff complained about their safety and his boss 
ordered him to suspend the project because of 
potential health risks.


 R&D in a cosmetics manufacturer: Although 
they marketed their product as “nano” in 2007, 
they stopped selling them as “nano” in 2008.  At 
present, they adopt a wait-and-see attitutde.
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“Nanotech 2009”


(February in Tokyo)







Attitudes of the Japanese companies toward 
health, safety and environmental (HSE) risks 


Government Agencies


Industry 


associations


Instructions
laws and regulations, 


standards, and advices


Compliance


They always wait for instruction and a clean bill of “safety” from 


governmental agencies.


As a result, 1) There are almost no human resources able to conduct 


risk assessment in industrial sector. 2) It is difficult for them to decide 


how to address potential HSE risks by themselves.


Companies 
4







The case of engineered nanomaterials
- What happens now in Japan
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Governmental 
agencies


Industry sector The general 
public


are seeking for their way in uncertainty.


Innovations have been stopped.
Although a few companies 


conducted toxicity tests, they do not 


disclose the results because of the 


distrust of mass media. 


Almost all people know the word 


“nanotechnology” and have positive 


feeling to nanotechnology through TV 


commercials and consumer products.


But they are ignorant of the safety issues.







The case of AIST


 The largest research organization in the area of 
industrial science and technology in Japan


 Around 3,000 researchers (plus over 5,000 visiting 
researchers)
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National Institute of Advanced Industrial Science and Technology (AIST) 


Multi-disciplinary competence 


“Life Sciences & Technology”


“Information Technology & Electronics”


“Nanotechnology, Materials & Manufacturing”


“Environment & Energy”


“Geological Survey & Applied Geoscience”


“Metrology & Measurement Technology”







“Full Research” model at AIST
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Science Technology Society


“Type 1


Basic Research”


“Type 2


Basic Research”


Research for 


Commercialization


Full Research


Expectations 


of the society


Academic                                                Industry


Valley of Death


Discovery


Invention


Source: AIST web site







“Risk Assessment” is essential to overcome 
the Valley of Death.
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Science Technology Society


“Type 1


Basic Research”


“Type 2


Basic Research”


Research for 


Commercialization


Full Research


Expectations 


of the society


Academic                                                Industry


Valley of Death


Risk 
Assessment


Source: AIST web site







Urgent demands for a common platform
within AIST
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Researchers in various units have just began to address 


“risk issues” separately. 


solar cell module


(metal compounds)


Organic 


nanotubes


Carbon 


nanotubes


Carbon capture 


and storage
Built-in 


software
Biofuels







Basic ideas
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“Every emerging technology has its 


own emerging risk”


“No risk assessment, no innovation”


“Risk assessment” is one of the 


industrial technologies.







Concept of nanotechnology R&D base in Japan 


“Tsukuba Innovation Arena (TIA) nano”
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“TIA nano”


Nano Electoronics


Nano Mesurement


Carbon Nanotube (CNT)


Safety Assessment


・・・


Open innovation style


“under one umbrella”


Tsukuba







Safety Assessment Center (Tentative)
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Companies
Human resources


Research funds


Materials/ Products


Methodology 
development for 
risk assessment 
of nanomaterials


Researchers
National laboratories


Universities


Human resource development in 
business sector


Changes in the business culture


Support Participation


Practice


1. Analysis of fine structure


2. Measuring physical and 


chemical properties


3. Preparation of liquid 


dispersal samples


4. Analysis of liquid dispersal 


samples


5. Tests of in vitro toxicity


6. Observation of living 


tissues by electron 


microscope


7. Tests of dustiness


8. Exposure assessment 


using simulated 


manufacturing line  


9. Exposure assessment 


using control measures 


Facilities under consideration 


Promotion of innovation 


input


Expected outcome


Implementation 
of risk assessment 
of nanomaterials



http://intra.aist.go.jp/prdep/ccdev/data/tif/symbolaist.jpg





Conclusions
 What is needed in Japan is to change corporate culture 


to accommodate emerging technologies and to change 
the relationship of government agencies and industrial 
sector and their roles.


 As R&D people began to realize the need to 
incorporate risk assessment thinking into R&D process 
from the early stage, a common platform for the R&D 
people should be prepared. 


 National laboratories, such as AIST, could provide 
facilities, technical know-how, and information that 
promote voluntary risk assessment by companies.
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Thank you
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iNTeg-Risk project seems to be highly suggestive for us.
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By 2008, China's industrial valueBy 2008, China's industrial value--added:added:y ,y ,
189 billion US dollars 189 billion US dollars 
(12 9 t illi RMB )(12 9 t illi RMB )(12.9 trillion RMB yuans)(12.9 trillion RMB yuans)
Constituting 42.8 percent of the GDPConstituting 42.8 percent of the GDPConstituting 42.8 percent of the GDPConstituting 42.8 percent of the GDP
China has led the world in the production:China has led the world in the production:


SSSteelSteel
AluminumAluminum
CementCement
CoalCoalCoal Coal 
Chemical fertilizer Chemical fertilizer 
MiMi ttMicroMicro--computer computer 







中国工业安全生产的总体形势中国工业安全生产的总体形势中国工业安全生产的总体形势中国工业安全生产的总体形势


“总体稳定 趋向好转总体稳定、趋向好转、
十分严峻”


Situation of industrial safety inSituation of industrial safety in 
China is relative steady and  


still very severe.still very severe.







2000- 2008年全国累计发生事故数Number of  accidents during 2002-2008
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The total number of accidents is still too high
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The total number of accidents is still too high.







2000- 2008年全年事故致死人数Statistics of  deaths from Accidents during 2002-2008
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Chongfu Huang 
hchongfu@bnu.edu.cn 6/15


The 1st iNTeg-Risk Conference on 2-3 June 2009 
Stuttgart, Germany


The total number of deaths is still too high.







For example in coalFor example in coal--mine accidents:mine accidents:


Deaths are 3786 in 2007. Deaths are 3786 in 2007. 


The death rate per million tons in 2007 isThe death rate per million tons in 2007 isThe death rate per million tons in 2007 is The death rate per million tons in 2007 is 
1.485. 1.485. 
(It is about 0.03 in the United States.)(It is about 0.03 in the United States.)
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1. Situation of Industrial Safety
22 R f th Sit tiR f th Sit ti2.2. Reasons for the Situation Reasons for the Situation 
33 Ten Tasks for ImprovingTen Tasks for Improving3.3. Ten Tasks for ImprovingTen Tasks for Improving
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Reason 1:Reason 1:
The industrial safety support system is inadequate.The industrial safety support system is inadequate.


Difficult for law enforcementDifficult for law enforcement
Small punishmentSmall punishmentSmall punishmentSmall punishment
The level of Information technology is still The level of Information technology is still gygy
in the lower stage in the lower stage 
Inadequate investment in scientificInadequate investment in scientificInadequate investment in scientific Inadequate investment in scientific 
research research 
Weak awareness of risk managementWeak awareness of risk management
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Reason 2Reason 2: : 
There are many authorized agencies.There are many authorized agencies.


St t Ad i i t ti f W k S f tSt t Ad i i t ti f W k S f tState Administration of Work Safety State Administration of Work Safety 
General Administration of Quality General Administration of Quality Q yQ y
SupervisionSupervision，，Inspection and QuarantineInspection and Quarantine
Ministry of HealthMinistry of HealthMinistry of Health Ministry of Health 
Ministry of Human Resources and Social Ministry of Human Resources and Social yy
Security Security 


Policies coming from different departmentsPolicies coming from different departmentsPolicies coming from different departmentsPolicies coming from different departments
Overlapping functions  Overlapping functions  
L ffi iL ffi iLow efficiency Low efficiency 







Reason 3:Reason 3:
SS t i d t h tt tit i d t h tt tiSSome enterprises do not pay enough attention ome enterprises do not pay enough attention 
to safety.to safety.


The implementation of safe production The implementation of safe production 
responsibility system is not completeresponsibility system is not completeresponsibility system is not completeresponsibility system is not complete
Their own safety inspection system is less Their own safety inspection system is less 
Safety education and training to stay on Safety education and training to stay on 
the surfacethe surfacethe surface the surface 
Safety investment is too lowSafety investment is too low
Repeated acts of nonRepeated acts of non--operationoperation
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1. Situation of Industrial Safety
22 R f th Sit tiR f th Sit ti2.2. Reasons for the Situation Reasons for the Situation 
33 Ten Tasks for ImprovingTen Tasks for Improving3.3. Ten Tasks for ImprovingTen Tasks for Improving
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(1)(1) Strengthen supervision of coal mineStrengthen supervision of coal mine(1)(1) Strengthen supervision of coal mine Strengthen supervision of coal mine 
(2)(2) Strict enforcement of licensing system for Strict enforcement of licensing system for 


production safety production safety 
(3)(3) Monitoring and controlling major riskMonitoring and controlling major risk(3)(3) Monitoring and controlling major risk Monitoring and controlling major risk 


sources sources 
P t th it t tP t th it t t(4)(4) Promote the permit system to Promote the permit system to 
occupational health and safetyoccupational health and safety


(5)(5) Build a technical support system for Build a technical support system for 
production safetyproduction safetyproduction safety production safety 
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(6)(6) Build a system of technical standards forBuild a system of technical standards for(6)(6) Build a system of technical standards for Build a system of technical standards for 
production safetyproduction safety


(7)(7) Integrate scientific and technological Integrate scientific and technological 
resources of production safetyresources of production safetyp yp y


(8)(8) Strengthen the training of supervisory Strengthen the training of supervisory 
staffstaffstaff staff 


(9)(9) Advocate safety culture Advocate safety culture 
(10)(10) Strengthen the construction of Strengthen the construction of 


Intermediary organizations in productionIntermediary organizations in productionIntermediary organizations in production Intermediary organizations in production 
safetysafety
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Thank you for your attention!Thank you for your attention!
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Recent OECD efforts Recent OECD efforts 
to harmonize 


h   f  approaches to safety 
and risk indicators


Pierre-Alain SchiebPierre-Alain Schieb
Head of Futures Projects


OECD International Futures Programme


1st iNTeg-Risk 
Conference


Stuttgart  GermanyStuttgart, Germany
2 June 2009







OECD Member CountriesOECD Member Countries


OECD International Futures Programme 2







What is the OECD?What is the OECD?


• A forum in which governments work together to 
address the economic, social and environmental ,
challenges of interdependence and globalisation


• A provider of comparative data, analysis and 
forecasts to underpin multilateral co operationforecasts to underpin multilateral co-operation


• A tool for government…


OECD International Futures Programme 3







OECD’s mission
To promote policies designed:


• to achieve sustainable economic growth and to achieve sustainable economic growth and 
employment and rising standards of living in Member 
countries while maintaining financial stability, so countries while maintaining financial stability, so 
contributing to the development of the world economy


• to assist sound economic expansion in Member • to assist sound economic expansion in Member 
countries and other countries in the process of 
economic development economic development 


• to contribute to growth in world trade on a 
ltil t l  di i i t  b i  multilateral, non-discriminatory basis 


(A ti l   f th  OECD C ti )
4


(Article 1 of the OECD Convention)
OECD International Futures Programme







OECD process on socio-
economic indicators at large 1/2


•Follows the lifecycle of sectors:


L ev e l o f
E lec tro n ic
C om m erce
A ctiv ity


Im p ac t


R e a d in e s s


In te n s ity


T im e
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OECD process on socio-
economic indicators at large 2/2


• Common set of indicators (limited number 
  i h) d  b   il   f to start with) agreed to by a pilot group of 


countries


• OECD Guidelines: an essential step


(F ti M l  IT G id li  t )• (Frascati Manual, IT Guidelines, etc.)
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I Risk policies in OECD at largeI- Risk policies in OECD at large


• A long tradition


• Found throughout the OECDFound throughout the OECD


• Linked to priorities of the Committees, 
i  hi hl  l  li.e., highly sectoral, examples:
– Food safety in Trade and Agriculture Directorate


S h l  (b ildi  d ) i  d i  i  – Schools (building codes) in Education Directorate 


– Chemicals in Environment Directorate


– Nuclear safety in  Nuclear Energy AgencyNuclear safety in  Nuclear Energy Agency


– Etc.


OECD International Futures Programme 7







2 examples (sectoral)2 examples (sectoral)


• Nuclear Safety Performance Indicators 
(OECD NEA)( )


SPI l d  Ch i l A id  • SPI related to Chemical Accident 
Prevention, Preparedness and Response
(OECD Environment Directorate)


OECD International Futures Programme 8







Safety Performance Indicators
Experience from theExperience from the 


OECD Nuclear Energy Agency


• SPIs have been used for some time in the nuclear 
industry  by both regulatory authorities and licenseesindustry, by both regulatory authorities and licensees


• SPIs are generally based on data and information 
supplied by the licensee, and are used to:supplied by the licensee, and are used to:
– measure licensee safety performance
– improve regulatory activitiesp g y
– communicate about safety with stakeholders
– assess regulatory efficiency and effectiveness
– compare safety performance with that of other facilities
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Examples of Nuclear Safety Performance 
Indicators


R  S f S f  M  / S fReactor Safety


• Events


• Mitigating systems


Safety Management / Safety-
related Processes


• Human performanceg g y


• Barrier integrity


• Material condition and aging


Radiation Safety


• Compliance


• Operational preparedness


• Emergency preparednessRadiation Safety


• Worker exposures


• Public exposures and 
i l i k


Emergency preparedness


• Management of plant modifications


• Maintenance


S lfenvironmental risks


Industrial Safety


• Fire safety


• Self-assessment


• Operating experience feedback


• Backlog of safety issuesy


• Occupational safety


g y
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Status of NEA SPIStatus of NEA SPI


• Country specific 
due to different 


• Part of regulatory 
overseeing


regulatory 
frameworks


g


frameworks


• Not yet a list of • In co-operation • Not yet a list of 
common indicators 


• In co operation 
with EU, IAEA, 
WANOWANO
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Guidance on developing SPI for Public 
A th iti d C iti /P bli l t dAuthorities and Communities/Public related 


to Chemical accident


• OECD Guiding principles were first published in • OECD Guiding principles were first published in 
1992, updated in 2003


Th  i    t f  I t O i ti  • Then in 1995 as part of an Inter-Organization 
Programme for the Sound Management of 
Ch i l  ith UN iChemicals with UN agencies.


• Status: to be used on a voluntary basis
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Guidance on SPI Chemical 
Accidents for Industry


• Started in 1998 under the Working Group 
on Chemical Accidents


• Initial version in 2003 of the Guidance on 
Developing SPIDeveloping SPI


• 2003- 2008: test, pilot programme, 
enrichment with help of an expert group


• 2008: second edition  with extensive list of • 2008: second edition, with extensive list of 
possible SPI
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Future work on 
nanotechnologies 


• Nanotechnologies covered by two OECD 
Directorates (Science, Technology and Industry; Environment)


• Environment is in charge of nano safety


• Ongoing test of 40 nanomaterials in commerce Ongoing test of 40 nanomaterials in commerce 
(15 countries, EC, China, BIAC)


• Test of existing chemical SPI: do they work for • Test of existing chemical SPI: do they work for 
nanomaterials?


Will be disc ssed inside the Working Gro p on • Will be discussed inside the Working Group on 
Chemical Accidents
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II- OECD International Futures Programme (IFP)


OECD’s st ategic fo esight g o  si ce 1990OECD’s strategic foresight group since 1990


K  i i   l  h  S G l  h  O i i  Key mission: to alert the Secretary-General, the Organisation 
and its Member States to emerging policy issues


By design:By design:


• Forward looking


T l  t l  lti di i li  h• Transversal, cross-sectoral, multi-disciplinary approaches


• Pathfinder role within OECD


O  t  ti  ith i t  t  d i  NGO• Open to cooperation with private sector, academia, NGOs


15







Background work onBackground work on 
Risks in the IFP


•Emerging Risks in the 21st Century (1999-2003)


•Risk Management Policies (2005-ongoing)


• Innovation in Country Risk Management (2009)


Also:


•Infrastructure 2030 (2 volumes, 2006 and 2007)
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2003 2004 2005


2007
www.oecd.org/futures/risk


2007 2009 2009
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Next steps:
Futures Project on Transcontinental 


Infrastructure 2030:
2 year project: 2009-2010y p j 9


• the future of major global « hubs »


• linked to ports  airports  railway corridors• linked to ports, airports, railway corridors


• with possible sub set on safety performance 
i di t  (T ki  t k f i f t t  indicators (Taking stock of infrastructure 
assets)


f f b• first meeting of Steering Group on November 19, 
2009
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Taking stock of infrastructure 
assets?


• A trend in the last 10 years in Australia, New 
Zealand, Canada, USA…to measure flows of 
investment, capital stocks, depreciation, 
maintenance, level of risks or resilience…


• A tool with many purposes: land value capture, 
PPP contracts, eco and env. impacts, informed p
risk management..


• Aim: a pilot group of countries to start building a Aim: a pilot group of countries to start building a 
common set of indicators
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Next steps


• Futures Project on 


• FUTURE GLOBAL SHOCKS


• 2009  2010• 2009  2010


• Tipping points, thresholds,paradigm shifts 
might lead to indicatorsmight lead to indicators


OECD International Futures Programme 20







Thank youThank you.


pierre-alain.schieb@oecd.org


www oecd org/futureswww.oecd.org/futures
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Opportunities for and 
expectations of government 


organisations in EU R&D projectsorganisations in EU R&D projects


M.Hailwood
LUBW Landesanstalt für Umwelt, Messungen und Naturschutz 


Baden Württemberg GermanyBaden-Württemberg, Germany,


Chair of the OECD Working Group on Chemical Accidents 







Large research projects have a reputation:Large research projects have a reputation:


• Costly 
• Remote from the end consumer – Citizens of the 


EU
• Results are difficult to communicate or are poorly 


communicated (transparency) 







(Potential) gain for government(Potential) gain for government 
organisations (and others)


• Well managed and integrated projects will avoid 
duplicating research and will share results amongst 
partners: greater financial efficiency


• Providing (local / regional) government access to 
ti i ti i i t t d j t h ld llparticipation in integrated projects should allow 


access to:
Information on emerging risks– Information on emerging risks


– Solutions to manage these risks at an early stage
– Coherent communication tools, which give the same g


message throughout the EU







(Potential) gain for government(Potential) gain for government 
organisations (and others) – (2)


• By being informed at an early stage, regulation and 
legislation can be adopted which addresses the concerns of 
all stakeholders (industry administration the citizens of theall stakeholders (industry, administration, the citizens of the 
EU and the environment).


• Providing access to local / regional government should allow 
a feedback into the project, so that concerns can be 
addressed and a communication dialogue can (as far as 
possible) be established, thus:p )
– Increasing transparency
– Increasing the chance of acceptance of the project and its 


results at consumer level







Expectations of Government organisationsExpectations of Government organisations


• Programmes involving Risk Assessment
hazardous activities require 
a robust risk management 
process.ca


tio
n • Risk analysis


• Risk evaluation p
• Risk communication must 


accompany all steps of the 
processm


m
un


ic


process,
• Risk assessment should be 


transparent and the sk
 C


om Risk reduction
lack of


methods applied together 
with the data used should 
be plausible.


R
is


Risk acceptance


acceptance


p







Expectations of Government organisationsExpectations of Government organisations 
(2)


• To address the risk management of hazardous 
activities in a systematic manner it is necessary to:


D ib th i t d d / t f ti ti f th– Describe the intended / correct function or operation of the 
activity concerned together with the relevant limiting parameters. 
At this stage unknowns and assumptions should be identified.
Define the appropriate hazard identification and risk assessment– Define the appropriate hazard identification and risk assessment 
methodologies, taking note of their individual limitations.


– Identify the stakeholder groups who may be involved / affected 
by the hazardous activity.by the hazardous activity.


– Determine appropriate communication tools, routes and 
mechanisms to interact with the stakeholders.


– Continuously monitor the effectiveness of the risk managementContinuously monitor the effectiveness of the risk management 
process (PDCA / Continuous improvement)







Th k fThank you for your 
attention!attention!








The limits of engagement in emergingThe limits of engagement in emerging 
technologies


Rob Flynn, Paul Bellaby and Miriam Ricciy , y
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THEMES OF THE PAPERTHEMES OF THE PAPER


• Context:  debate about public perceptions of risk and use of 
analytic-deliberative methods
C iti f th ‘d fi it d l’ i th bli d t di f• Critique of the ‘deficit model’ in the public understanding of 
science


• Proliferation of participatory paradigm: ‘Dialogue’ and ‘PublicProliferation of participatory paradigm: Dialogue  and Public 
Engagement’


• ‘Upstream’  Public Engagement (UPE): its problems and 
li it tilimitations


• Case-study of hydrogen energy technologies – an ‘emergent’ 
technologytechnology


• Acknowledgements:  funding by EPSRC ‘UKSHEC’ and 
Department for Transport







THEORETICAL LITERATURESTHEORETICAL LITERATURES


• Sociology of Scientific Knowledge (SSK) and Science and 
Technology Studies (STS) critique of orthodox ‘public 
understanding of science’ approachunderstanding of science  approach


• Irwin, and Irwin & Wynne challenge expert dominance and use of 
‘deficit model’; they stress importance of lay knowledgey y g


• Risk Analysis and Analytic-Deliberative methods (Renn): 
importance of incorporating citizen perspectives to enhance 
legitimacy and trustlegitimacy and trust


• Deliberative-participatory methods – citizens’ juries, citizens’ 
panels, consensus conferences – active engagement?







‘UPSTREAM’ Public Engagement?UPSTREAM  Public Engagement?


• Public consultations over controversial technologies and 
innovations: e.g. Genetically Modified food; Nanotechnologies


• Wilsdon & Willis (2004):
“ASK DEEPER QUESTIONS ABOUT VALUES VISIONS ANDASK DEEPER QUESTIONS ABOUT VALUES, VISIONS AND 
VESTED INTERESTS”


- facilitate debate at the earliest stages of agenda-setting, as well 
as during Research and Development


“Why this technology? Why not another? Who needs it? Who is 
controlling it? Who will benefit from it?” etc, etc.controlling it? Who will benefit from it?  etc, etc.







Criticisms of Deliberative methodsCriticisms of Deliberative methods


• Procedurally fair and competent?


• Representativeness of participants: differentiated and 
heterogeneous ‘publics’


• ‘tokenism’ – legitimating policy rather than forming policy


• Technocratic: limited or non-empowerment of citizens


 







Criticisms of Upstream engagement 
exercises in the UKexercises in the UK


• Cf. GM and Nanotechnologies (Horlick-Jones et al; Pidgeon et al)
• Involvement of the public is too late
• Procedures are insufficiently ‘deliberative’
• Continuing uncertainty about the impact of 


consultation/deliberation on policyconsultation/deliberation on policy 
• Asymmetrical relationship between experts and citizens remains
• Wynne (2005) highlighted the “extravagant optimism”Wynne (2005) highlighted the extravagant optimism  


surrounding the “mirage” of UPE
• Stirling (2005) argued participatory discourse may “close down” 


th th “ ” d b trather than “open up” debate
• Petts (2008) shows how deliberative UPE may undermine public 


trust rather than build ittrust rather than build it







PROBLEMS & LIMITS of UPE?PROBLEMS & LIMITS of UPE?


• How realistic in scientifically uncertain and embryonic (or 
emergent) technologies?
H f ‘ t ’ UPE ff ti l ?• How far ‘upstream’ can UPE effectively go? 
- at the experimental or laboratory stage?


at the trials pilots or demonstration project stage?- at the trials, pilots or demonstration project stage?
- throughout the Research & Development phase?


• Wilsdon and Willis (2005) and Cornwall (2008) argue that UPE 
should be an ongoing, continuous process at all stages. 


• But how feasible? How meaningful for consumers/citizens?







WHY HYDROGEN ENERGY 
TECHNOLOGIES?


• Quest for alternatives to oil-based fuels, due to outstanding 
challenges posed by climate change and energy (in)security
Att ti f l d ‘ i ’ l t th i t f• Attractive fuel and ‘energy carrier’ - clean at the point of use


• Can be produced from all primary energy sources
• Visionary claims: Rifkin H2 to democratise the energy order• Visionary claims: Rifkin – H2 to democratise the energy order
• BUT many uncertainties and knowledge gaps:


– Huge infrastructure yet to be developedg y p
– Applications still at lab stage; competition among research teams
– Few available prototypes; competition among industrial stakeholders


Hi h t d i di t k t d d– High cost; and no immediate market demand
– Knowledge of hydrogen as a fuel still under development
– Regulatory framework still under developmentegu ato y a e o st u de de e op e t
– Outstanding scientific and technological challenges to overcome 


(such as storage) 







THE RESEARCH PROJECTSTHE RESEARCH PROJECTS


UKSHEC - www.uk-shec.org.uk
• Sustainable Hydrogen Energy Consortium, funded by EPSRC 


S P (1st h l t d 2nd i )Supergen Programme (1st phase completed, 2nd ongoing)
• Combines scientific, engineering, social & economic research on 


how a sustainable hydrogen economy might be realisedhow a sustainable hydrogen economy might be realised
• Social research (conducted in collaboration with PSI & KCL) 


addressing public understandings and perceptions of hydrogen in 
3 f th UK ith di ti ti ‘ b i ’ h d3 areas of the UK with distinctive ‘embryonic’ hydrogen 
economies:
– London: part of the EU-funded CUTE bus demo projectp p j
– Teesside: industrial facilities, infrastructure and skills 
– South Wales: hydrogen to be part of ‘sustainable economy’ 







THE RESEARCH PROJECTSTHE RESEARCH PROJECTS


PEwfH2 - www.iscpr.salford.ac.uk
• Public Engagement with Future Hydrogen Infrastructures in Transport, 


funded by the Department for Transport Salford Manchester Universityfunded by the Department for Transport, Salford-Manchester University 
collaboration (completed) 


• Innovative exercise seeking to engage public in debate and deliberation 
b t ibl f t i l i h d j f l i UKabout possible futures involving hydrogen as a major fuel in UK 


transport
• Also elicited opinions and perceptions relating to the infrastructure of p p p g


production, storage & distribution supporting the use of hydrogen
• Covered 3 TTW areas of contrasting transport characteristics but with 


no hydrogen developments:no hydrogen developments:
– Norwich: semi-rural area very dependent on private car
– Southampton: multi-transport hub


Sh ffi ld b ti ith hi t f bli t t li– Sheffield: conurbation with a history of public transport policy







Lay perceptions of hydrogen energy: 
combined key findings from bothcombined key findings from both 
projects focus groups


• General awareness of climate change and energy crisis
• Very low level awareness of hydrogen energy and its 


t h l itechnologies
• Ambivalent or agnostic attitudes towards hydrogen economy: 


neither accept nor rejectneither accept nor reject
• Frequent questioning of broader issues and contexts of use: 


demands for information about “the bigger picture”, and implicitly 
i i ‘ h l t ’ trequiring a ‘whole systems’ assessment


• Concerned to know how it would affect their personal 
circumstances, what difference it would make to their everydaycircumstances, what difference it would make to their everyday 
lives, and what its local impact will be (on the economy, 
employment, environment, safety).







KEY UKSHEC FINDINGSKEY UKSHEC FINDINGS


• Safety and risks were not a predominant concern; it was 
expected that any hazards would be ‘engineered out’ before 
public usepublic use


• Overwhelming factors influencing public acceptability were cost 
and convenience; the potential environmental benefits were 
secondary


• Reluctance to express unequivocal statements, especially until 
they had personal experience (with demonstration projects andthey had personal experience (with demonstration projects and 
knowledge of the wider system or infrastructure)


• Widespread cynicism about public consultation processes; many 
people were distrustful of business, industry and government







KEY DfT FINDINGS (1)KEY DfT FINDINGS (1)


• Little knowledge or awareness of hydrogen, but high levels of 
interest in obtaining detailed information
N ti k d b t h h d d d• Numerous questions asked about how hydrogen was produced, 
and whether it was a genuine supplement or alternative for fossil 
fuels


• Concerns about the relative efficiency (and cost) of hydrogen as 
an energy carrier compared with conventional fuels
C t ti l h d d th l ti f f t• Concern over potential hazards, and the regulation of safety, 
especially in localised production and re-fuelling in transport


• Difficulties expressed over imagining a future hydrogen economyDifficulties expressed over imagining a future hydrogen economy 
and its infrastructure for production, storage, distribution and use.







KEY DfT FINDINGS (2)KEY DfT FINDINGS (2)


• Many participants unwilling to express opinions about hydrogen 
until more information was provided from trusted (independent) 
sourcessources


• Attitudes were contingent upon knowing how hydrogen energy 
technologies would be used in practice, and how it would affect g
their lifestyles


• Many demands for evidence of the benefits expected from the 
new technologiesnew technologies


• Consistent view that it was unrealistic to discuss hydrogen 
energy in isolation


• Mixed views about the value and importance of public 
engagement
Wid d i i b t bli lt ti d it ff t• Widespread cynicism about public consultation and its effect on 
policy







CONCLUSIONS (1)CONCLUSIONS (1)


• Involving citizens in upstream public engagement is a worthwhile 
but highly problematic goal
UPE i t l diffi lt h th i i t i (• UPE is extremely difficult where the science is uncertain (or 
contested) and the technology is still embryonic or emergent.


• Can meaningful deliberation take place during the fundamental orCan meaningful deliberation take place during the fundamental or 
basic research, or during the R & D phase, or only at the 
demonstration and applications stage?
I i tifi d t h l i l i ti th i• In scientific and technological innovation, there are various 
(competing) stakeholders in business and industry, different 
university research teams, and various governmental regulators. 
How can different ‘publics’ engage with them all?







CONCLUSIONS (2)CONCLUSIONS (2)


• The case-study of hydrogen energy suggests that it is not simply 
the contested nature of the science, or the competing ‘visions’ 
among the stakeholders or problems in communicatingamong the stakeholders, or problems in communicating 
information about risks, which results in citizen ambivalence


• Rather, it is the difficulty of providing meaningful and realistic y g g
scenarios for citizens which might enable them to deliberate 
about, and evaluate, alternatives


• Geels et al (2007) noted that to gain public acceptance of science• Geels et al (2007) noted that to gain public acceptance of science 
and technology innovations, these must be ‘’societally 
embedded’’ in consumers’ cultural practices and values. At 


t th ‘t h l h’ h i d i t ipresent, the narrow ‘technology-push’ approach is dominant in 
hydrogen energy


• But this ignores (or neglects) citizen expectations to be shownBut this ignores (or neglects) citizen expectations to be shown 
how these future technologies connect with their practical use







CONCLUSIONS (3)CONCLUSIONS (3)


• Upstream public engagement will remain a ”Contested Concept” 
in theory and in practice
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Emerging Risk LandscapeEmerging Risk Landscape
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“Emerging risks are newly developing or changing risks (old risks 
in a new context) which are difficult to quantify and may have a 
major impact on Swiss Re’s current or future P&L and balance 
sheet.”


High uncertainty Risk perception differs
among stakeholdersIdentification/prioritisation 


and quantification difficult


Risk transfer difficult


among stakeholders


Mitigation activities vary


Pricing difficultRisk transfer difficult


Often already
in insurers’ books


Pricing difficult


in insurers  books


- unintentional
- not quantifiedq
- no additional 


premium earnedRegulatory/industry
involvement often
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Reducing the risk of 
developing a phantom risk


Lack of industry’s best practice


“First mover disadvantage”







Detection of weak signalsDetection of weak signals
Swiss Re’s SONAR 


claims, lossesearly indicators occurrencesSystematic 
Ob i fObservations of 
Notions 
Associated with 
Risk


Observer Observer Observer Observer


SONAR officer


f d t t


Review 
Board


Group
ERM
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Risks have become 
increasingly inter dependent andincreasingly inter-dependent and 
complex!


GHG emissions 


Storms


Flood DroughtSea level
Ecosystems


Climate Change
Food security


Health effects
GHG regulation


I


Energy security
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“Emerging loss” hypothetical path
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Stages: Interest group 
action
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Climate litigation – An outlandish risk?


story tellingstory telling
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y g
26 February 2008 There was a time when asbestos claims were perceived implausible


How will climate change litigation develop further?







Think the unthinkableThink the unthinkable
as the unthinkable may not be so far!
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h i t i l? Thi k i i d d t t th i k fHead Emerging Risk Management
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changing or atypical? Think in scenarios and detect the risks of 
tomorrow!







What do we need to do from anWhat do we need to do from an 
insurance perspective


Anticipate issues that may create problems in the 
future/may be difficult to manage (long lasting, chronic 
effects, low probability, high severity)


See the big picture and the technical detailsSee the big picture and the technical details


Capture issues that are relevant to different sectors 
( t h l i liti i t l)(economy, technology, socio-politics, environmental)


Capture issues that impact the industry in different 
countries/markets, even globally (accumulation potential)


Horizontal integration / Emerging Risk Landscape


Emerging Risks: A proactive view 
from insurance industry 


Reto Schneider 


Horizontal integration / Emerging Risk Landscape
follow the RM process: identify>assess>mitigate> 
evaluate


Head Emerging Risk Management
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PUBLIC AWARENESS PROMOTING NEW OR EMERGING RISKS: 
THE CASE OF INDUSTRIAL ACCIDENTS TRIGGERED BY NATURAL 


Ernesto Salzano, Anna Basco
Istituto di Ricerche sulla Combustione Consiglio Nazionale delle Ricerche Napoli
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IntegInteg--Risk and NaRisk and Na--TechTech


T1.5.3 ERRA D3: Emerging risks related to interaction between 
natural hazards and technologies at community levelnatural hazards and technologies at community level 


Objectives: improving the resilience of industrial facilities to technological accidentsObjectives: improving the resilience of industrial facilities to technological accidents 
caused or aggravated by natural hazards 


D i ti f k P d ti f "H db k f G d P ti f NATECH Miti ti “Description of work: Production of "Handbook of Good Practices for NATECH Mitigation“


Contribution to other SP:Contribution to other SP:


SP2: by structuring NATECH risks as a public policy and risk management issues


SP3: by applying a methodology (vulnerability index and risk analysis) to two case 
t distudies 


SP4: by providing a handbook that will contribute to dissemination, training material etc. 
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Introduction: NAIntroduction: NA--TECHTECH


Industrial accident Natural disaster


Nat ral disaster Industrial accident


NA-TECH


Natural disaster Industrial accident


Spain (1998): 5 million m3 toxic waste-water 
from Aznalcóllar Mine flowed into Guadiana 


Katrina hurricane (2005) produced large 
environmental pollution after damaging


river, directly polluting 4500 h of land and 
wiping out almost all life in the river. 


Seveso Accident (1976): large contaminated 


Kobe earthquake (1995) resulted in 
overloading of emergency system, 
economical losses


area by dioxin after run-away explosion


…
…


Chinese earthquakes (2008) … hundreds of people were trapped under
two collapsed chemical plants in a town called Shifang, where 80 tons of
leaked liquid ammonia caused the evacuation of 6000 people…
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Introduction: NAIntroduction: NA--TECHTECH


Engineering Design (e.g. API 650) 
Only worst case or reference“ natural event (snow wind earthquake)Only worst case or „reference  natural event (snow, wind, earthquake), 


Main attention to structural considerations (no interest to hazmat losses)


Multi-hazard Loss Estimation Methodology (HAZUS-MH)
Main attention to economical losses following structural damages


Oversimplified analysis for Na-Techp y


Nuclear Industry (Nuclear-NaTech)
Even very small losses of contaminated materials have to be avoided
Population, workers, management well informed
Typically low likelihood of intense natural event (due to chosen location)
No overloading of emergency system (only specialist for Nuclear-NaTech)
Programmed shutoff (e.g. world larger nuclear plant shutoff in Japan after 
earthquake)
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Introduction: NAIntroduction: NA--TECHTECH
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Introduction: NAIntroduction: NA--TECHTECH
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Public awareness: NAPublic awareness: NA--TECHTECH


Tupra refinery (Turkey) - Koaceli earthquake (1999)


Main issues: Overloading of emergency system
7iNTeg-Risk


Main issues: Overloading of emergency system 
Strategic goods (oil) losses







Public awareness: NAPublic awareness: NA--TECHTECH


Katrina and Rita Hurricanes (2005)


Main issues: Environmental pollution
E i l l
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Economical losses
Long Early Warning







Public awareness: NAPublic awareness: NA--TECHTECH


Inclusion of new industrialised countries where natural events are 
frequent (risk perception) and public awareness is (was) scarce:frequent (risk perception) and public awareness is (was) scarce:


East Europe and Russia (after Chernobil)East Europe and Russia (after Chernobil)


China (see Shifang) and Far East (Taiwan, Philippines, Indonesia)


Indian Ocean countries (see Tsunami follow up worries)Indian Ocean countries (see Tsunami follow-up worries) 


Potential tsunami impact on a refinery in North-Eastern Sicily 
[Cruz et a., Geoph. Res.Abs., 11, 2009]
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Public awareness: NAPublic awareness: NA--TECHTECH


Showalter P.S., Myers M.F. (1992), Natural disasters as the cause of technological 
emergencies: a review of the decade 1980-1989 Working Paper n°78 Natural Hazardsemergencies: a review of the decade 1980 1989, Working Paper n 78, Natural Hazards 
Research and Applications Information Center – University of Colorado.


Clerc A., Le Claire G. (1994), The environmental impacts of natural and technological (na-
tech) disasters Background discussion paper for The World Conference On Naturaltech) disasters, Background discussion paper for The World Conference On Natural 
Disaster Reduction, Yokohama, Japan


Lindell M. K., Perry R.W. (1996), Identifying and managing conjoint threats: Earthquake 
induced hazardous materials releases in the US Journal of Hazardous Materials 50induced hazardous materials releases in the US, Journal of Hazardous Materials 50. 


More recent review


Cruz, A. M., Steinberg, L. J., Vetere-Arellano, A. L., Nordvik, J. P., and Pisano, F. (2004), 
State of the Art in Natech (Natural Hazard Triggering Technological Disasters) Risk 
Assessment in Europe, Report EUR 21292 EN, DG Joint Research Centre.


Young S., Balluz L., Malilay J. (2004), Natural and technologic hazardous material releases 
during and after natural disasters: a review, Science of the Total Environment 322.
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NANA--TECH as NEW RISKTECH as NEW RISK


NA-TECH RISKS ARE NEW RISKS WHICH HAVE TO BE:


1) DEFINED


i. Environmental damage


ii. Human damageg


iii. Economical Losses


iv. Risk Acceptability Parametersiv. Risk Acceptability Parameters
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NANA--TECH as NEW RISKTECH as NEW RISK


NA-TECH RISKS ARE NEW RISKS WHICH HAVE TO BE:


2) ASSESSED: NEW METHODOLOGIES


Large-scale (often on the natural side)


Intrinsically multi disciplinary (Prediction)Intrinsically multi-disciplinary (Prediction)


Mitigation system often un-practicable (Mitigation)


Overloading of emergency systems (Response)
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NANA--TECH as NEW RISKTECH as NEW RISK


PREVENTION


i. Structural measures


ii. Organisational measures


iii. Na-Tech Early Warning Systems are now possible


(even for “fast” events (earthquake) :(even for fast  events (earthquake) : 


sensor systems (network)


rapid elaboration of signals (e g for seismic wave)rapid elaboration of signals (e.g. for seismic wave)


automatic safety interlock system


fast shut-off


hazmat transportation blockage
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NANA--TECH: What to do!TECH: What to do!


Na-Tech risk assessment: developing new methodology


Identification of unwanted events
(Process Safety Analysis, HAZOP, 
Event Tree,..) 
 


Quantification of probability of 
unwanted events  (Reliability data, 
Fault Trees) 


Risk evaluation
(perception, comparison) 


1 3 5


Industrial activity Acceptable activity Risk


1 3 5


Quantification of consequences of 
unwanted events (damage analysis


Quantification of risks of 
the activity


Measures to reduce risks
(technical organizational)


2 4 6 


unwanted events  (damage analysis, 
effect analysis) 


the activity (technical, organizational)


1) Hazard of Natural Event1) Hazard of Natural Event
2) Equipment Vulnerability to Natural Event
3) Mitigations system evaluation (Na-Tech damage)
4) N T h A bili i i d fi i i !!


14iNTeg-Risk


4) Na-Tech Acceptability criteria: new definition!!







NANA--TECH: What to do!TECH: What to do!


SIMPLIFICATION IS NEEDED


• Single or double degree-of-freedom definition of natural hazard


• Threshold values for Na-Tech Hazard


• Threshold values for Equipment Vulnerability in terms of structural 
damage (damage state)


• Threshold values for Equipment Vulnerability in terms of loss of es o d a ues o qu p e t u e ab ty te s o oss o
containment (risk state)


• Simple Acceptability Parameters for industrial installation or areas
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ConclusionsConclusions


Future conference (accepted papers/abstract) where Integ-
risk is explicitly cited (Conprici):


World Congress of Chemical Engineering (Montreal,  2009)


Loss Prevention in the Process Industries (Brugge, 2010)


Thanks you for your attention


Ernesto Salzano
salzano@irc cnr itsalzano@irc.cnr.it
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Emerging risks in complex systems 
- discovering risks in complex system g p y


by intelligent simulation of their behavior


Hideki FUJII Shinobu YOSHIMURAHideki FUJII,  Shinobu YOSHIMURA
The University of Tokyo
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To Simulate a Human Society


We must consider two kinds of non-linearity
Human being with intelligence
Social phenomena as a result of interaction among of individual behaviors


Both of them play key roles in risks in social systems,
but conventional simulations deal with one of them.


Requirements for social system simulationsq y
Precise modeling of each human being with intelligence
Mechanisms to express the complexity of social phenomena







Our Approach to Advanced Traffic Simulation


Traffic system
A key portion of infrastructure to support mobility and transportation of 
human beings and goods.
Including various kinds of risks (e.g. traffic accident)


Features for quantitative evaluation of risks
Traffic system as a complex system


– Using multi-agent system


Precise driver model
– Recognition error model


MATES
Multi-Agent Based Traffic


and  Environment Simulator







Modeling of Traffic Flow (1)


Concept of traffic phenomena in MATES
Each component (e.g. a car) follows relatively simple traffic rules.
Through the interaction of many components, macroscopic traffic 
phenomena present very complex behaviors.


Traffic system as a complex system


Whole 
System


Whole context varies with
interactions among components.


Components
Local 


Interaction Each component tries to 
achieve its objective by j y
adapting itself to changing 
context.







Modeling of Traffic Flow (2)


Multi-agent system
One of successful methods to model complex systems.
An agent gets information from the environment, makes a decision by itself, 
and acts according to the decision. 
For an agent, other agents are parts of the environment, so agents interactg , g p , g
with each other through the environment.
Complex traffic phenomena emerge as a result of the sum of interactions.
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Recognition Error Model (1)


Traffic accident simulation
A traffic accident occurs when a car driver overlooks something to watch  
(other cars, pedestrians, traffic signals, obstacles, etc.) .
In most simulators using a multi-agent model, an agent can recognize
everything around it instantly and correctly.
To evaluate the incidence of traffic accidents quantitatively, we must 
construct drivers’ recognition error (overlooking) model.


Simulation Real world







Recognition Error Model (2)


Central and peripheral visual field
A driver agent has central visual 


i h l i l fi ld


Central visual field


field and peripheral visual field.
The size of peripheral visual field is 
set to be 130 degree long and 200 


Peripheral visual field


degree wide.
A driver moves its central visual field 
to the object that occupies the 
largest area in its peripheral visual 
field. 
A driver can recognize the object Driver’s viewg j
only in its central visual field. 
According to the result of this 
recognition process, a driver decides 


Driver s view


g p ,
its behavior. 
(acceleration/deceleration etc.). 







Simulation Screenshot


Driver’s View
- This driver will turn right at the next intersection.


Peripheral visual field


Central visual field


* I J l d i th l ft Yellow car: Already recognized
Green car: Not recognized yet


* In Japan, people drive on the left.







Simulation Screenshot


Driver’s View
- The driver just recognizes the next car.


Yellow car: Already recognized
Green car: Not recognized yet







Simulation Screenshot


Driver’s View


Yellow car: Already recognized
Green car: Not recognized yet







Simulation Screenshot


Driver’s View
- The driver keeps looking at a passed car, and overlooks the next car.


Yellow car: Already recognized
Green car: Not recognized yet







Simulation Screenshot


Driver’s View
- Unfortunately, they crashed.


Yellow car: Already recognized
Green car: Not recognized yet







Applications (1)


Risks for elderly driver
In Japan, due to a highly aging society (the aging rate is 22% today), the 
increase of traffic accidents caused by elderly drivers is becoming one of 
social issues.


Their Visual field is narrower than young driversTheir Visual field is narrower than young drivers
Overlooking more objects
The incidence of traffic accidents increases


Peripheral visual field


Central visual field


Young driver Elderly driver







Applications (2)


Benefit and risks of ITS (Intelligent 
Transportation Systems) technology


Vehicles comm nicate ith roadside nitVehicles communicate with roadside unit 
to reduce traffic accidents.
A driver can recognize other cars or 
pedestrians in blind corners through the


Detect A CAR IS
COMING!!


pedestrians in blind corners through the 
ITS device in the dashboard panel.
When a driver looks the device carefully, 
…


Roadside unit


Driver’s view
!!CAUTION!!
A car is …


Driver s view
with ITS device
(Sample image)







Conclusions


We must consider two kinds of non-linearity to simulate social systems.
Human being as a component of social system
Social system as a complex system


We have developed a new simulation system that includes both of themWe have developed a new simulation system that includes both of them.
Using multi-agent system
Implementation of recognition error model


– Driver has its own visual field, and overlook objects outside central 
visual field. It is very important to evaluate risks quantitatively.


Since it is a prototype, we have to keep checking the behaviors of this 
model. However this system can be applied to some new problems of road 
traffic.


Thank you very mach.
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iNTeg-Risk Conference
2-3 June 2009, Stuttgart


Alternative fuels and biofuels 
for aircraft development


Project overviewj


Elements of context
Description of the project


prepared by O. Salvi (EU-VRi)
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Elements of contextElements of context


Air traffic growth ? and market evolution ?g


Fluctuation of the fuel prices 
and availability of feedstock for bio / alternativeand availability of feedstock for bio / alternative 
fuels


T h i l t i t f i ft f l f thTechnical constraints for aircraft fuels, for the 
supply chain


Several options: alcohols, esters, HVO, furanics, 
GTL, CTL, XTL...


Strict regulation / certification process for new 
fuels is heavy


European Virtual Institute for Integrated Risk Management (EU-VRi) EEIG







Basic ideas and main objectivesBasic ideas and main objectives


ALFA-BIRD aims at developing the use of alternative 
fuels in aeronautics. 


In a context where the price of oil is increasing and 
with impact of fossil fuels on climate change, the 
sustainable growth of the civil aviation is conditioned 
by the respect of the environment. 


In this context, using biofuels and alternative fuels in 
aeronautics is a great challenge, since the operational 
constraints (e g flight in very cold conditions) areconstraints (e.g. flight in very cold conditions) are 
very strict, and due to the long lifetime of current civil 
aircraft (almost 50 years).
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Basic ideas and main objectivesBasic ideas and main objectives


The main objective of ALFA-BIRD is to develop the use 
of alternative fuels in aeronautics with a long-term 
perspective and therefore to helpperspective, and therefore to help 
– improving each country’s energy independence, 
– lessening global-warming effects, 


d f h f d l– and softening the economic uncertainty of crude oil 
peaking.


ALFA-BIRD will investigate new approaches and new 
alternative fuels to power aircrafts with the possibility to 
revisit the fuel specifications and reconsider the whole p
aircraft system composed by the triplet: fuel, engine 
and ambience.
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Basic ideas and main objectivesBasic ideas and main objectives


In operational terms, ALFA-BIRD addresses the following 
objectives :


To identif and e al ate possible alte nati e f els to– To identify and evaluate possible alternative fuels to 
petroleum kerosene, considering the whole aircraft system;


– To assess the adequacy of a selection of up to 5 alternative 
f l ith i ft i t b d i f t tfuels with aircraft requirements, based on series of tests 
and experiments ;


– To evaluate the environmental and economical 
performance of selected alternative fuels ;


– To set the path towards industrial use of the “best” 
alternative fuels. 
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Project overviewProject overview


SP1


Y1 Y2 Y3 Y4


Overview of potential
alternative fuels


SP3


Technical


SP2
Assessment of the suitability


f lt ti f l


analysis and
future


alternative
fuelsof alternative fuels


for aircraft
fuels


strategy 14 WP


44 tasks


SP4
Overall management and support


(including Advisory Group & IPR management)


52 deliverables


9 Milestones
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SP1SP1


WP1 1 SP1 : Overview of potentialWP1.1
Fuel survey


and economy


Selection
of ~ 10


WP1.3
Analysis


WP1 4


SP1 : Overview of potential
alternative fuels


of  10
alternative


s fuels


y
of the


production
and


distribution
chain


WP1.4


New
alternative


fuel
production


WP1.2


Analysis
and


characterisation production


(new
molecules)


characterisation


Data on
fuel


behaviour


Recommen-
dations /


requirements


Definition
of


production
processSelection of 3-5


new alternative fuelsSP2


WP2.1


new alternative fuels


based on fuel behaviour and optimal
formulation


SP2
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SP2SP2


SP2 : Assessment of the suitability
f lt ti f l f i ftWP2.1


Experimental
tests for


injection and
combustion


WP2.3


 Aircraft WP2.4


WP2.2


Engine


of alternative fuels for aircraft


combustion


• Existing fuels (CALIN)
• New alternative fuels


Knowledge on


system
integration


WP2.4


Safety,
standards and


regulations


system
integration


Characteri-
sation


of material


Characteri-
sation of


operationalKnowledge on
real behaviour


of fuels in
engine


of material
compatibility Recommen-


dations
New


specifications


operational
compatibility


Data and knowledge of 3-5
new alternatives fuels


for operational use in aircraft


SP3
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SP3SP3


SP3 : Technical analysis and future


WP3.1
Environmental balance


WP3.2
Economical evaluation


y
alternative fuels strategy


Environmental balance


Analysis of emissions
(CO2, NOx, soot...) for


the life-cycle of
alternative fuels


Economical evaluation


New method for
economical evaluation


of alternative fuels
Result of the analysisa te at e ue s


WP3.3


esu t o t e a a ys s


Future alternative
fuels strategy for


aircraft and
implementationimplementation
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12European Virtual Institute for Integrated Risk Management (EU-VRi) EEIG







FeaturesFeatures


Total Budget: 9 750 000 €Total Budget: 9 750 000 €
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iNTeg-Risk


iNTeg-Risk: Early Recognition, Monitoring and Integrated Management of 
Emerging, New Technology Related Risks


Emerging Risks: How can Regulators 
A ti i t d R t P ti t lAnticipate and React Proportionately


iNTeg-Risk Conference, Stuttgart, 2 June 2009
Dr Laurence Cuscó & Dr Ju Lynne Saw
Health & Safety Laboratory (UK)Health & Safety Laboratory (UK)







What we will coverWhat we will cover


R l t ’ i iRegulators’ mission


Emerging risks
Horizon scanning- Horizon scanning


- Key drivers


“C t di ” h t t i b HSL f HSE“Case studies” on hot topics by HSL for HSE
- Carbon Capture & Storage
- The Hydrogen Economy
- NanotechnologyNanotechnology
- Sustainability


Incident investigations – the importance of learning from past eventsg p g p
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Regulators’ MissionRegulators  Mission


Prevent death, injury and ill health to those at work and those affected 
by work activitiesby work activities


Lead health & safety systemy y


Formulate and provide strategic direction


In partnership with dutyholders, scan horizon for new/ emerging 
issues and risks


Alert dutyholders to any emerging issues and risks


http://www.hse.gov.uk/horizons/index.htm
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Emerging Risks:
Scanning the HorizonScanning the Horizon 


What aboutWhat about 
the future?
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Horizon ScanningHorizon Scanning


“…the systematic examination of potential threats, opportunities 


and likely future developments, including (but not restricted to) 


those at the margins of current thinking and planning. Horizon


scanning may explore novel and unexpected issues as well as 


persistent problems or trends.”


Definition of Chief Scientific Adviser’s Committee, 


September 2004p


“Looking Ahead – Looking Across”
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Horizon ScanningHorizon Scanning


To:
inform strategic thinking, planning and target setting;
assist in formulation and delivery of HSE’s strategic programmesassist in formulation and delivery of HSE s strategic programmes.


By:
systematically anticipating, identifying and preparing for 
changing, new, emerging risks in workplaces and work activities, 
which may appear on a 3-10 year horizon.
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Key DriversKey Drivers


Science and technology


The workplace and working practices


Socio-economic trends that affect the labour market


Trends in public attitudes towards riskp


Political agenda


Developments in the European Union


International developments (globalisation)
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How does it all fit together?How does it all fit together?
The Risk Assessment ProcessThe Risk Assessment Process


Hazard Identification
YES


Risk EstimationRISKS?RISKS?
NO


Risk Evaluation


Risk
OK? END


YES


ii i k d i


OK?
NO
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ProportionateProportionate Risk Reduction







Hot TopicsHot Topics


CO2 Capture & Storage Nanotechnology


Complex Working Practices


Cyber Security


New & Emerging Pests


Obesity


Demographics


Flexible Working Patterns


Pervasive Computing


Rapid ManufacturingFlexible Working Patterns


Future of Keyboards


Rapid Manufacturing


Recycling


Gene Therapy


Human Performance Enhancement


Robotics


Solvents Directive


Hydrogen Economy Sustainability


TeraHertz Technology
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Carbon Capture & Storagep g


Capture              Pipeline                Storage


Hazards
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Hydrogen EconomyHydrogen Economy


C b ti F l C llCombustion or Fuel Cells


Vehicular and Stationary 
Applications (CHP)Applications (CHP)


H2 Generation


Storage (High Pressure, 
Adsorption)


Distribution


Public Perception
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Hydrogen ResearchHydrogen Research


HySafe
- EC Network of Excellence- EC Network of Excellence
- Safety of H2 as an “Energy Carrier”


HYPERHYPER
- Installation permitting guidance
- Stationary Fuel Cell applications
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NanotechnologyNanotechnology


Sources of Nanoparticulates
- Ambient (Combustion Products)
- Inadvertent Generation (e.g. Welding Fumes)
- Engineered (Carbon Nanotubes, Titanium Dioxide, Silver)


UK Model for Assessing and Managing Risk
- National Research Co-ordination Group Established
- Metrology, Exposure, Human Health, Environmental, Social and 


Economic Aspects
M b f G t I d t d A d i- Members from Government, Industry and Academia
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Nano ResearchNano Research


NANOSH
- Particle characterisation, workplace exposure assessment
- Research labs and Universities


Nanosafe2
- Standards, regulations and societal implications


NOSH Consortium
- Nanoparticle aerosols
- Generate, measure and evaluate protection 
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Sustainability- EnvironmentSustainability Environment


Recycling Sustainability
(Green Chemistry)


Environmental


(Green Chemistry)


LegislationLandfill


REACH


RoHS


Solvents


Product
&


End-of-Life Vehicles


Packaging
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Process DesignWEEE


Batteries







Sustainability - SusChemy


European Technology Platform
- Strong Industry Support 


Materials Technology
- Energy, Construction, Healthcaregy, ,


Industrial Biotechnology
- Vegetable Oils/Sugars as Raw Materialsg g
- Fermentation, Enzymes, Biocatalysis
- Bio-Plastics, Fuels, Pesticides


Reaction & Process Design
- Process Intensification/Optimisation
- Pressure Systems, Ionic Solvents,y , ,


Supercritical CO2
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Learning from IncidentsLearning from Incidents


Help identify emerging risks/ risks which have been overlooked 
previously


e g at pical e ents like B ncefield Dec 2005 UK- e.g. atypical events like Buncefield, Dec 2005, UK


Similar events occurred globally in previous decades but the risks g y p
were not properly addressed and reacted to proportionately


Lessons for knowledge managementLessons for knowledge management
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Working in partnershipg p p


Not all up to the Regulator to anticipate and react to 
emerging risks


Primary responsibility lies 
with the dutyholdery


Regulators can provideRegulators can provide
assistance and guidance
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IRIS – Integrated European Industrial Risk Reduction System
CP-IP 213968-2


Seventh Framework Program


Searching for Synergies among 
European R&D Projectsp j
Helmut Wenzel


iNTeg-Risk Conference, Stuttgart, 2. June 2009







Integrated European Industrial 
IRIS CP-IP 213968-2


Risk Reduction System
CP-IP 213968-2


em
en


t
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t


Coordinator:


P
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ct


 M
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P
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ct
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ag


VCE Holding GmbH


Collaborative Project 
Large Scale Integrating Project
NMP-2007-3.1-3


St t d t 1 O t b 2008Start date: 1 October 2008
End date: 31 March 2012
Duration: 42 monthsDuration: 42 months
Budget: 26 000 000 Euro
EC Contribution: 8 499 950 Euro
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Integrated European Industrial 


European Partnership
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial IRIS Objectives
Risk Reduction System
CP-IP 213968-2
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t
IRIS Objectives


Total Safety of Industrial Systems and Networks


P
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ag


Total Safety of Industrial Systems and Networks
Integrated Methodologies for pioneering Risk 
Assessment and Management
New Knowledge-based Safety Concepts 
Knowledge and Technologies for Risk IdentificationKnowledge and Technologies for Risk Identification 
and Reduction
Demonstration & Technology Transfer
Standardization & Training Activities
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Integrated European Industrial Demonstration 2008
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial Scope of Risks addressed
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks not addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks not addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks not addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks not addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 
Scope of Risks not addressed


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial Progressive Damage Test S101
Risk Reduction System
CP-IP 213968-2
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Richtungsfahrbahn Richtungsfahrbahn


Querschnitt, wo 
Spannkabel 
durchtrennt wurden


Richtungsfahrbahn
Salzburg


Richtungsfahrbahn
Wien


SüdenNorden


Versuchsstütze


Bewerten der sukzessiven Schädigung hinsichtlich Auswirkung auf diverse 
dynamische Zustandsgrößen (Kooperation mit Universität Tokio)


iNTeg-Risk, 2. June 2009
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Integrated European Industrial Damage Assessment and Allocation
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 


Accumulated Energy Function
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 


IMS Partnership
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial Scope of Risks addressed
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial GIPP Activities
Risk Reduction System
CP-IP 213968-2


em
en


t
GIPP Activities


Activity 1: Real Time Decision Support System (EU


P
ro


je
ct


 M
an


ag Activity 1: Real Time Decision Support System (EU 
Team lead)
Activity 2: Infrastructure Asset and RiskActivity 2: Infrastructure Asset and Risk 
Management Research (U.S. Team lead)
Activity 3: Global Bridge Performance Project (U.S. y g j (
Team lead)
Activity 4: Structural Health Monitoring (SHM) and
Damage Detection (Japanese Team lead)
Activity 5: Erection and operation of a full scale Test
Bed (U.S. Team lead)
Activity 6: Outreach and Administration (All)
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Integrated European Industrial 


Challenges for IRIS
Risk Reduction System
CP-IP 213968-2


em
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D I i


P
ro
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 M
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ag Data Integration
Data Handling and Formats
Intuitive Tools
Robust low cost HardwareRobust, low cost Hardware
Standards
Ed tiEducation


= Potential Issues of Collaboration
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Integrated European Industrial Collaboration Objectives
Risk Reduction System
CP-IP 213968-2
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Collaboration Objectives


Share the structured approach on Data Formats and 
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pp
Meta Data Protocols
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Integrated European Industrial 


IRIS Meta Data Concept
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial 


IRIS Meta Data Concept
Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial Collaboration Objectives
Risk Reduction System
CP-IP 213968-2


em
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t
Collaboration Objectives


Share the structured approach on Data Formats and 


P
ro


je
ct


 M
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ag


pp
Meta Data Protocols
Development of a joint Glossary and a subsequent 
Ontology
Joint Knowledge Base ?
Joint Risk Inventory ?
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Integrated European Industrial 
Risk Reduction System
CP-IP 213968-2
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A 1st 2007


P
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ag Aug. 1st 2007 


Avoidable by Monitoring ?Avoidable by Monitoring ?


AugAug. 
1st 


1976
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Integrated European Industrial 
Motivation for Health Monitoring


Risk Reduction System
CP-IP 213968-2
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Integrated European Industrial Collaboration Objectives
Risk Reduction System
CP-IP 213968-2


em
en


t
Collaboration Objectives


Share the structured approach on Data Formats and 


P
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ct


 M
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ag


pp
Meta Data Protocols
Development of a joint Glossary and a subsequent 
Ontology
Joint Knowledge Base ?
Joint Risk Inventory ?
Development of a real time Decision Support System 
based on knowledge 
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Integrated European Industrial 


Decision Support System
Risk Reduction System
CP-IP 213968-2
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Visual Inspection
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MONITORING


Visual InspectionIRIS thresholds


MONITORING 
DATA


ALERT


DECISION 
SUPPORT


OPERATION
MODE


RATING
SUPPORTMODE


DATA BASES


Isolated testing Engineering Judgment
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Integrated European Industrial 
Structural Performance over Time


Risk Reduction System
CP-IP 213968-2
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FailureWarning
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Integrated European Industrial Collaboration Objectives
Risk Reduction System
CP-IP 213968-2


em
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t
Collaboration Objectives


Share the structured approach on Data Formats and 


P
ro
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ct


 M
an


ag


pp
Meta Data Protocols
Development of a joint Glossary and a subsequent 
Ontology
Joint Knowledge Base ?
Joint Risk Inventory ?
Development of a real time Decision Support System 
based on knowledge 
Global dissemination of the results and 
t d di ti ti itistandardization activities
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Integrated European Industrial 
Risk Reduction System
CP-IP 213968-2
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IRIS Safety CultureV
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E
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ag IRIS Safety Culture


Thank you for your attention


Integrated European Industrial 
Ri k R d ti S t
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Risk Reduction System
CP-IP 213968-2








Use of modern risk appraisal and modelingUse of modern risk-appraisal and modeling 
tools in nanotechnology applications (EU 


Project MUST)Project MUST)


Use of modern modeling techniques in MUST
D. Balos, Steinbeis R-Tech, Germany


N. Filipovic, Harvard School of Public Health, USN. Filipovic, Harvard School of Public Health, US
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The starting point … 


Can Nanomaterials be Toxic? … YES!


– Wide range of materials can be made “nano” TECHNOLOGY


– Nanometer range is where life processes happen – e.g. 
inhaled ultrafine particles are toxic to lung and 
cardiovascular system


RELEASE


ENVIRONMENT


– Transported easily, go unexpected places


– Accumulate in cellular organelles


– Some components are toxic as chemicals i e they can be


(HUMAN) TISSUE


Some components are toxic as chemicals, i.e. they can be 
toxic both as chemical and nano!


– Many (most?) of possible effects belong to the category 
of “low-doses-long-term-exposure” which is an unsolved g p
problem in itself, also for “non-nano” materials!


– Huge knowledge gap: Currently we have “a nano


Aluminum nanoparticles inside an 
endosome of an A549 cell from an 
in vitro toxicity experiment 
(cf. ToxSci 2006)


… Huge knowledge gap: Currently we have a nano 
part” of knowledge needed to assess the toxicity of 
nanomaterials! … probably just about 10-9 of knowledge 
we have about the toxicity of chemicals! … think about 
REACH!


Short-term and long-term 
adverse effects: 
disorders/diseases 
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REACH!  







The starting point … 


• What do we have (“good news”)? TECHNOLOGY


– public and scientific interest


– Overall methodology/approach (e.g. the IRGC)


– Running research (US EU )


RELEASE


ENVIRONMENT– Running research (US, EU, …)


– Some methods and tools


• What we still miss (for sure!)


(HUMAN) TISSUE


– clinical research


– targeted epidemiological research/surveys


i t ti f h l ti l i ili i– integration of research: analytical, in silico, in 
vitro, in vivo …


– integration of nano-issues into the routine practice 
of public health regulatory framework missing!


Aluminum nanoparticles inside an 
endosome of an A549 cell from an 
in vitro toxicity experiment 
(cf. ToxSci 2006)


of public health … regulatory framework missing!
Short-term and long-term 
adverse effects: 
disorders/diseases 
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Public health and medical issues
related to nanomaterials


– Few or no information 
about the specific risks of a 
technology and substances


– Lack of specific regulations 
or legislations for NT. This 
raises the general problemstechnology and substances 


already used in consumer 
products.


raises the general problems 
of liability for the industry


– Societal acceptance not 
– Risks due to toxicity, fire, 


explosion, etc. to the 
workers handling nano-


SOLUTION:SOLUTION:


sure (at least on the long 
run)


materials and nano 
technology


Risk to the environment


 
The tele(remote) monitoring system


Plant Local PC


SOLUTION:SOLUTION:


– Risk to the environment 
and public due to exposure 
of airborne particles from 
nano technology and nano


Directly 
measured 
values 


Intelligent nano-
risk recognition 
system 


Hazard 
management 
system 


e.g.: 
o Fine dust to


o
th


 o Case Based 
Reasoning 


o Neural networks er
n
et


 


o Early warning 
indicators 


o Decision making   
  


  
  


P
U


B
L
IC


 


nano technology and nano 
materials


o Pressure 


o Leakage of 
marker gas 


o Other factors 


B
lu


e 


o Neural networks


o Fuzzy rules 


o Fuzzy 
classification 


o Pattern 
recognition 


In
te


o Decision making


o Action plan 


o Information 


o Logging 


A
u


th
o


ri
ti


e
s 
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What is so 
specific about 
nano-
technologies with


Public Health (primary concerns)


technologies with 
respect to public 
health?


methodology/approachmethodology/approach
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Nanocontainers – what can go wrong? 
Non-performance…. 


• Impacts – occupational 
health & safety (in 
production)


• Impacts – heath & safety 
of the intermediate/end 
user 


• Impacts environment• Impacts – environment –
normal use


• Impacts – environment –
abnormal use  


 
 
 RISKabnormal use


• Impact - "low-dose-long-
exposure" scenarios


• Impact - security 


A
B


IL
IT


Y
*


 RISK


p y


P
R


O
B


A


CONSEQUENCES: Environment, Health, 
Safety, Economic …  
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* -  Calculated and/or perceived by the society 







(integrated) Risk assessment
and management should: g


• combine quantitative and 
lit ti t


 
 
 
 RISK


methods & toolsmethods & tools


qualitative assessment 
• deal with low-quality, 


scattered, inconsistent and 
few data B


A
B


IL
IT


Y
*
 RISK 


few data
• match the model-based and 


behavior-based assessment 
be seamlessly combined with IT infrastructures


P
R


O
B


CONSEQUENCES: Environment, Health, 
Safety, Economic …  


* -  Calculated and/or perceived by the society 
y


the preliminary screening 
analysis


• provide a preliminary 
f i k d


IT infrastructures 
(databases, communication 
possibilities …)
simulation


assessment of risks and 
effects of low-doses long 
exposure effects in the 
(usually!) short times


bio-inspired modeling (e.g. 
artificial organs, artificial 
life)
advanced methodologies(usually!) short times 


available in research projects
advanced methodologies
data mining
complex systems
risk assessment
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risk assessment 
methods & tools
… 







Nanocontainers in a life-cycle: 


needed:
INTEGRATED RISK MANAGEMENT 


(O th lif l )!


 
ImpactsHazards Hazards


k


(Over the life-cycle)!


LIFE


Impacts


Impacts


Hazards
Risks 


Risks


Testing and 
characterization…


Use, 
exploitation …


Inspections, 
maintenance, 


iLIFE-
CYCLE 


Risks


Impacts


Risks 


Risks


Impacts


Design and 
modeling … 


Manufacturing …


repair …


Decommissioning, 
recycling … 


NANO 
Technology 


Risks
Hazards


Risks
Hazards
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… health … general: 


• Health effect are:


– not only “depositions” and 
“concentrations”, but more


– how the people feel (“thick” or 
“well”!)“well”!)


– … if exposed to nanoparticles, 
nanomaterials, 
nanotechnologiesnanotechnologies …


• …and for industry and 
industrial safety it means the 


fexposure of:


– work force


– users of their products– users of their products


– general population 
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Nanocontainers – what can go wrong? 
Non-performance…. 


• Non-performance: material properties
– The properties are not as expected/foreseen – globally, locally, 


in time


• Non-performance: as part of the structure• Non-performance: as part of the structure
– difficult or impossible to inspect, monitor, maintain


• Non-performance: failure modes  
– Different/unforeseen failure modes … ?


• Safety / Health/ Economic / business risk of failure or 
non-performance?non-performance?
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Example of Risk-analysis  
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Example of Risk-analysis 
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Example of Risk-analysis 
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Example of Risk matrix
CEN CWA 15740:2008


Very probable
< 1 
year >1×10-1 5     Very high risk 


Probable 1-5  
years 


1×10-1  to 
1×10-2 4    High risk  


Possible 5-10  
years 


1×10-2 to 
1×10-3 3   Medium risk   


pl
es


 o
f P


oF
 sc


al
es


 


o
F
 c


a
te


g
o


ry
 


Unlikely 10-50 
years 


1×10-3 to 
1×10-4 2  Low risk     Ex


am
p


Very unlikely >100 
years 


<1×10-4 1 
P


o
(Very Low, 


negligible risk) 
    


   CoF category 


 D
es


cr
i


pt
iv


e 


M
TB


F
 


Po
F
 


  A B C D E 


 Health (Long term visibility) Warning issued 
No effect 


Warning issued  
Possible impact 


Temporary health 
problems, curable 


Limited impact on 
public health, threat 
of chronical illness 


Serious impact on 
public health, life 
threatening illness 


 Safety (Instant visibility) No aid needed
Work disruption 


First aid needed  
No work disability 


Temporary work 
disability 


Permanent work 
disability 


Fatality(ies) 


 Environment Negligible impact Impact (e.g. spill)  
contained 


Minor impact 
(e.g. spill) 


On-site  
damage 


Off-site damage 
Long term effect 


 Business (€) <10k€ 10-100 k€ 0.1-1 M€ 1-10 M€ >10 M€ 


 Security None On-site (Local) On-site (General) Off site Society threat 


 Image Loss None Minor Bad publicity Company issue Political issue 


 Public disruption None Negligible Minor Small community Large community 


E l f C F l


iNTeg-Risk


   Examples of CoF scales


 







Example of one item risk assessment
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Basic DPD simulation concept for self-healing process


DPD particle for 
nanocoating layer


DPD particle for 
healing agent


Microcapsule 
membrane


Crack
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DPD simulation for one microcapsule


Randomize rupture 
position of microcapsule


Healing agent and catalysts 
particles start to interact
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DPD simulation for
more nanocontainers: “Scenarios”


Crack lines are positioned 
randomly or according to the 


Rupture of nanocontainer


supposed “damage scenario”
crack
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User friendly software for DPD simulation of 
nanocoating with nanocontainers
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Basic parameters in DPD equations and main software dialog


( )
Basic DPD equationRep. force coefficient 2 – aij repulsive coefficient 


for healing agent particles


( )( )1/ 2C D R ext
i ij ij ij


j i


t −


≠


= + + Δ +∑F F F F F


DeltaT = Δt


Ext.force = FextDivision V – initial 
number of 
particles in Y 
direction


0(1 / )C
ij ij ij c ija r r= −F r


0


0


( )


( )
ij ij ij c ij


D
ij D ij ij ij


R


w


w


γ


σ ξ


= − ⋅


=


F v e r


F r
Division U – initial number of 
particles in X direction


ij R ij ijwσ ξ=F r
Membrane small radius


Membrane thickness


FC - conservative force 
FD - conservative force
FR d f


iNTeg-Risk


Gamma – γ viscosity coefficient 
for dissipative force


Rep. force coefficient – aij repulsive coefficient for 
nanocoating layer particles


FR – random force







DPD animation for realising of healing 
tagents
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DPD animation for realising of healing 
tagents
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Thank you very much!
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Discrete particle models of matrix with 
microcapsulesp
• Smoothed Particle Hydrodynamics (SPH)


• Discrete Particle Dynamics DPD 


• Molecular Dynamics (MD)


• Multiscale modeling (bringing scale method)
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DPD Method – Theoretical background
Differential equations of motion


( )C D R ext
i i ij ij ij i


j


m = + + +∑v F F F F


C D R
ij ij ij ij= + +F F F F
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Basic DPD equations
0(1 / )C


ij ij ij c ija r r= −F r
0


0


( )D
ij D ij ij ij


R


wγ


ξ


= − ⋅F v e r
0R


ij R ij ijwσ ξ=F r


aij is the maximum repulsion force per unit mass


rij is the distance between particles i and j, is the unit vector pointingrij is the distance between particles i and j,  is the unit vector pointing 
in direction from j to i, 


γ is the friction coefficientγ is the friction coefficient


σ is the amplitude of the random force.
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wD and wR are the weight functions for dissipative and random forces







Additional conditions for DPD equations
DPD fluid system possess a Gibbs–Boltzmann equilibrium state, the following 
relation between the amplitudes of the weight functions of dissipative and p g p
random forces,  and , must hold (Español 1995): 


22
D Rw w=


Also the amplitude of the random force σ is related to the absolute temperature T,


( )1/ 22 Bk Tσ γ= ( )B γ


where  is the Boltzmann constant. The weight functions can be expressed in a form 
(Groot and Warren 1997) given as(Groot and Warren 1997) given as 


2(1 / )D ij cw r r= − 1 /R ij cw r r= −
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Multiscale Modeling FE + DPD
Division of the flow domain into:


a) GLOBAL DOMAIN - Domain modeled by a continuum model (Finite Element) only 


b) LOCAL DOMAIN - Domain modeled by both discrete particles (DPD) and FE 


CD


Common boundary ABCD


particle FE=v v
A B


FE domain


Periodic boundary conditions – keep the number of 


DPD+FE domain
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particles constant within the local domain







Coupling the DPD and FE models
1) Decomposition of particle velocities
2) FE nodal forces in terms of the particle interaction forces
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FE node K


Particle interaction  force
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MESOSCOPIC BRIDGING SCALE METHOD
Mathematical interpretation of the coupling  between 


discrete particle (DPD) and finite element (FE)  models


Kinetic energy
1
2


T
k AE = v M v DPD


k k kE E E ′= +
1 1
2 2


T T
k AE = =v M v V MV


1


FE


1
2


T
k AE ′ ′ ′= v M v Fluctuating 


kinetic energy


intext
A = +M v f f


intext= +M V F F


Diff. Eqs. of Motion


Lagrangian Description
DPD


FE
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= +M V F F FE







intext +M f f intext +MV F F
Diff. Eqs. of motion


intext
A = +M v f f intext= +MV F FLagrangian description


( 1) ( )1 t t i i+Δ −⎡ ⎤+ ⎧ ⎫Δ⎢ ⎥M K K VNavier Stokes ( )
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and Continuity


( 1)int( 1) t t it t i N dVF τ+ Δ −Δ − +=−∫Nodal internal 
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From DPD
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Example 1: 2D Poiseuille fluid flow between 
ll l ltwo parallel plates
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2D POISEUILLE FLOW
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Example 2: 2D flow inside a cavity
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Prescribed velocity for a driven cavity problem 


Transfer velocities from FE solution 


Wall


FE+DPD domain 
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Driven cavity problem: Results
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DPD application in platelet adhesion and 
aggregation modeling 


Schematic representation of the mechanisms of 
platelet adhesion and aggregation in flowing blood
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Additional forces in platelet aggregation and 
adhesion


Schematics of platelet aggregation and adhesion. Activated platelets in the vicinity 
of a injured wall epithelium and binding of platelets at the walls using springs
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of a injured wall epithelium and binding of platelets at the walls using springs. 
Interaction forces for two aggregated platelets .The domain of the interaction 
between platelets is denoted by rmax. (Filipovic et al. 2007)







Table of DPD parameters for thrombosis 


Wh t i d f


modeling


Name of DPD 
parameter


What is used for 
platelet 


aggregation
Reference


Conservative force Groot, R.D., Warren, P.B., 1997. Dissipative particle Conservative force 
parameter aij = 25


, , , , p p
dynamics: Bridging the gap between atomistic and 
mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Friction coefficient γ = 4 5
Groot, R.D., Warren, P.B., 1997. Dissipative particle 
dynamics: Bridging the gap between atomistic andFriction coefficient γ = 4.5 dynamics: Bridging the gap between atomistic and 
mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Spring constant for


Filipovic, N., Ravnic, D.J. Kojic, M., Mentzer, S.J., Haber, 
S. Tsuda, A., Interactions of Blood Cell Constituents: Spring constant for 


platelet binding kbw = 50 N/m Experimental investigation and Computational Modeling 
by Discrete Particle Dynamics Algorithm, Microvascular 
Research, 75, 279-284, 2008.
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Table of DPD parameters for thrombosis 


Relation between the weight 
f ti f di i ti d d


Groot, R.D., Warren, P.B., 1997. Dissipative particle dynamics: Bridging the gap 
b t t i ti d i i l ti J Ch Ph 107 4423 44352


modeling
functions of dissipative and random 
forces


between atomistic and mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Boltzmann constant kB= 1.3806504×10−23 J/K


2
D Rw w=


Weight function of dissipative force


Weight function of random force


2(1 / )D ij cw r r= −


1 /R ij cw r r= −
Random number with zero mean 
and unit variance ξij 


The Random Number Generator which I used is based on the algorithm in a
FORTRAN version published by George Marsaglia and Arif Zaman, Florida State
University; At the fhw (Fachhochschule Wiesbaden, W.Germany), Dept. of
Computer Science,


This random number generator originally appeared in "Toward a Universal
Random Number Generator" by George Marsaglia and Arif Zaman. Florida State
University Report: FSU-SCRI-87-50 (1987) It was later modified by F. James and
published in "A Review of Pseudo-random Number Generators"
THIS ALGORITHM IS PUBLISHED IN TRANSACTIONS ON MATHEMATICAL
SOFTWARE, VOL. 18, NO. 4, DECEMBER, 1992, PP. 434-435.
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Platelet aggregation in blood flow between gg g
two parallel plates


Filipovic, N., Ravnic, D.J. Kojic, M., Mentzer, S.J., Haber, S. Tsuda, A., 
Interactions of Blood Cell Constituents: Experimental investigation and 
Computational Modeling by Discrete Particle Dynamics Algorithm, 
Microvascular Research, 75, 279-284, 2008., , ,


Filipovic, N., Haber,  S., Kojic, M., Tsuda, A., Dissipative particle dynamics 
simulation of flow generated by two rotating concentric cylinders: II Lateral
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simulation of flow generated by two rotating concentric cylinders: II. Lateral 
dissipative and random forces, J. Phys. D: Appl. Phys. 41 035504 , 2008







DPD simulation of Karino’s example 
blood flow through expanded tube 


T K i H L G ld ith Adh i f hT. Karino, H.L. Goldsmith, Adhesion of human 
platelets to collagen on the walls distal to a  
tubular expansion, Microvascular Research 
17, 238-269, 1977.


Filipovic, N., Kojic, M., Tsuda, A., Мodeling 
thrombosis using dissipative particlethrombosis using dissipative particle 
dynamics method, Phil Trans Royal, A 
366(1879), 2008
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Deposition of platelets, computer simulations
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Basic DPD simulation concept for self-healing process


DPD particle for 
nanocoating layer


DPD particle for 
healing agent


Microcapsule 
membrane


Crack
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DPD simulation for one microcapsule


Randomize rupture 
position of microcapsule


Healing agent and catalysts 
particles start to interact
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DPD simulation for
more nanocontainers: “Scenarios”


Crack lines are positioned 
randomly or according to the 


Rupture of nanocontainer


supposed “damage scenario”
crack
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User friendly software for DPD simulation of 
nanocoating with nanocontainers
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Basic parameters in DPD equations and main software dialog


( )
Basic DPD equationRep. force coefficient 2 – aij repulsive coefficient 


for healing agent particles


( )( )1/ 2C D R ext
i ij ij ij


j i


t −


≠


= + + Δ +∑F F F F F


DeltaT = Δt


Ext.force = FextDivision V – initial 
number of 
particles in Y 
direction


0(1 / )C
ij ij ij c ija r r= −F r


0


0


( )


( )
ij ij ij c ij


D
ij D ij ij ij


R


w


w


γ


σ ξ


= − ⋅


=


F v e r


F r
Division U – initial number of 
particles in X direction


ij R ij ijwσ ξ=F r
Membrane small radius


Membrane thickness


FC - conservative force 
FD - conservative force
FR d f
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Gamma – γ viscosity coefficient 
for dissipative force


Rep. force coefficient – aij repulsive coefficient for 
nanocoating layer particles


FR – random force







DPD animation for realising of healing 
tagents
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Alternative and comparison: MD method for 
nanocomposite coating for healing surface defects
•Thin film of polimers and nanoparticlesp p


•Polimers are modeled as bead-spring chains


•Each chain is composed of 50 Lennard-Jones (LJ) p
spheres that are connected by anharmonic springs


12 612 6


4 m m m m r rσ σ σ σε
⎧ ⎫⎡ ⎤⎛ ⎞ ⎛ ⎞⎛ ⎞ ⎛ ⎞⎪ ⎪⎢ ⎥+ ≤⎪ ⎪⎜ ⎟ ⎜ ⎟⎜ ⎟ ⎜ ⎟4


( )


0


m m m m
ij c


LJ c c


c


r r
U r r r r r


r r


ε⎪ ⎪⎢ ⎥− − + ≤⎪ ⎪⎜ ⎟ ⎜ ⎟⎜ ⎟ ⎜ ⎟= ⎝ ⎠ ⎝ ⎠⎨ ⎢ ⎥ ⎬⎝ ⎠ ⎝ ⎠⎣ ⎦⎪ ⎪
>⎪ ⎪⎩ ⎭


Geometry of the system used in the 
molecular


dynamics (MD) simulations. 
( ) / 2m i jσ σ σ= + 1/ 62c mr σ=


y ( )
(a) full simulation box 
(b) view from a different anglewhere σm is the characteristics 


interaction energy between spheres i and 
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j,  rc is cut off radius







Adjoining spheres along a chain interact 
fi i i i


2
r⎧ ⎫⎡ ⎤⎛ ⎞⎪ ⎪


through a finite extendable nonlinear elastic 
(FENE) potential given as


2
0 0


0


0


0.5 ln 1
( )FENE


rR r R
U r R


r R


κ
⎡ ⎤⎛ ⎞⎪ ⎪⎢ ⎥− − <⎪ ⎪⎜ ⎟= ⎨ ⎢ ⎥ ⎬⎝ ⎠⎣ ⎦⎪ ⎪


∞ ≥⎪ ⎪⎩ ⎭0⎪ ⎪⎩ ⎭


230 /κ ε σ= 0 1.5R σ= * /T kT ε=
where κ is spring constant, R0 is radius, T* is 
constant temperature maintained by a 
Brownian thermostat


Average volume fraction of particles 
inside the notch (notch/uniform) as a


Nanoparticles are added to the system at 
random positions, resulting in a 
configuration where monomers and


inside the notch (notch/uniform) as a 
function of particle size for two different 
notch sizes. [Tyagi et al, Macromolecules 
37, 9160-9168, 2004]


1 rA π⎧ ⎫⎡ ⎤⎛ ⎞
⎪ ⎪⎢ ⎥⎜ ⎟


configuration where monomers and 
nanoparticles overlap. This overlaping is 
define as


37, 9160 9168, 2004]
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1 cos
( )


0


c
soft c


c


rA r r
U r r


r r


π⎛ ⎞
+ ≤⎪ ⎪⎢ ⎥⎜ ⎟= ⎨ ⎬⎝ ⎠⎣ ⎦
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where A is a 
repulsion factor
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Discrete particle models of matrix with 
microcapsulesp
• Smoothed Particle Hydrodynamics (SPH)


• Discrete Particle Dynamics DPD 


• Molecular Dynamics (MD)


• Multiscale modeling (bringing scale method)
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DPD Method – Theoretical background
Differential equations of motion


( )C D R ext
i i ij ij ij i


j


m = + + +∑v F F F F


C D R
ij ij ij ij= + +F F F F
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Basic DPD equations
0(1 / )C


ij ij ij c ija r r= −F r
0


0


( )D
ij D ij ij ij


R


wγ


ξ


= − ⋅F v e r
0R


ij R ij ijwσ ξ=F r


aij is the maximum repulsion force per unit mass


rij is the distance between particles i and j, is the unit vector pointingrij is the distance between particles i and j,  is the unit vector pointing 
in direction from j to i, 


γ is the friction coefficientγ is the friction coefficient


σ is the amplitude of the random force.
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wD and wR are the weight functions for dissipative and random forces







Additional conditions for DPD equations
DPD fluid system possess a Gibbs–Boltzmann equilibrium state, the following 
relation between the amplitudes of the weight functions of dissipative and p g p
random forces,  and , must hold (Español 1995): 


22
D Rw w=


Also the amplitude of the random force σ is related to the absolute temperature T,


( )1/ 22 Bk Tσ γ= ( )B γ


where  is the Boltzmann constant. The weight functions can be expressed in a form 
(Groot and Warren 1997) given as(Groot and Warren 1997) given as 


2(1 / )D ij cw r r= − 1 /R ij cw r r= −
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Multiscale Modeling FE + DPD
Division of the flow domain into:


a) GLOBAL DOMAIN - Domain modeled by a continuum model (Finite Element) only 


b) LOCAL DOMAIN - Domain modeled by both discrete particles (DPD) and FE 


CD


Common boundary ABCD


particle FE=v v
A B


FE domain


Periodic boundary conditions – keep the number of 


DPD+FE domain
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particles constant within the local domain







Coupling the DPD and FE models
1) Decomposition of particle velocities
2) FE nodal forces in terms of the particle interaction forces
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FE node K
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MESOSCOPIC BRIDGING SCALE METHOD
Mathematical interpretation of the coupling  between 


discrete particle (DPD) and finite element (FE)  models


Kinetic energy
1
2


T
k AE = v M v DPD


k k kE E E ′= +
1 1
2 2


T T
k AE = =v M v V MV


1


FE


1
2


T
k AE ′ ′ ′= v M v Fluctuating 


kinetic energy


intext
A = +M v f f


intext= +M V F F


Diff. Eqs. of Motion


Lagrangian Description
DPD


FE
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= +M V F F FE







intext +M f f intext +MV F F
Diff. Eqs. of motion


intext
A = +M v f f intext= +MV F FLagrangian description
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Example 1: 2D Poiseuille fluid flow between 
ll l ltwo parallel plates
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2D POISEUILLE FLOW
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Example 2: 2D flow inside a cavity


fro
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Prescribed velocity for a driven cavity problem 


Transfer velocities from FE solution 


Wall


FE+DPD domain 
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Driven cavity problem: Results
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DPD application in platelet adhesion and 
aggregation modeling 


Schematic representation of the mechanisms of 
platelet adhesion and aggregation in flowing blood
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Additional forces in platelet aggregation and 
adhesion


Schematics of platelet aggregation and adhesion. Activated platelets in the vicinity 
of a injured wall epithelium and binding of platelets at the walls using springs
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of a injured wall epithelium and binding of platelets at the walls using springs. 
Interaction forces for two aggregated platelets .The domain of the interaction 
between platelets is denoted by rmax. (Filipovic et al. 2007)







Table of DPD parameters for thrombosis 


Wh t i d f


modeling


Name of DPD 
parameter


What is used for 
platelet 


aggregation
Reference


Conservative force Groot, R.D., Warren, P.B., 1997. Dissipative particle Conservative force 
parameter aij = 25


, , , , p p
dynamics: Bridging the gap between atomistic and 
mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Friction coefficient γ = 4 5
Groot, R.D., Warren, P.B., 1997. Dissipative particle 
dynamics: Bridging the gap between atomistic andFriction coefficient γ = 4.5 dynamics: Bridging the gap between atomistic and 
mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Spring constant for


Filipovic, N., Ravnic, D.J. Kojic, M., Mentzer, S.J., Haber, 
S. Tsuda, A., Interactions of Blood Cell Constituents: Spring constant for 


platelet binding kbw = 50 N/m Experimental investigation and Computational Modeling 
by Discrete Particle Dynamics Algorithm, Microvascular 
Research, 75, 279-284, 2008.
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Table of DPD parameters for thrombosis 


Relation between the weight 
f ti f di i ti d d


Groot, R.D., Warren, P.B., 1997. Dissipative particle dynamics: Bridging the gap 
b t t i ti d i i l ti J Ch Ph 107 4423 44352


modeling
functions of dissipative and random 
forces


between atomistic and mesoscopic simulation. J. Chem. Phys. 107, 4423-4435.


Boltzmann constant kB= 1.3806504×10−23 J/K


2
D Rw w=


Weight function of dissipative force


Weight function of random force


2(1 / )D ij cw r r= −


1 /R ij cw r r= −
Random number with zero mean 
and unit variance ξij 


The Random Number Generator which I used is based on the algorithm in a
FORTRAN version published by George Marsaglia and Arif Zaman, Florida State
University; At the fhw (Fachhochschule Wiesbaden, W.Germany), Dept. of
Computer Science,


This random number generator originally appeared in "Toward a Universal
Random Number Generator" by George Marsaglia and Arif Zaman. Florida State
University Report: FSU-SCRI-87-50 (1987) It was later modified by F. James and
published in "A Review of Pseudo-random Number Generators"
THIS ALGORITHM IS PUBLISHED IN TRANSACTIONS ON MATHEMATICAL
SOFTWARE, VOL. 18, NO. 4, DECEMBER, 1992, PP. 434-435.
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Platelet aggregation in blood flow between gg g
two parallel plates


Filipovic, N., Ravnic, D.J. Kojic, M., Mentzer, S.J., Haber, S. Tsuda, A., 
Interactions of Blood Cell Constituents: Experimental investigation and 
Computational Modeling by Discrete Particle Dynamics Algorithm, 
Microvascular Research, 75, 279-284, 2008., , ,


Filipovic, N., Haber,  S., Kojic, M., Tsuda, A., Dissipative particle dynamics 
simulation of flow generated by two rotating concentric cylinders: II Lateral
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simulation of flow generated by two rotating concentric cylinders: II. Lateral 
dissipative and random forces, J. Phys. D: Appl. Phys. 41 035504 , 2008







DPD simulation of Karino’s example 
blood flow through expanded tube 


T K i H L G ld ith Adh i f hT. Karino, H.L. Goldsmith, Adhesion of human 
platelets to collagen on the walls distal to a  
tubular expansion, Microvascular Research 
17, 238-269, 1977.


Filipovic, N., Kojic, M., Tsuda, A., Мodeling 
thrombosis using dissipative particlethrombosis using dissipative particle 
dynamics method, Phil Trans Royal, A 
366(1879), 2008


iNTeg-Risk







Deposition of platelets, computer simulations
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Basic DPD simulation concept for self-healing process


DPD particle for 
nanocoating layer


DPD particle for 
healing agent


Microcapsule 
membrane


Crack


iNTeg-Risk







DPD simulation for one microcapsule


Randomize rupture 
position of microcapsule


Healing agent and catalysts 
particles start to interact
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DPD simulation for
more nanocontainers: “Scenarios”


Crack lines are positioned 
randomly or according to the 


Rupture of nanocontainer


supposed “damage scenario”
crack


iNTeg-Risk







User friendly software for DPD simulation of 
nanocoating with nanocontainers
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Basic parameters in DPD equations and main software dialog


( )
Basic DPD equationRep. force coefficient 2 – aij repulsive coefficient 


for healing agent particles


( )( )1/ 2C D R ext
i ij ij ij


j i


t −


≠


= + + Δ +∑F F F F F


DeltaT = Δt


Ext.force = FextDivision V – initial 
number of 
particles in Y 
direction


0(1 / )C
ij ij ij c ija r r= −F r


0


0


( )


( )
ij ij ij c ij


D
ij D ij ij ij


R


w


w


γ


σ ξ


= − ⋅


=


F v e r


F r
Division U – initial number of 
particles in X direction


ij R ij ijwσ ξ=F r
Membrane small radius


Membrane thickness


FC - conservative force 
FD - conservative force
FR d f


iNTeg-Risk


Gamma – γ viscosity coefficient 
for dissipative force


Rep. force coefficient – aij repulsive coefficient for 
nanocoating layer particles


FR – random force







DPD animation for realising of healing 
tagents


iNTeg-Risk







Alternative and comparison: MD method for 
nanocomposite coating for healing surface defects
•Thin film of polimers and nanoparticlesp p


•Polimers are modeled as bead-spring chains


•Each chain is composed of 50 Lennard-Jones (LJ) p
spheres that are connected by anharmonic springs
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Geometry of the system used in the 
molecular


dynamics (MD) simulations. 
( ) / 2m i jσ σ σ= + 1/ 62c mr σ=


y ( )
(a) full simulation box 
(b) view from a different anglewhere σm is the characteristics 


interaction energy between spheres i and 
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j,  rc is cut off radius







Adjoining spheres along a chain interact 
fi i i i


2
r⎧ ⎫⎡ ⎤⎛ ⎞⎪ ⎪


through a finite extendable nonlinear elastic 
(FENE) potential given as


2
0 0


0


0


0.5 ln 1
( )FENE


rR r R
U r R


r R


κ
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230 /κ ε σ= 0 1.5R σ= * /T kT ε=
where κ is spring constant, R0 is radius, T* is 
constant temperature maintained by a 
Brownian thermostat


Average volume fraction of particles 
inside the notch (notch/uniform) as a


Nanoparticles are added to the system at 
random positions, resulting in a 
configuration where monomers and


inside the notch (notch/uniform) as a 
function of particle size for two different 
notch sizes. [Tyagi et al, Macromolecules 
37, 9160-9168, 2004]


1 rA π⎧ ⎫⎡ ⎤⎛ ⎞
⎪ ⎪⎢ ⎥⎜ ⎟


configuration where monomers and 
nanoparticles overlap. This overlaping is 
define as


37, 9160 9168, 2004]
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where A is a 
repulsion factor







References


1. Filipovic, N., Ravnic, D., Kojic, D., Mentzer, S.J. Haber, S. Tsuda, A. Platelet adhesion to a 
ll ll E i t l i ti ti d t d li b Di i ti P ti lcollagen wall: Experimental investigation and computer modeling by Dissipative Particle 


Dynamics Method, Microvascular Research, 75, 279-284, 2008. 
2. Haber, S., Filipovic, N., Kojic, M. and Tsuda, A., Dissipative Particle Dynamics Simulation of flow 


generated by two rotating concentric cylinders. Part I: Boundary conditions. Phys. Rev. E. 74, 1-8, g y g y y y , ,
2006.


3. Jovanovic A.S., and Filipovic, N., Innovative Modeling Methods in Damage Assessment: 
Application of Dissipative Particle Dynamics to Simulation of Damage and Self-Healing of 
P l C t d S f J l f Th ti l d A li d M h i (P l d) 44 3 637 648Polymer-Coated Surfaces, Journal of Theoretical and Applied Mechanics (Poland), 44, 3, 637-648, 
2006.


4. Jovanovic, S., Filipovic, N., The Roadmapping of the EU Materials Research (EuMaT) and an 
Alternative Modeling Concepts and Dissipative Particle Dynamics Method for Simulation of g p p y
Particle Adsorption onto a Polymer-coated Surface.SEECCM06: 57-63, Kragujevac, 2006.


5. Kojic, M, Bathe, K. J., Inelastic Analysis of Solids and Structures, Springer, Berlin-Heidelberg, 
2005.


6 K ji M Fili i N St j i B K ji N C t M d li i Bi i i6. Kojic, M., Filipovic, N., Stojanovic, B., Kojic, N., Computer Modeling in Bioengineering –
Theoretical Background, Examples and Software, J. Wiley and Sons, England, 2008. 


7. Filipovic, N., Haber,  S., Kojic, M., Tsuda, A., Dissipative particle dynamics simulation of flow 
generated by two rotating concentric cylinders: II. Lateral dissipative and random forces, J. Phys. g y g y p , y
D: Appl. Phys. 41 035504 (6pp) doi:10.1088/0022-3727/41/3/035504, 2008.


8. Kojic, M., Filipovic, N., Tsuda, A., A mesoscopic bridging scale method for fluids and coupling 
dissipative particle dynamics with continuum finite element method, Comput. Methods Appl. 
M h E 197 821 833 2008


iNTeg-Risk


Mech. Engrg. 197, 821–833, 2008.
9. Lee, J. Y., et al., J. Chem. Phys.121, 5531, 2004.
10. Tyagi, S., et al., Macromolecules, 37, 9160, 2004.
11. Smith, K. A., et al., Macromolecules, 38, 10138, 2005.








DIN German Institute for Standardization
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Registered not-for-profit associationRegistered not for profit association


1800 members representing industry, 


the state, trade unions, academia, 


consumer organizations, 


environmental agencies, banking and 


insurance


Acting as facilitator and moderator of 


standards work for the benefit of
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industry and the economy as a whole


©
 2


00
9 


D
IN


 


1







DIN represents German interests in 
international standards work


DIN Deutsches Institut für Normung e. V.
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National


Regional


German Institute for National Ge a s u e o
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Engineering Aerospace Electrotechnology
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European standardization: CEN secretariats
DIN Deutsches Institut für Normung e. V.


p


NBN 3%


AENOR 3%


other 12%


DIN 30%
UNI 8%


NBN 3%


AFNOR 19%BSI 18%


NEN 7%


e.
 V


.DIN = Germany AFNOR = France


BSI = United Kingdom UNI = Italy
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AENOR = Spain NEN = Netherlands


NBN = Belgium 


Source: DIN-Büro, 2009-03-11







Today: Standardization creates the
European Single Market by lowering trade barriers


DIN Deutsches Institut für Normung e. V.


p g y g


Standards in Europep


European 
Standards


Total number of 
national 
t d d


150.000


Standardsstandards


e.
 V


.18.000
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Before 1985 2007







Standards in the Innovation Process
DIN Deutsches Institut für Normung e. V.


pure basic
research


oriented basic
research


applied
research


experimental
development


S S


diffusion


SS S S SS


semantic standards measurement
and testing standards


interface standards compatibility standards
quality standards
variety-reducing standards


Reduction of information cost
Reduction of transaction cost


Increased quality
Reduced health, safety, privacy risks
Building critical mass
Economies of scale
C ti f t k t liti


Interoperability between
components


Savings in adaption cost


Function
of Standards


e.
 V


.


Creation of network externalities
Interoperability between products
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General Recursive Interdependence 
between Research and Standardisation


DIN Deutsches Institut für Normung e. V.


between Research and Standardisation


Knowledge and
Technology Transfer
Research
Output Push


Standardisation
Input Pull


Technology Transfer


Research and Standardisation


Barriers


Development Standardisation


Barriers


Recursive Knowledge and


e.
 V


.


Research
Input Pull


Standardisation
Output Push


g
Technology Transfer
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Ranking of Barriers
DIN Deutsches Institut für Normung e. V.


g


Ranking of Barriers to Transfer Research Results into Formal 


Participation is too costly in terms of time resources


g
Standards by (Non-)Engagement in standardisation


Participation is too costly in terms of time resources
standardisation processes take too long
Participation is too costly in terms of financial resources
Additi l k (f tti d d i f h lt )Additional work (formatting and design of research results)
standardisation processes not geared to integrate input from 
researchers
Missing personnel and organisational links
Less relevant: missing specialized institutions, missing 
awareness of standards´ benefits, too little protection or too 


e.
 V


.


, p
many IPRs
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R&D Phase Standardization
DIN Deutsches Institut für Normung e. V.


R&D Phase Standardization is early 
i t ti f t d di ti i tintegration of standardization into 
research projects


Our basic principles are:


to exploit innovative potentialto exploit innovative potential 
and
to enhance:


Visibility
Accessibility
A il bilit


e.
 V


.


Availability


of innovative know-how on a 
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large scale and therefore the 
effect of R&D findings







R&D Phase Standardization
DIN Deutsches Institut für Normung e. V.


R&D Phase Standardization is an early integration ofR&D Phase Standardization is an early integration of 
standardization into research projects


providing specific services to research;
accompanying innovative projects; 
identifying standardization potentials of innovation 
projects;projects;
integrating practitioners and experts from R&D into 
standardization 
increasing the impact and exploitation of research results 
in view of standardization by applying best-practice 
methods


e.
 V


.


methods
initiating and accelerating new standardization
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R&D Phase Standardization: Benefit
DIN Deutsches Institut für Normung e. V.


Benefit for research partners:


Consideration of economic requirements;


Consideration of stakeholder perspectives, e. g. 


consumer, R&D environment;


Contacts to the industry;


Gate to CEN and ISO;


Findings achieve international dimensions.


e.
 V


.


g
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Standards and technical rules
DIN Deutsches Institut für Normung e. V.


Consensus level
100% Standard


(publicly accessible, 
available through standards body)


Specification
(publicly accessible


Sector standard


(publicly accessible, 
available through standards body)


Company standard patent


Sector standard
(closed circle of companies)


e.
 V


.Time
Innovation Development process Market maturity


Company standard, patent
(single business)


©
 2


00
9 


D
IN


 


11


Innovation
(new product,
new procedure)


Development process Market maturity
investment
security







CWA – CEN Workshop Agreement
DIN Deutsches Institut für Normung e. V.


p g


The CEN Workshop Agreement (CWA) is an agreement 
developed by a CEN Workshop. p y p


The CEN Workshop is an open process that aims at 
bridging the gap between industrial consortia that produce 
de facto standards with limited participation of interested p p
parties, and the formal European standardization process, 
which produces standards through consensus under the 
authority of the CEN member bodies


e.
 V


.


authority of the CEN member bodies.
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Standards in risk management
DIN Deutsches Institut für Normung e. V.


g


There is one standard about risk management in general g g
(ISO/DIS 31000) and also some standards of risk management in 
special topics, but no standard of risk management for 
new technologies


ISO/DIS 31000
Risk management - Principles and guidelines on implementation


DIN IEC 62198
Project risk management - Application guidelines 
(IEC 62198 2001)(IEC 62198:2001)


DIN EN 62305-2 * VDE 0185-305-2
Protection against lightning Part 2: Risk management


e.
 V


.


Protection against lightning - Part 2: Risk management 
(IEC 62305-2:2006); German version EN 62305-2:2006


DIN EN ISO 17666
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DIN EN ISO 17666
Space systems - Risk management (ISO 17666:2003); 
German version EN ISO 17666:2003







Finding standards: Free information databases


DIN Deutsches Institut für Normung e. V.


www.beuth.de


e.
 V
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DIN Deutsches Institut für Normung e. V.


www.ebn.din.de


Dipl.-Ing. Hermann Behrens
Gruppenleiter
Entwicklungsbegleitende  Normung 
(EBN)


DIN Deutsches Institut 
für Normung e. V.
Burggrafenstraße 6
10787 Berlin


e.
 V


.


10787 Berlin
www.din.de


Telefon: +49 30 2601-2691
Telefax: +49 30 2601-1738
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Mobil: +49 170 7976224
email: hermann.behrens@din.de








C f


C t d i t t d


iNTeg-Risk International Conference, 3 June 2009


Convergence towards integrated 
risk management


From SHAPE-RISK to iNTeg-Risk
by Olivier SALVI *, Christophe BOLVIN


(* European Virtual Institute for( p
Integrated Risk Management)







Wh I t t d Ri k M t ?Why Integrated Risk Management ?
• Complexity of industrial systems & New technologies 
• Globalisation and networked production• Globalisation and networked production
• Context changes : 


use of space increase of population densityuse of space, increase of population density...
lack of some resources


• Increasing concerns in an information/knowledge society 
>> generate new difficulties to manage risks


F t d i i H lth S f t S it E i t (HSSE)Fragmented vision : Health-Safety-Security-Environment (HSSE)
• Lack of common language
• Not co-ordinated regulations for the different risk aspects HSSE• Not co-ordinated regulations for the different risk aspects HSSE
>> delay efficient decision making process for new risks, generate 


confusion, create market distortion and have a negative impact on 
industrial competitiveness in developed countries







Why Integrated Risk Management ?


A new safety paradigm with the following attributes :A new safety paradigm with the following attributes :
• an innovative risk governance and communication strategy
• a recognised and structured risk decision making process supported 


by consistent regulations
• compatible, harmonised and validated tools and methods for risk 


assessmentassessment


What do we want to integrate ?
Vi i f th t k h ld HSSE• Vision of the stakeholders on HSSE


• 4 dimensions TCHR (Technology & techniques + Governance & 
Communication + Human & Management + Policies & RegulationsCommunication  Human & Management  Policies & Regulations
& Standards)


• Practices for risk assessment in the various risk aspects
• Approach in the various Member States







SHAPE-RISK: context and objectives


• The Acronym for: SHARING EXPERIENCE ON RISK MANAGEMENT 
(HEALTH, SAFETY AND ENVIRONMENT) TO DESIGN FUTURE 
INDUSTRIAL SYSTEMSINDUSTRIAL SYSTEMS


• A 3 years Co-ordination action (CA - FP 6), with 19 partners in 12 
countries (March 2004 - February 2007)( y )


• The main objective: optimise the efficiency of integrated risk 
management


• This CA considers the following regulations of risk management:
Environment (IPPC directive)Environment (IPPC directive)
Major Accident Hazards (SEVESO II directive)
Occupational health and safety (ATEX directive, etc.)







Sharing of Experiences g p
between:
Industryy


+
Competent Authorities


+
Service to Industry







6 issues related to integration…


Integration of 
IPPC and SEVESO directives


Continuity of risk management  from
work place accident to major accident


Survey and comparison of common tools
Integration 


Survey and comparison of common tools 
and service platform


Improving the efficiency


&


recommendations 
of the organisational management


Policies for the management 
of environmental risks


to 
design future 


industrial systems


Public perception
and communication on risk







Risk-related regulations: overlapping scopes of EU 
Directives


Occupational health Workers safety External Safety Environment


IPPC


ATEXATEX 


“Occupational


SEVESO


Occupational
directives”


SEVESO


Degree of relevance







Technical aspects
• The need to develop cost-effective monitoring instruments for the


environment and for safety, such as early-warning safety indicators


• The need to promote secure mechanisms to collect and share data on
failure frequencies.


• Encourage the development of a harmonised risk assessment including
major accidents, occupational safety and environmental risksmajor accidents, occupational safety and environmental risks


First step: harmonisation of the terminology
Second step: definition of appropriate criteria that can be used in each
t f i k tdo


lo
gy


type of risk assessment
Third step: definition of adequate indicators, measurement scales, and
thresholds reflecting the social acceptability


M
et


ho
d







Organisational aspects
• The need for a better information exchange of HSE risk management


procedures between countries, industries, and organisations, through the
collection and sharing of best practices and experiences in HSEcollection and sharing of best practices and experiences in HSE
management, making also visible benefits of a good HSE management even
for SMEs;


A “ t h ” l tf t fi d lid t d i f ti ( id tA “one-stop-shop” platform to find validated information (e. g. accident
occurrence) or tools (e.g. risk management procedures, indicators)


• The need for Harmonisation and simplification of management tools and
procedures


Industry considers that HSE management systems are becomingIndustry considers that HSE management systems are becoming
increasingly complex and bureaucratic. There is a strong wish to make
systems simple and to avoid unnecessary complexity.







Communication and governance
A l th IRGC Ri k G F k !


IRGC Risk Governance 
Framework 


International 


• Apply the IRGC Risk Governance Framework ! 


International 
Risk Governance 
Council 
www.irgc.orgg g







Regulations aspects
• Need to define a policy framework for integrated risk management


to describe the links and interdependencies between the directives
dealing with chemicals and industry production and put them in onedealing with chemicals and industry production and put them in one
common perspectives on the basis of agreed principles and procedures,
and on common definitions;


to create a framework for prioritisation and balanced decision making
between aspects covered by various directives;p y ;


to strengthen co-operation at national level between different authorities
involved in the control of industrial sectors under the scope of bothinvolved in the control of industrial sectors under the scope of both
directives







Conclusions from SHAPE-RISK
• Integrated risk management needsIntegrated risk management needs ….


Integration of H S S(ecurity) E and convergence between 
regulations (“Framework policy”) 
harmonisation of terminology 
and risks assessments methods and tools 
supported by a “one stop shop” IRMF:


governance,
communication


g
y
,


a
l m


a


C
H


supported by a one stop shop
and of course...motivation of all actors


IRMF:
INTEG-RISK


MANAGEMENT
FRAMEWORK


te
ch
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T
• Integration of the T C H R 


components of risk management
policies regulation,


standardization


t


R
T


• All the SHAPE-RISK reports can be downloaded from : 
http://shaperisk jrc ithttp://shaperisk.jrc.it







The iNTeg-Risk Project


Early Recognition, Monitoring and 
Integrated Management of 


Emerging, New Technology Related Risks







The approach and objectivesThe approach and objectives


The main objective of iNTeg-Risk is to improve
governance,


communication


y
,


C
H The main objective of iNTeg Risk is to improve 


the management of safety related to emerging 
risks, to increase the competitiveness of the EU 
industry


IRMF:
INTEG-RISK


MANAGEMENT
FRAMEWORK
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Known


Technologies


New
Technologies


FRAMEWORK


policies regulation,
standardization


e
n


t


R
T


EMERGING
RISKS


A new safety paradigm, based on :
• a common framework for integrated risk 


EU
RESPONSE


management
• a common language (UML unified model language) 


for managemen of industrial safety


Increased
global com-
petitiveness


• common tools (consistent set of methods, data, 
models) for management of H S S E


• a knowledge platform with concrete cases p
of the EU
industry


g p







iNT Ri k R d


SP 1: iNTeg-Risk ERRAs


A. ERRA’s Technology ic
, S


oc
ie
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 &
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1st INTEGRATION
⇒  Reference


solutions


SP 2:
iNTeg-


Risk


SP 4:
iNTeg-Risk
“One-Stop


Shop” –


iNTeg-Risk Roadmap
SP 3:


iNTeg-
Risk


ENISFER


2nd VERIFICATION


• Sensitive areas...
• CO2 Sequestration
• H2


• …


Pu
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G
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B. ERRA’s Materials &
Products


/


solutions
⇒  Reference


documents
⇒  Methods, Tools


Emerging
Risks
Technology


ERMF
EMERGING RISK
MANAGEMENT
FRAMEWORK


2nd INTEGRATION:
Technology Percep-


Shop  –
emerging risks


INDUSTRY, SMES,
R&D AND THE EU CITIZEN
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ENISFER


EUROPEAN
NETWORK OF
INDUSTRIAL


SYSTEMS AND
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• Nano / Bio
• Advanced materials
• Carbon
•


C. ERRA’s Production &
Production Networks
• Outsourcing / Resilient


Technology


Emerging
Risks
Materials &
Products


Emerging Risks
Production &
P d tim


o
n
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em
p
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te


Technology, Percep
tion, Governance,
Communication ...
• iNTeg-Risk


paradigm for
dealing with
emerging risks;
basis for the


• iNTeg-Risk Good Practice
Guideline for Emerging risks


• iNTeg-Risk Safetypedia


• iNTeg-Risk Emerging Risk Early
Warning & Monitoring System


• iNTeg-Risk Atlas of Emerging
Ri k


In
duFACILITIES FOR


EXPLORATION OF
EMERGING RISKS
• Verification/valid


ation on the
(only some!)
same ERRAs• Outsourcing / Resilient


• On-line risk monitoring
• Storage &


Transportation of
hazardous materials


• …


D  ERRA’  P li i


Production
Networks


Emerging
Risks:
Policies


C
o
m


m basis for the
Good Practice
Guideline (“Basel
II” for Emerging
risks)


• iNTeg-Risk
Common
guidelines


Risks


• iNTeg-Risk Reference Library


• iNTeg-Risk Suite of Tools


• iNTeg-Risk Pre-
Standardization


• European Network of
Industrial Systems and


E
du


ca
tio


n
-


same ERRAs


• Verification/vali-
dation on new
ERRAs


• Verification/valid
ation on one or
more
“i t ti ”D. ERRA’s Policies


• EU and Non-EU
• SMEs
• “NaTech”
• …


(internal)
verification
and pro-area
consolidation


guidelines


• iNTeg-Risk
Common
methods and …


• … tools for
dealing with
emerging risks


Industrial Systems and
Facilities for exploration of
Emerging Risks


• iNTeg-Risk Education &
Qualification: The European
Certified Risk Specialist


Le
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n


“integrative”
ERRAs


1st VERIFICATION


SP 5: Project Management & IT Support Structure


L


M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone


Development of innovative methods and tools
Integration over
application areas


Integration at the EU-
level


Implementation and
SUSTAINABLE USE AFTER


THE PROJECT







CConclusions
In a changing society, more risk averse...
... emerging risks have to be managed in a integrated manner


• integration of H S S(ecurity) E and convergence between 
regulations (“Framework policy”)regulations ( Framework policy ) 


• harmonisation of the language 
and risks assessment methods and tools 


• supported by a “one stop shop”
• and of course... motivation of all actors


... solutions have to be developed on concrete industrial cases, 
supporting efficient decision making


... for the benefice of the industry competitiveness 
and the public







For more informationFor more information : 


http://shaperisk.jrc.it
and


http://www.eu-vri.eu
and 


http://www.integ-risk.eu-vri.eu
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The task setup
• Problem:


1 In SP1: Analyze and compare ERRAs extract common1. In SP1: Analyze and compare ERRAs, extract common 
features


2. In SP2: Find the backbone of the theoretical solutions labeled 
“iNTeg-Risk approach”


3. In SP3: Apply the “iNTeg-Risk” approach to cases/companies 
NOT having participated in SP1 and SP2NOT having participated in SP1 and SP2


4. In SP4: Have the communication and application baseline


• Solution proposed here:p p
Apart from other elements of the overall solution proposed in 
the DoW, develop the framework for emerging risks


E t d lt• Expected results:
Have a  tool(s) for comparative analysis of current ERRAs, 
analysis of new ones and possible providing solutions/advices


iNTeg-Risk


analysis of new ones and possible providing solutions/advices 
for new cases based on the existing ones.  


June 2, 2009 2







ERRAsERRAs
ERRAs: Emerging Risks Representative 
(industrial) Applications are significant(industrial) Applications are significant 
examples of applications related to industrial 
safety (emerging risks). Solutions for the 
these single, specific problems related to 
emerging risks should allow to capitalize upon 


d b li i th l ti b ild thand, by generalizing the solutions, build the 
common European approach to emerging 
risk


iNTeg-RiskiNTeg-Risk


risk. 
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iNTeg-Risk: One framework fits all…
• … is it realistic?


“New Technologies” in iNTeg Risk used also as a• New Technologies” in iNTeg-Risk used also as a 
synonym for “applications” 


• In iNTeg Risk:• In iNTeg-Risk: 
The 17 ERRAs 
… divided in 4 groups


 
ERRAs:  Emerging Risks 
Representative (industrial) 
Applications are sig nificant 
examples of applicat ions related to


 
“Hot topic” 


emerging risk


Industry 
partner(s)


R&D 
partner(s)g p


A. New (production) technologies
B. New materials and products
C New technologies &


examples of applicat ions related to 
industrial  safety (emerging risks). 
Solutions for the these single, 
specific problems related to 
emerging risks should allow to 


it li d b li i


ERRAS: 


EMERGING RISK 


REPRESENTA TIVE 


INDUSTRIAL


partner(s)


C. New technologies & 
production networks


D. New policies


capitalize upon and, by generalizing 
the solutions, build the common 
European approach to emerging risk.  
Each ERRA is a triplet containing: (a) one significant 
emerging risk related issue/topic (b) one or mo re industrial


INDUSTRIAL  


APPLICATIONS


emerging risk related issue/topic, (b) one or mo re industrial 
partners concerned by the abov e emerging risk(s), and (c) one 
or more R&D partners havin g proven excel lence in providing 
solutions for the above emerging risk(s). They also provide 
the test-bed for the developed integrated methods, tools and 
the whole system
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the whole system.. iNTeg-Risk Box “ERRAs”







Overview of all ERRAs in iNTeg-Risk
A EMERGING RISKS - NEW TECHNOLOGIES


A1 CO2 capture and sequestration, both technical risks and governance risk
A2 Insurance and re-insurance aspects of emerging risks including the security-related (HSSE) emerging risks of new 


technologiestechnologies
A3 Emerging risks related to the industrial use of automated and un-manned surveillance of industrial infrastructure


A4 Liquid Natural Gas (LNG) regazification in sensitive areas on-shore and offshore
A5 Safety and security of underground hubs with interconnected transportation services and shopping centers


B EMERGING RISKS NEW MATERIALS AND PRODUCTSB EMERGING RISKS - NEW MATERIALS AND PRODUCTS
B1 Public health and medical issues related to monitoring of emerging risks in production, storage and transport of 


nano-materials on industrial scale in small and medium enterprises (SMEs)
B2 Emerging risks related to advanced storage technologies for hazardous materials (including H2)


B3 Emerging risks related to development and use of advanced engineering materials composite materialsB3 Emerging risks related to development and use of advanced engineering materials, composite materials


C NEW PRODUCTION - TECHNOLOGIES & PRODUCTION NETWORKS
C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, petrochemical and construction industries


C2 Remote operation in environmentally sensitive areas
C3 On line risk monitoring and assessment of emerging risks in conventional industrial plants monitoring of risksC3 On-line risk-monitoring and assessment of emerging risks in conventional industrial plants – monitoring of risks 


beyond the design/regulatory basis
C4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield implications) and their inclusion in the normal 


HSSE practice
C5 Security of energy supply and related emerging risksC5 Security of energy supply and related emerging risks


D EMERGING RISKS - RELATED POLICIES
D1 Definition of KPIs emerging risks for selected industry case studies, including CSR aspects of emerging risks


D2 Integrated approach on emerging risks related to the implementation of European safety legislation on SME´s and its 
application on companies working in Distributed Energy Resources (DER)


iNTeg-RiskJune 2, 2009 5


application on companies working in Distributed Energy Resources (DER)
D3 Emerging risks related to interaction between natural hazards and technologies at community level


D4 Emerging risks related to hazardous substances, impact on public health and relations with REACH and GHS







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks
A3?


D. New policies
Nr Name Responsible Partner


A EMERGING RISKS NEW TECHNOLOGIES UNIBOA EMERGING RISKS - NEW TECHNOLOGIES UNIBO
(CONPRICI)


A1 CO2 capture and sequestration, both technical risks and governance risk HSE-HSL


A2 I d i t f i i k i l di th it S i RA2 Insurance and re-insurance aspects of emerging risks including the security-
related (HSSE) emerging risks of new technologies


Swiss Re


A3 Emerging risks related to the industrial use of automated and un-manned 
surveillance of industrial infrastructure


GDF
surveillance of industrial infrastructure


A4 Liquid Natural Gas (LNG) regasification in sensitive areas on-shore and 
offshore


D'Apollonia


A5 Safety and security of underground hubs with interconnected transportation VSH Hagerbach
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A5 Safety and security of underground hubs with interconnected transportation 
services and shopping centers


VSH Hagerbach







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks
B2?


D. New policies


Nr Name ResponsibleNr Name Responsible 
Partner


B EMERGING RISKS - NEW MATERIALS AND PRODUCTS EU-VRi


B1 Public health and medical issues related to monitoring of emerging risks in Novineonub c ea t a d ed ca ssues e ated to o to g o e e g g s s
production, storage and transport of nano-materials on industrial scale in 
small and medium enterprises (SMEs)


o eo


B2 Emerging risks related to advanced storage technologies for hazardous BAM
materials (including H2)


B3 Emerging risks related to development and use of advanced engineering 
materials, composite materials


KMM-VIN


iNTeg-RiskJune 2, 2009 7







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products


C2?
B. New materials and products
C. New technologies & 


production networks
D. New policies
Nr Name Responsible Partner


C New technologies & production networks SINTEFC New technologies & production networks SINTEF


C1 Challenges to safety posed by outsourcing of critical tasks – in oil, gas, 
petrochemical and construction industries


DTU


C2 R t ti i i t ll iti SINTEFC2 Remote operation in environmentally sensitive areas SINTEF


C3 On-line risk-monitoring and assessment of emerging risks in conventional 
industrial plants – monitoring of risks beyond the design/regulatory basis


BZF


HSE HSLC4 Atypical, one-of-the-kind major hazards/scenarios (post-Buncefield
implications) and their inclusion in the normal HSSE practice


HSE-HSL


C5 Security of energy supply and related emerging risks JRC
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iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and productsB. New materials and products
C. New technologies & 


production networks D2?
D. New policies
Nr Name Responsible Partner


D EMERGING RISKS RELATED POLICIES R T h


D2?


D EMERGING RISKS - RELATED POLICIES R-Tech


D1 Definition of KPIs for emerging risks for selected industry case studies, including 
CSR aspects of emerging risks


DNV


D2 d h i i k l d h i l i fD2 Integrated approach on emerging risks related to the implementation of European 
safety legislation on SMEs and its application on companies working in Distributed 
Energy Resources (DER)


LEIA


D3 Emerging risks related to interaction between natural hazards and technologies at INERISD3 Emerging risks related to interaction between natural hazards and technologies at 
community level


INERIS


D4 Emerging risks related to hazardous substances, impact on public health and 
relations with REACH and GHS


RIVM
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relations with REACH and GHS







iNTeg-Risk: TECHNOLOGIES…
A. New (production) technologies
B New materials and products


ENISFER: 
European network 


of industrial systems 
and facilities forB. New materials and products


C. New technologies & 
production networks


and facilities for 
exploration of 


emerging 
risks 


 


D. New policies
Verification:


Integrative ERRAs– Integrative ERRAs
– Catalogue of installations (ENISFER)
– A “yet-to-be-defined” additional verification case (competition)


 iNTeg-Risk Box “ENISFER” 


Nr Name


SP3 Verification ERRAs


I1 Integrative ERRA #1 for the validation of emerging risk assessment and 


 
 PORT of KOPER


Transportation 
networks 


management tools in the Industrial zone (NaTech – Nature-Technology 
interaction) of area of Mantova


I2 Integrative ERRA #2: Harbor zone (industry + transport networks) of Luka 
K


Historical 
site 


Harbor 


Storage 


Industry 
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Koper


I3 Integrative ERRA #3: Industrial zone (mixed industry) of Pančevo-South
iNTeg-Risk Box “integrative ERRAs” 







From 50 sample cases to one “EU response”
Project preparation Project execution


SP 1: iNTeg-Risk ERRAs


A. ERRA’s Technology
• Sensitive areas bl


ic
, S


oc
ie


ty
 &


G
ov


er
na


nc
e


1st INTEGRATION
⇒ Reference


solutions


SP 2:
iNTeg-
Risk
ERMF


SP 4:
iNTeg-Risk
“One-Stop


Shop” –


iNTeg-Risk Roadmap
SP 3:


iNTeg-
Risk


ENISFER


2nd VERIFICATION


• Sensitive areas...
• CO2 Sequestration
• H2


• …


Pu
b G


B. ERRA’s Materials &
Products


• Nano / Bio
• Advanced materials


C b


⇒ Reference
documents


⇒ Methods, Tools


Emerging
Risks
Technology


Emerging
Ri kat


e


ERMF
EMERGING RISK
MANAGEMENT
FRAMEWORK


2nd INTEGRATION:
Technology, Percep-


tion, Governance,
Communication


Shop  
emerging risks


INDUSTRY, SMES,
R&D AND THE EU CITIZEN


• iNTeg-Risk Good Practice
Guideline for Emerging risks In


du
st


ry


ENISFER


EUROPEAN
NETWORK OF
INDUSTRIAL


SYSTEMS AND
FACILITIES FOR


EXPLORATION OF


.


.


.


R
&


D


• Carbon
•


C. ERRA’s Production &
Production Networks


• Outsourcing / Resilient
• On-line risk monitoring
• Storage &


Transportation of


Risks
Materials &
Products


Emerging Risks
Production &
Production
Networks


Emerging


C
o
m


m
o
n
 t


em
p
la Communication ...


• iNTeg-Risk
paradigm for
dealing with
emerging risks;
basis for the
Good Practice
Guideline (“Basel
II” for Emerging


g g


• iNTeg-Risk Safetypedia


• iNTeg-Risk Emerging Risk Early
Warning & Monitoring System


• iNTeg-Risk Atlas of Emerging
Risks


• iNTeg-Risk Reference Library


• iNTeg-Risk Suite of Tools


I
uc


at
io


n


EXPLORATION OF
EMERGING RISKS
• Verification/valid


ation on the
(only some!)
same ERRAs


• Verification/vali-
dation on new
ERRAs.


~50
candidates


1EU 
response


17
ERRAs


7
methods


5 verif. 


cases
hazardous materials


• …


D. ERRA’s Policies
• EU and Non-EU
• SMEs
• “NaTech”
• …


Emerging
Risks:
Policies


(internal)
verification
and pro-area
consolidation


risks)


• iNTeg-Risk
Common
guidelines


• iNTeg-Risk
Common
methods and …


• … tools for


• iNTeg-Risk Pre-
Standardization


• European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks


• iNTeg-Risk Education &
Qualification: The European
C tifi d Ri k S i li t


E
du


la
tio


n,
 S


ta
n-


rd
iz


at
io


n


ERRAs


• Verification/valid
ation on one or
more
“integrative”
ERRAs


.


.


responseERRAs et ods


dealing with
emerging risks


Certified Risk Specialist


Le
gi


sl da
r


1st VERIFICATION


M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone


~ 50 “Emerging Risk”
17 ~ 7 ~ 1 EU “response to 


iNTeg-Risk


~ 50 Emerging Risk
Candidate applications


ERRAs
 7


Main 
Methods


U espo se to
emerging risks”
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Examples of a planned iNTeg-Risk solutions: 
iNTeg-Risk Atlas of Emerging Risksg g g


 
= Emerging Risk XYZ in Europe 


iNTeg-Risk Atlas ofiNTeg-Risk Atlas of 
emerging risks 


• Early Warning & Monitoring System (the network of approved iNTeg-Risk 
sentinels in charge of signaling the emerging risks and providing advice on them 
Europe wide)Europe-wide) 


• iNTeg-Risk Atlas of Emerging Risks (providing on-line maps with current level 
of emerging risks in different European countries/regions – relaying on the 
Safetypedia and the Monitoring System);Safetypedia and the Monitoring System);


• Catalogue of European Industrial Systems and Facilities for exploration of 
Emerging Risks


• iNTeg Risk Suite of Tools (providing access and recommendations to both the


iNTeg-Risk


• iNTeg-Risk Suite of Tools (providing access and recommendations to both the 
tools developed in INTeg-Risk and the relevant validated tools from other sources)
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iNTeg-Risk Atlas of Emerging Risks


• KPI used


• Case Studies available


• Incidents / Accidents happened


• Guidelines available


• Tools used/available


• Type of consequences


•…. 


iNTeg-RiskMarch 25, 2009 13


Incidents/problems in 
CO2 plants…


Risk perception problems related 
nanotechnologies…







Bottom-up vs. Top-down in iNTeg-Risk


SP 1: iNTeg-Risk ERRAs


ci
et


y 
&


an
ce


1st INTEGRATION


SP 2:
iNTeg-


SP 4:
iNTeg-Risk
“O St


iNTeg-Risk Roadmap
SP 3:


iNTeg-
Ri k


2nd VERIFICATION


A. ERRA’s Technology
• Sensitive areas...
• CO2 Sequestration
• H2


• …


Pu
bl


ic
, S


oc
G


ov
er


na1st INTEGRATION
⇒ Reference


solutions
⇒ Reference


documents
⇒ Methods, Tools


g
Risk
ERMF


EMERGING RISK
MANAGEMENT
FRAMEWORK


“One-Stop
Shop” –


emerging risks


Risk
ENISFER


EUROPEAN
NETWORK OFSP1 << SP2


&
D


B. ERRA’s Materials &
Products


• Nano / Bio
• Advanced materials
• Carbon
•


C


Emerging
Risks
Technology


Emerging
Risks
Materials &
Productsem


p
la


te


FRAMEWORK
2nd INTEGRATION:
Technology, Percep-


tion, Governance,
Communication ...


• iNTeg-Risk
paradigm for


INDUSTRY, SMES,
R&D AND THE EU CITIZEN


• iNTeg-Risk Good Practice
Guideline for Emerging risks


• iNTeg-Risk Safetypedia


• iNTeg-Risk Emerging Risk Early


In
du


st
ry


NETWORK OF
INDUSTRIAL


SYSTEMS AND
FACILITIES FOR


EXPLORATION OF
EMERGING RISKS
• Verification/valid


SP2 << SP4


SP1 << SP4


R
&C. ERRA’s Production &


Production Networks
• Outsourcing / Resilient
• On-line risk monitoring
• Storage &


Transportation of
hazardous materials


Emerging Risks
Production &
Production
Networks


Emerging
Risks:


C
o
m


m
o
n
 t dealing with


emerging risks;
basis for the
Good Practice
Guideline (“Basel
II” for Emerging
risks)


Warning & Monitoring System


• iNTeg-Risk Atlas of Emerging
Risks


• iNTeg-Risk Reference Library


• iNTeg-Risk Suite of Tools


• iNTeg-Risk Pre-
St d di ti E


du
ca


tio
n


ation on the
(only some!)
same ERRAs


• Verification/vali-
dation on new
ERRAs


• Verification/valid


SP1 >> SP2


SP1 >> SP4


SP1 >> SP4


• …


D. ERRA’s Policies
• EU and Non-EU
• SMEs
• “NaTech”
• …


Risks:
Policies


(internal)
verification
and pro-area
consolidation


• iNTeg-Risk
Common
guidelines


• iNTeg-Risk
Common
methods and …


• … tools for


Standardization


• European Network of
Industrial Systems and
Facilities for exploration of
Emerging Risks


• iNTeg-Risk Education &
Qualification: The European


E
at


io
n,


 S
ta


n-
rd


iz
at


io
n


/
ation on one or
more
“integrative”
ERRAs


SP1 >> SP4


… tools for
dealing with
emerging risks


Certified Risk Specialist


Le
gi


sl
a


da
r


1st VERIFICATION


M M M1st Milestone 2nd Milestone 3rd MilestoneM “0” Milestone


iNTeg-Risk


Delivery of data, facts, commonalities …
Requirements, formats, queries … 
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ERIsERIs
Emerging Risk Issues


( ithin an ERRA!)(within an ERRA!)


iNTeg-RiskiNTeg-RiskJune 2, 2009 15







ERIs
• Each ERRA is a triplet containing: 


a) At least one significant emerging risk related issue/topic (=ERI!)a) At least one significant emerging risk related issue/topic (=ERI!)
b) One or more industrial partners concerned by the above 


emerging risk(s), and 
c) One or more R&D partners having proven excellence in 


providing solutions for the above emerging risk(s). 


ERIs within ERRAs should also provide the test-bed for the 
developed integrated methods, tools and the whole system..
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The framework - ERMF
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ERMF – current representation
• Emerging Risk Management Framework (ERMF) is the 


Risk Management Framework developed in Shape-RiskRisk Management Framework developed in Shape-Risk 
project and formalized in the iNTeg-Risk proposal covers 
the 4 following dimensions for emerging risk g g g
management:
1. Technical / 


t h l i l (T)
 governance, 


communicationCtechnological (T)
2. Human / 


management (H)
ERMF:  


EMERGING RISK


communication


h
n
o


lo
g


y
, 


ch
n


ic
a


l 


h
u


m
m


a
n


a
g


C 
H


g ( )
3. Governance / 


communication (C)
4 Policies /


MANAGEMENT 


FRAMEWORK 
te


c
h


te
c


m
a
n


, 
g


e
m


e
n


t T4. Policies / 
Regulations / 
Standards (R)


policies regulation, 
standardization R


T
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ERMF – Proposed update!
• Emerging Risk Management Framework (ERMF) is the 


Risk Management Framework developed in Shape-RiskRisk Management Framework developed in Shape-Risk 
project and formalized in the iNTeg-Risk proposal covers 
the 4 following dimensions for emerging risk g g g
management:
1. Technical / 


t h l i l (T)
 financial, 


economicFtechnological (T)
2. Human / 


management (H)
 
 


economic


h
n
o


lo
g


y
, 


ch
n


ic
a
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h
u


m
m


a
n


a
g


F 
H


Cg ( )
3. Governance / 


communication (C)
4 Policies /


governance,  
communication 


te
c
h


te
c


m
a
n


, 
g


e
m


e
n


t T


C


4. Policies / 
Regulations / 
Standards (R)


policies regulation, 
standardization R
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IRGC Framework
The IRGC framework risk process, or risk handling chain breaks 
down into three main phases: p
1. Pre-assessment
2. Appraisal
3. Management


A 4. phase, comprising the Characterization and Evaluation of 
risk, is placed between the appraisal and management phases andrisk, is placed between the appraisal and management phases and 
can be assigned to either of them thus concluding the appraisal 
phase or marking the start of the management phase. The risk 
process has Communication as a companion to all phases ofprocess has Communication as a companion to all phases of 
addressing and handling risk and is itself of a cyclical nature.


NOTE: The clear sequence of phases and steps offered by this 
process is primarily a logical and functional one and will not always 
correspond to reality.


iNTeg-Risk


y
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IRGC Framework


IRGC
Framework
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IRGC Framework - detailed
IRGC Risk Governance 
Framework 
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Combining the two solutions - general
 


ERMF:  


governance,  
communication 


lo
g


y
, 


ic
a


l 


h
m


a
n


C
H


EMERGING RISK 
MANAGEMENT 


FRAMEWORK 


policies regulation, 
standardization 


te
c
h


n
o


te
ch


n


u
m


a
n


, 
n


a
g


e
m


e
n


t 


R
T


IRGC
Framework


iNTeg-Risk solution based on:


common frameworkcommon framework 
based on


IRGC and 
Shape-Risk solutions


common language (UML of 
emerging Risks, UML -
Unified Model Language)
CMMI (Capability Maturity


 


CMMI (Capability Maturity 
Model Integration) 
Life Cycle Analysis (LCA)
common metrics (based 
on KPIs) Ke Pe fo mance


LIFE-
CYCLE 


Risks 
Impacts


Hazards


Testing and 
characterization…


Design and 


Manufacturing … 


Use, 
exploitation …


Inspections, 
maintenance, 


repair … 


Decommissioning, 
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on KPIs) – Key Performance 
Indicators
common tools


New technologies, 
products, processes … 


modeling … recycling … 


Emerging
risks over


the life cycle







Combining the two solutions - practical
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Combining the two solutions - practical


+ KPIs!


d it f+ do it for:


1. Status
2. Work to 


be done
3. Results3. Results


iNTeg-RiskJune 2, 2009







Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk


Particular Emerging Risks Issues (ERI)within this ERRA


ERI # 1: 
Characterization of the severity of a massive release of CO2. 


ERI # 2: 
Ri k i f d d i i ki t b l l d fi dRisk informed decision making process to be clearly defined. 


ERI # 3: 
Security of the CO storages: the legal status of CO still needsSecurity of the CO2 storages: the legal status of CO2 still needs 
to be defined. 


ERI # 4:ERI # 4: 
Clear policy and standards throughout Europe. 
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Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk
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Sample implementation of the matrix (A1)
CO2 capture and sequestration, both technical risks and governance risk
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See more details under http://www.integrisk.eu-vri.eu/ma/ProjectExplorer.aspx?lan=230&tab=70&itm=72&pag=72







Conclusions
• Combine coordinate with the template activities (this part 


yet to be included into the ERRA templates – inyet to be included into the ERRA templates – in 
particular the ERIs)


• Adapt the database specifications to the needs of theAdapt the database specifications to the needs of the 
framework


• Start looking for the CBR aspects (case based g p (
reasoning) and use of clustering techniques 


State vs. public  involvement in ERRAs


A1 


A2 


A3 


B1


B2 


C2


C4 C5 D3 D4 


vo
lv


em
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t  
   


“foreground” ERRAs


A4 A5 B1 C2 


D2 


W
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 in
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H
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H
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>


“background” ERRAs
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Non-mandatory forms offered by CEN for
b ildi i EU RTD P j tconsensus building in EU RTD Projects


Ir  André PIRLET
P. Manager              www.cen.eu







What is a Standard?


It is a document
voluntary in application


t bli h d b ll i t t d tiestablished by all interested parties
reflecting consensus
approved by a recognized body
for common and repeated usefor common and repeated use


N ti l St d d ( BS DIN NF AS)National Standards (e.g. BS, DIN, NF, AS)
International Standards (i.e. ISO, IEC)


©2005 CEN – all rights reserved


© 2008 CEN – all rights reserved 09.06.2009
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European Standards (i.e. EN)







Why standardize?y


Standardization is voluntary, not something laid y g
down by regulators
It fosters progress and innovationp g
It helps to disseminate awareness and knowledge
It helps all stakeholders including:It helps all stakeholders, including:


industry at large
small and medium-size enterprisessmall and medium size enterprises
public authorities a regulators and also as standards 
users


d i d h h iacademia and the research community
consumers, etc etc


©2005 CEN – all rights reserved


© 2008 CEN – all rights reserved 09.06.2009
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Standards, regulations and 
private specificationsprivate specifications


Law


RegulationsMandatory


StandardsVoluntary PublicStandards


Professional good practice, corporate spec., etc.


Public


Private


©2005 CEN – all rights reserved


© 2008 CEN – all rights reserved 09.06.2009
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Why have European Standards?Why have European Standards?
To build the Single European Market


To enable innovation coming from European research results


To strengthen regional competitiveness in a global economyTo strengthen regional competitiveness in a global economy


To export European knowhow


To ease access to the Single European Market 
Accession of new Members to the EU
Removal of technical barriers between Members


To provide an alternative for better regulation:To provide an alternative for better regulation:
‘Self regulation’ by the market and best practice 
benchmark
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A co-regulation approach in Europe since 1985







The European Standardization System


CENCEN
European Committee for Standardization


CENELECCENELEC
European Committee 
for Electrotechnical Standardization


ETSI
European Telecommunications 
St d d I tit t
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Standards Institute







CHEMISTRY
CONSTRUCTIONCONSTRUCTION
CONSUMERS
ENERGYENERGY
ENVIRONMENT
FOODSectors HEALTHCARE
HEALTH AND SAFETY
HEATING COOLING VENTILATION


Sectors
HEATING, COOLING, VENTILATION
INFORMATION SOCIETY
e-BUSINESSe BUSINESS
MATERIAL 
MECHANICAL ENGINEERING
METROLOGY
SECURITY & DEFENCE 
SERVICES
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TRANSPORT







A few facts and figures…


30 National Members30 National Members
7 Associate Members
16 Affiliates, 1 Partner Standardization Bodies 
2 Counsellors: EC, EFTA,
1 Management Centre (Brussels), hub of the 
association and source of information and guidance:g


More than 13300 available publications
1/4  identical to ISO standards (Vienna Agreement)
1/6  ‘harmonized standards’ (co-regulation approach)
Production in  2008: 1144 documents
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... More facts and figures


CEN Technical activityCEN Technical activity
± 1 800 committees and groups
± 500 European professional organizations± 500 European professional organizations
> 60 000 national experts
CEN Affiliates can participate as observersC ates ca pa t c pate as obse e s
ISO observers under the Vienna Agreement


Timeframe to develop a European standard
In principle no more than 36 months
With derogation, up to 54 months
But it is possible in 16 months
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New standards initiatives in CEN –New standards initiatives in CEN 
two main approaches


European Commission and EFTA – in general in the 
form of a “mandate”:


A formal request to us to prepare a standard (or a series 
thereof)


M d t d d b EU M b St t (Di tiMandates are endorsed by EU Member States (Directive 
98/34/EC)


Th k t t k th i iti ti i d t bliThe market takes the initiative:  industry, public 
authorities, European professional associations, 
consortiaconsortia
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Different tools for CEN consensus


The European Standard (EN)
Formal procedures : TCs with national delegations, may 
support legislation, national enquiry and formal vote, 
withdrawal of competing national standards required (3withdrawal of competing national standards required (3 
years)


The Technical Specification (TS)p ( )
Faster procedures : do not undergo the full EN process


The CEN Workshop Agreement (CWA)The CEN Workshop Agreement (CWA)
Lighter  procedures : ideal in particular to support innovative 
and fast evolving technologies, and to ensure rapidand fast evolving technologies, and to ensure rapid 
exploitation of research results (duration : 5 to 18 months)
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Our messages g


CEN is willing to assess with you the possibilities for 
best collaboration on all issues requiring 
harmonization
This can involve the relevant TCs and CEN 
Management Centre as well as CEN National 
Members A “liaison status” can be granted toMembers. A liaison status  can be granted to 
European Federations, to reinforce your influence in 
these CEN/TCs
Activity also takes place in CEN Workshops
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The Integrated Approach


DifficultiesDifficulties


Standard


R & D


Extra 


L i l ti


R & D


Legislation


Complementary 


MeasuresMeasures


Ambitious objectives
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The use of research-linked standardization 
(I)


A) Systematic use of the “INTEGRATED 
APPROACH” to maximise the impact for 


li d h h d t d dapplied research : research and standards are 
TOOLS to reach useful OBJECTIVES !


B) The analysis of needs for standards must ) y
therefore take place case by case
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The use of research-linked standardisation 
(II)


C) Need for best interface between the 
“standardisers” and the researchers, butstandardisers  and the researchers, but 
gifted researchers should mainly do research!
D) Standards can ensure a widerD) Standards can ensure a wider 
dissemination of the output of research
E) Involving CEN will benefit your researchE) Involving CEN will benefit your research 
proposals : consider also all the structuring 
benefit since this forces the partners to look p
into the future exploitation of the results !
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Thank you for your attention!Thank you for your attention!


CEN is ready to help !!!


Andre.pirlet @ cen.eu 
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Catalogue of risks and 
it li it tiits limitations


D. Proske, A. Jovanovic 


Steinbeis Advanced Risk Technologies &


I tit t f M t i Ri k E i iInstitute of Mountain Risk Engineering
University of Natural Resources and Applied Life 
Sciences ViennaSciences, Vienna


09.06.2009 1







Term of „Safety“„ y


• Belief, that no disaster or accident impends


09.06.2009 2







Proof of SafetyProof of Safety 


E ocode 1 An isk is acceptable if otheEurocode 1: An risk is acceptable, if other 
(technological) risks reach the same value in the 
same situation > classification of risks
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same situation > classification of risks
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Classification of risksClassification of risks


N t l Ri k• Natural Risks
• Na-Tech Risks


M M d Ri k• Man-Made Risks
• Deliberate Acts


• Natural Risks (Volcano, Earthquake, Flooding,…)
• Technical Risks (Dam failure, Airplane & Car crash)
• Health Risks (AIDS, Heart Attack, Black Death…)
• Social Risks (Suicide, Poverty, War, Manslaughter)
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Classification of risksClassification of risks


h
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Smith 1996







Classification of risksClassification of risks
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Karger 1996







Classification of risks


Causal chains: Storm > Storm flood > dam failure > 


Classification of risks


Flooding of chemical plant > pollutant emission > 
infiltration into ground and ground water > entry of 
f d h i bli di i b f d ffood chain > public discussion about food safety > 
political decision


“…No amount of calamity which merely befell a man, 
d di f th l d lik li ht i lddescending from the clouds like lightning … could 
alone provide the substance of [this] story….The 
calamities do not simply happen nor are they sent;calamities… do not simply happen, nor are they sent; 
they proceed mainly from actions, and those the 
actions of man.” (A.C. Bradley 1906)


09.06.2009 8


actions of man.  (A.C. Bradley 1906)







Highway Bridge Oranienburg, 11.-12.8.2001 
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Classification of systems


Object 


Classification of systems
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Causes nightshift cancer?g
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German KiKK-Studyy


„... 29 of the 13,373 cases diagnosed with cancer at 
less than 5 years of age from 1980 to 2003 in 
Germany (1.2 cases per year) could be attributed to 
li i i hi h 5 k f G NPP “ (KiKK)living within the 5-km area of a German NPP.“ (KiKK)


Conrady, Nagel, Martin (Rossendorf-Studie, 1996):Conrady, Nagel, Martin (Rossendorf Studie, 1996):
„increased cancer rate in the neighbourhood of cattle 
farming installations... “


“... not only ... 29 cases, but between 121 and 275 
additional cases with cancer That are 8 to 19 % ofadditional cases with cancer. That are 8 to 19 % of 
...“ Geiser, Bremen
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Suizid rate


09.06.2009 13







Ontologie


Center of Term Weak Border of TermWeak Border of Term


Sharp Border 
of Termof Term
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Conclusion


• Catalogue of risks are helpful in risk comparisons 
as proofs of safety


• However, categorisation is limited due to
• Unclear causal chains (system dependent)
• Unclear numerical expressionsp
• Ontological problems (definition of terms)
• All this points are especially true for emerging riskAll this points are especially true for emerging risk 


and/or risks of new technologies
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1st iNTeg-Risk Conference1 iNTeg Risk Conference


Combining LCA and RA
for the integrated risk management of emerging risksg g g g


Leo Breedveld, 2B - Italy (member EU-VRi)


Stuttgart - June 3rd 2009


1st iNTeg-Risk Conference • 2B - Leo Breedveld • EU-VRi - Haus der Wirtschaft - Stuttgart • 2-4 June 2009







ContentContent


Principles of LCA and RA


Combining LCA and RACombining LCA and RA


Life-cycle dimension of integrated risk management:


1 Life cycle dimension of the new safety paradigm1. Life-cycle dimension of the new safety paradigm


2. Procedural approach to identify risks in the life-cycle of 
innovative technologies (RA in a life-cycle perspective)


3. LCA as an analytical tool to assess the environmental 
impact of emerging technologies.


Conclusions and further work
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Life Cycle Assessment - LCALife Cycle Assessment LCA


LCA (Life Cycle Assessment) is a tool to assessLCA (Life Cycle Assessment) is a tool to assess
potential environmental impacts of a product, process
or service along its entire life cycle (“cradle to grave”).


reuse, recycling 
and disposal 


extraction of raw materials


production


packaginguse phase p g gp
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LCA according ISO 14040-14044LCA according ISO 14040 14044


Life Cycle Assessment Framework


Goal
Direct Applications:


Life Cycle Assessment Framework


Goal
Direct Applications:


Goal
and Scope
Definition


• Product Development
• and Improvement


• Strategic Planning


Goal
and Scope
Definition


• Product Development
• and Improvement


• Strategic Planning


Inventory
Analysis


Interpretation


• Strategic Planning


• Public Policy Making


M k ti


Inventory
Analysis


Interpretation


• Strategic Planning


• Public Policy Making


M k ti


Impact 


• Marketing


• Other
Impact 


• Marketing


• Other
p


Assessment
p


Assessment
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LCA methodologyLCA methodology
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Risk Assesment - RARisk Assesment RA


Risk is defined as a
measure of probabilityp y
and severity of
adverse effects.


Environmental RiskEnvironmental Risk
Assessment (ERA)
analyses the risks of
substances releasedsubstances released
to the environment.
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Principles of LCA and RAPrinciples of LCA and RA


LCA ERA


Principle Less is better Above tresholdPrinciple Less is better Above treshold


Goal Assessment of potential 
impacts


Estimation of 
environmental risks


Scope Life-cycle perspective Substances released to 
the environment


Dimensions Time and space Time and space p
independent


p
dependent


Focus Mass Concentrations


A h R li ti ti t f W t f i iti lApproach Realistic estimates for 
product comparison


Worst-case for initial 
risk assessment
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Combining LCA and RACombining LCA and RA
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LCA and the new safety paradigmLCA and the new safety paradigm


Keywords from the DOW:
Life cycle perspective, life cycle responsibility, corporate
social responsibility, sustainability, metrics, hazards, riskssocial responsibility, sustainability, metrics, hazards, risks
and impacts, precautionary principle, risk reduction.


Life cycle perspective:Life cycle perspective:
Integration over all dimensions* of emerging risks along
the life cycle of new technologies and products in order
t t d d d ff t d id blto prevent and reduce adverse effects and avoid problem
shifting.
* environment, economy and society (SA);
hazards, risks and impacts (RA, LCA);
health, safety and the environment (HSE);
technology communication human regulation (TCHR)
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LCA and the new safety paradigmLCA and the new safety paradigm
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LCA and the new safety paradigmLCA and the new safety paradigm
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Identification of risks along the life-cycleIdentification of risks along the life cycle


The life-cycle perspective offers a procedural approach
to analyse the risks of innovative technologies along
their entire life-cycle


In combination with RA, the life-cycle perspective can
provide scientifically sound information for the earlyprovide scientifically sound information for the early
assessment of potential impacts on HSE


New technological systems should be designed so that
h b difi d if i ithey can be modified if negative impacts emerge


Adaptive management involves monitoring of both local
and systematic impacts of emerging technologies in aand systematic impacts of emerging technologies in a
life cycle perspective


Some examples: Potting, Sonnemann, Wardak,
Sh tki
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LCA to assess new technologiesLCA to assess new technologies


LCA offers an analytical tool to quantify the 
environmental impact of emerging technologiesp g g g


LCA according to ISO 14040-14044 and/or simplified 
LCA approaches


Some examples: Graedel, Huppes, Clift, Geldermann, 
Breedveld, O’Brien
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ConclusionsConclusions


Emerging risks of innovative technologies require
proactive assessments in order to guarantee that theirp g
future materials and products will not result in adverse
effects on health, safety and the environment.


Combining Life Cycle Assessment (LCA) and RiskCombining Life Cycle Assessment (LCA) and Risk
Assessment (RA) offers an early-stage identification
system to assess potential hazards, risks and impacts
of new technologiesof new technologies.


1st iNTeg-Risk Conference • 2B - Leo Breedveld • EU-VRi - Haus der Wirtschaft - Stuttgart • 2-4 June 2009







Further work: iNTeg-Risk Task 2 3 9Further work: iNTeg Risk Task 2.3.9


The objective of the task "Life-Cycle Methods and Tools for Emerging
Risks" is to integrate two different schools: LCA and RA, creating a
common language, developing guidelines and implementing case
studies in the ERRAs, aiming at the incorporation of life cycle concepts
(methods and tools) in the field of emerging risks.


Task activities (start month 6):Task activities (start month 6):


Literature review combining LCA and RA


Draft guidelines for LCA methods and tools for emerging risksDraft guidelines for LCA methods and tools for emerging risks


Case studies in ERRAs (where possible and requested)


Procedural approach to identify risks in the life-cycle (base-line)Procedural approach to identify risks in the life-cycle (base-line)


Analytical LCA to assess new technologies (experimental)


Final guidelines (month 30)
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For any further informationFor any further information…


Leo Breedveld - 2B (breedveld@to-be.it / www.to-be.it)


You’re welcome at our office close to Venice!You re welcome at our office close to Venice!
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UML as a tool for modelling of risks
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3 Example of UML diagrams
4 E l f UML i i k t4 Examples of UML in risk management
5 Work process of task 2.2.4
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Models are often simplified representations of reality


Reality Model


We select modelling method depending on what we want to model 
d h t t t li ht / h i / i t /and what we want to enlighten/ emphasise/ communicate/ 


understand.
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What is UML (1)


UML is an abbreviation of Unified Modeling Languageg g g
UML was created by OMG™ – Object Management Group is an 


international, open membership, not-for-profit computer industry 
consortium. OMG Task Forces develop enterprise integration 
standards for a wide range of technologies, and an even wider range 
of industries OMG’s modeling standards enable powerful visualof industries. OMG s modeling standards enable powerful visual 
design, execution and maintenance of software and other 
processes.


Fist version UML 1.0 came in 1997
Today we have UML 2.1 and its definition and other useful documents 


are free to download from: www.omg.org
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What is UML (2)


UML :
Is a modelling method and has a graphical notationIs a modelling method and has a graphical notation
Has 13 different types of diagrams
Is highly object oriented
Can be used to model business processes software systemsCan be used to model business processes, software systems, 
physical systems, information and many other things
Is not limited in any way to software and electronics even if
th i i f UML i i th tthe origin of UML is in that area
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Use case diagram


Medical file system


Read 
personal file


Unauthorized 
loginDoctor


Prevents


I l d
Sign security 


statementLogin


Includes


Crook


Check 
password


Disobeying 
security rules


Includes
Prevents


p


Read 
medical file


Tap 


y


medical file communication


Write


Specialist Includes


Prevents
Write 


medical files Use VPN- Firewall/ 
EncryptionIncludes







Activity diagram


Id tif t


Risk expert Consequence expert


Identify contex 


Identify risk


Analyse risk


Determine likelihood Determine consequence


Evaluate risk


No


Treat risk


Accept risk


Yes


No
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Most common is the Class diagramg


One Class definition (simplyfied example) Many instances / objects


Risk


One Class definition (simplyfied example) Many instances / objects


Designation  As String 1..25
Risk_level  As Integer 0 .. 100
Likelihood As Integer 0 10Likelihood  As Integer 0 .. 10
Consequence  As Integer 0..10


Calculate Risk 
Risk_level :=Likelihood * Consequence


End Calculate Risk Three compartmentsEnd Calculate Risk p
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Relations of Class diagrams


Vehicle DriverDriver


0..1
0..1


Car Truck Motorbike


1 Frame


1
1


1
1


1


ChassieCar body
1 1
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TargetTarget


AssetsRisk
management


Threat 
scenario


management
process
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State chart diagram 
Troll in First-Person Shooter (FPS) game 


Neutral Attack


Se opponent [defeatable]


Neutral Attack


Lost opponent


Receive blow [Health=0]/PrayLost opponentSe opponent [undefeatable]


Panic Die


Receive blow [Health=0]/Pray
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The CORAS Language as an example
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CORAS Security Risk Modeling Languagey g g g
The syntax is an extension of UML
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With UML of today we can model:y


What to model Diagram to use ?


Target Systems Class diagram, Componet diagrams, Deployment diagrams, 
Object diagramsj g


Target system behaviour State diagrams, Use cases, Sequence diagrams


Risks Class diagramsRisks Class diagrams


Risk management processes Activity diagrams, Use cases


Dependencies Class diagrams, object diagrams, State diagrams


Things that we want to put 
focus on regarding risks in 
emerging technologies


iNteg-Risk developed diagram, stereotypes
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Work process of Task 2.2.4


Slightly revise the DoW of t2.2.4


Learn about results from 
iNteg-risk SP1, SP2


Develop UML of
Identify things to put focus on: 
- Risk management methods?
- Risks?
- Target systems?


Develop UML of
Emerging Risk


g y
- Other?


Analyse possibilities 


Report


y p
in UML


Tool UML


Stereo Profile UML


iNTeg-Risk
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13 different UML diagrams


Diagram type What can be modeled
Use Case Interaction between target system and users or external systems


Activity Sequential and parallel activities within a system


Class Classes, types, interfaces and relationships


Object Object instances between classes defined in class diagrams of a system


Sequence Interaction between objects where the order of the interaction is important


Communication The way objects interact and the connections that are needed to support interactionCommunication The way objects interact and the connections that are needed to support interaction


Timing Interactions between objects where timing is essential 


Interaction Overview Used to bring sequence communication, and timing diagrams together


Composite Structure The internals of a class or component


Componen Components within a system and the interfaces they use to interact with each other


Package The hierarchical organization of groups of classes and componentsPackage The hierarchical organization of groups of classes and components


State Machine The state of an object throughout its lifetime and the event that can change the state


Deployment How your system is finally deployed in a given real world situation
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Tank you
Questions ?Questions ?


Mikael strom@swerea seMikael.strom@swerea.se
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Aspects & Needs Related toAspects & Needs Related to Emerging RisksEmerging RisksAspects & Needs Related toAspects & Needs Related to Emerging Risks Emerging Risks 
within the Industrial Safety Area Including within the Industrial Safety Area Including 


Dimensions of SafetyDimensions of Safety –– An EUAn EU--Policy PerspectivePolicy PerspectiveDimensions of Safety Dimensions of Safety An EUAn EU--Policy Perspective Policy Perspective 
ViewpointViewpoint


1st iNTeg1st iNTeg--Risk Conference: Dealing with Risks of Risk Conference: Dealing with Risks of 
Tomorrow’s Technologies Tomorrow’s Technologies –– Stuttgart, DEStuttgart, DE


Dr. Achim Boenke*Dr. Achim Boenke*
Unit Chemicals Unit Chemicals –– Industrial Pollution & Emission Control; Industrial Pollution & Emission Control; 


Enterprise and Industry DirectorateEnterprise and Industry Directorate General; European Commission; BrusselsGeneral; European Commission; BrusselsEnterprise and Industry DirectorateEnterprise and Industry Directorate--General; European Commission; BrusselsGeneral; European Commission; Brussels


* The views expressed in this presentation are personal and may not  * The views expressed in this presentation are personal and may not  
necessarily reflect those of the European Commission.necessarily reflect those of the European Commission.
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Risk Risk –– Benefit Analysis Benefit Analysis 
of Emerging Technologies?of Emerging Technologies?of Emerging Technologies?of Emerging Technologies?







Cost Benefit AnalysisCost Benefit Analysis
Research Needs:Research Needs:


Work on a quick, practical, & accepted tool by networking with otherWork on a quick, practical, & accepted tool by networking with other
parties & resolve fundamental scientific differences related to the  parties & resolve fundamental scientific differences related to the  


Research Needs:Research Needs:


various methodologies applied & using agevarious methodologies applied & using age--based lifestyle influences: based lifestyle influences: 
VSL (Value of Statistical Life);VSL (Value of Statistical Life);
VOLY (Value of Life Years Lost);VOLY (Value of Life Years Lost);VOLY (Value of Life Years Lost);VOLY (Value of Life Years Lost);
Application of premium of life insurances.  Application of premium of life insurances.  


Reasons:Reasons:
VOLY & VSL was used in the CAFÉ (Clean Air for Europe)-Cost Benefit 
analysis.
VOLY appears to be the right metric to apply as confirmed by EC,pp g pp y y ,
RTD-Projects (NewExt, NEEDS).
VSL provides an overestimation of health impacts & data is lacking.
Uncertainties are large & differences in VSL (Median & Mean) & VOLYUncertainties are large & differences in VSL (Median & Mean) & VOLY
(Median & Mean) had a clear influence on selecting the final scenario
for the Thematic Strategy on Air Pollution. 
Cost benefit analysis based on premium of life insurances notCost benefit analysis based on premium of life insurances not
assessed in all details linked to the VSL & VOLY approaches.







Need for Quantitative Safety Cost InformationNeed for Quantitative Safety Cost Information
(Study on the effectiveness of the requirements imposed on operators ( “F(Study on the effectiveness of the requirements imposed on operators ( “F--Seveso” ), results downloadable from: Seveso” ), results downloadable from: 


http://ec.europa.eu/environment/seveso/pdf/seveso_report.pdfhttp://ec.europa.eu/environment/seveso/pdf/seveso_report.pdf & more on the study via & more on the study via http://www.fhttp://www.f--seveso.euseveso.eu--
vri.eu/home.aspx?lan=230&tab=131&pag=134vri.eu/home.aspx?lan=230&tab=131&pag=134) ) p p gp p g ))


The FThe F--Seveso Study concluded that: Seveso Study concluded that: 
•• ““Industry has generally stated that the costs related to the Industry has generally stated that the costs related to the 


implementation of safety regulations are “on the margin” and that theimplementation of safety regulations are “on the margin” and that theimplementation of safety regulations are on the margin  and that the implementation of safety regulations are on the margin  and that the 
requirements “have to be implemented by industry anyway”requirements “have to be implemented by industry anyway”..


•• ““Industry respondents were equally divided about the impact of safety Industry respondents were equally divided about the impact of safety 
requirements on the delocalisation of production towards thirdrequirements on the delocalisation of production towards thirdrequirements on the delocalisation of production towards third requirements on the delocalisation of production towards third 
countries. The general trend is that the overall business costs in Europe countries. The general trend is that the overall business costs in Europe 
compared to elsewhere is a more significant factor, with “safety costs” compared to elsewhere is a more significant factor, with “safety costs” 
j t t f thi id i t ”j t t f thi id i t ”just one part of this wider picture.”just one part of this wider picture.”


•• ““On the other hand, industry recognises that safety costs are financial On the other hand, industry recognises that safety costs are financial 
beneficial in the long run, because they reduce the chances of facing beneficial in the long run, because they reduce the chances of facing g y gg y g
the huge cost of major accidents.”the huge cost of major accidents.”


•• ““From the webFrom the web--survey & the interviews, 4 particular comments have survey & the interviews, 4 particular comments have 
been made regarding requirements & costs being excessive forbeen made regarding requirements & costs being excessive forbeen made regarding requirements & costs being excessive for been made regarding requirements & costs being excessive for 
SMEs: ”could be an important issue discouraging them from startingSMEs: ”could be an important issue discouraging them from starting
new activities & in this way reducing competition”, “the cost benefit new activities & in this way reducing competition”, “the cost benefit 
b l i f bl f SME ” “ t f th S f t R tb l i f bl f SME ” “ t f th S f t R tbalance is unfavourable for SMEs” or “costs of the Safety Report balance is unfavourable for SMEs” or “costs of the Safety Report 
acceptable for a multinational, but this situation may not be the same acceptable for a multinational, but this situation may not be the same 


for a SME.”for a SME.”
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IndustrialIndustrial Policy


A New Industrial PolicyA New Industrial Policy ““Partnership for Growth & JobsPartnership for Growth & Jobs”:”:A New Industrial Policy A New Industrial Policy -- Partnership for Growth & JobsPartnership for Growth & Jobs ::
Making Europe a more Making Europe a more attractive place to invest & workattractive place to invest & work;;
Putting knowledge and Putting knowledge and innovation at the heartinnovation at the heart of of 
European Growth;European Growth;
Shaping policies to allow business to Shaping policies to allow business to create safer & create safer & 
better jobsbetter jobs; ; 


•• FewerFewer accidentsaccidents && occupationaloccupational diseasesdiseases leadlead toto::
FewerFewer outagesoutages ofof industrialindustrial installationinstallation;;
FewerFewer absencesabsences fromfrom workwork;;
LowerLower healthhealth carecare costcost;;
Hi hHi h i li l ffi iffi iHigherHigher capitalcapital efficiencyefficiency..







Sustainable DevelopmentSustainable Development
P f & D i ti St d d C it i I di tP f & D i ti St d d C it i I di tPerformance & Descriptive Standards; Criteria; IndicatorsPerformance & Descriptive Standards; Criteria; Indicators


Environmental Benefits                      Environmental Benefits                      Social BenefitsSocial Benefits
Corporate Corporate 
Aspects / Care Aspects / Care 


SustainableSustainableSustainableSustainable
DevelopmentDevelopment


Productivity /Productivity /
Price PerformancePrice Performance


EcoEco--Efficiency / Efficiency / 
Price PerformancePrice Performance Price, Performance  Price, Performance  Price, PerformancePrice, Performance


Performance Performance 


Economic Benefits Economic Benefits 


& Descriptive & Descriptive 
Standards; Standards; 
Criteria; Criteria; 


Performance Performance 
& Descriptive & Descriptive 
Standards; Standards; 


Indicators Indicators Criteria;  Criteria;  
IndicatorsIndicators
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Seveso II Directive Review (1)Seveso II Directive Review (1)
Adaptation to the Global Harmonised System (GHS);Adaptation to the Global Harmonised System (GHS);•• Adaptation to the Global Harmonised System (GHS);Adaptation to the Global Harmonised System (GHS);


•• Technical Working Group;Technical Working Group;Technical Working Group;Technical Working Group;


•• Impact assessment;Impact assessment;


•• Results of Implementation Reports, Feedback MemberResults of Implementation Reports, Feedback Member
States, Inspectors (Enforceability), seminars etc..States, Inspectors (Enforceability), seminars etc.., p ( y),, p ( y),


St d th ff ti f th i tSt d th ff ti f th i tStudy on the effectiveness of the requirements Study on the effectiveness of the requirements 
imposed on operators ( “Fimposed on operators ( “F--Seveso” ), results Seveso” ), results 
downloadable from:downloadable from:downloadable from:  downloadable from:  
http://ec.europa.eu/environment/seveso/pdf/seveso_rehttp://ec.europa.eu/environment/seveso/pdf/seveso_re
port.pdfport.pdfp pp p







Seveso II Directive Review (2)Seveso II Directive Review (2)
Studies:Studies:Studies:Studies:


•• Study on requirements imposed on public authorities Study on requirements imposed on public authorities ––
just started; just started; 


•• EU Action Programme for reducing administrative EU Action Programme for reducing administrative 
burdens (Information Obligations);burdens (Information Obligations);


•• Other issues (security, Other issues (security, emerging risksemerging risks…);…);


•• Prevention Strategy (Commission communication) Prevention Strategy (Commission communication) –– see see 


htt // / i t/ i il/ dfd / 2009 8htt // / i t/ i il/ dfd / 2009 8http://ec.europa.eu/environment/civil/pdfdocs/com_2009_8http://ec.europa.eu/environment/civil/pdfdocs/com_2009_8
2en.pdf2en.pdf ..


Overall Aim:  Seveso II Directive Review Proposal Early 2010Overall Aim:  Seveso II Directive Review Proposal Early 2010







Seveso II Directive (96/82/EC) Seveso II Directive (96/82/EC) ––
Responsibility ECResponsibility EC DG EnvironmentDG Environment


•• The Seveso II Directive was last amended in 2003 & ~8000 The Seveso II Directive was last amended in 2003 & ~8000 


Responsibility ECResponsibility EC--DG EnvironmentDG Environment


establishments in Europe are subject to its safety requirements. establishments in Europe are subject to its safety requirements. 
=> Broadening scope & reinforcement of various requirements such as=> Broadening scope & reinforcement of various requirements such as


landland se planningse planninglandland--use planning.     use planning.     


•• Transposition measures had to be in place by summer 2005. Transposition measures had to be in place by summer 2005. 


•• Most Member States communicated transposition measures & Most Member States communicated transposition measures & 
conformity checks are onconformity checks are on--going. going. 


Implementation checked by means of regular reports from MemberImplementation checked by means of regular reports from MemberImplementation checked by means of regular reports from MemberImplementation checked by means of regular reports from Member
States. States. 
Last reporting period covered 2003Last reporting period covered 2003--2005 forms basis for overall2005 forms basis for overallgg
report to EP & Council in 2007.report to EP & Council in 2007.
The Commission will continue work closely with Member States onThe Commission will continue work closely with Member States on
the number one prioritythe number one priority i e implementationi e implementationthe number one priority, the number one priority, i.e. implementationi.e. implementation.         .         







Seveso II Directive (96/82/EC) Seveso II Directive (96/82/EC) ––
Responsibility ECResponsibility EC DG EnvironmentDG Environment


•• Environment & Industry Aspects:Environment & Industry Aspects:


Responsibility ECResponsibility EC--DG EnvironmentDG Environment


y py p
Investing in technologies for improved industrial safety will boostInvesting in technologies for improved industrial safety will boost
economic success & reputation in society.economic success & reputation in society.
Referring to the safe handling & storage of hazardous substances, Referring to the safe handling & storage of hazardous substances, 
the objective is to establish & maintain consistent & effective the objective is to establish & maintain consistent & effective 
measures.measures.measures.  measures.  


•• For Seveso competent authorities (CAs) need to cooperate withFor Seveso competent authorities (CAs) need to cooperate with
industry & each other to prevent accidents: industry & each other to prevent accidents: y py p


Safety & health CAs;  Safety & health CAs;  
Environment CAs;Environment CAs;
Ci il P t ti CACi il P t ti CA


All need to speak the same All need to speak the same 
“language”. “language”. 


t i i ti itit i i ti itiCivil Protection CAs;Civil Protection CAs;
LandLand--use Planning CAs. use Planning CAs. 


⇒⇒ training activities can training activities can 
help.help.







Integrisk Integrisk –– Further Harmonised Further Harmonised 
Implementation of the Seveso II Directive Implementation of the Seveso II Directive pp


(96/82/EC)(96/82/EC)
How could Integrisk contribute to the “How could Integrisk contribute to the “EU Safety NetworkEU Safety Network” ?” ?


•• Provide additional knowledge & costProvide additional knowledge & cost--effective tools to further improve effective tools to further improve 
the dissemination & uptake of relevant research project resultsthe dissemination & uptake of relevant research project results to to 
different stakeholders (here: Member States different stakeholders (here: Member States –– Competent Authorities, Competent Authorities, 
industry operators, NGOs & the Commission).industry operators, NGOs & the Commission).


•• Provide costProvide cost--effective tools to further improve the effective tools to further improve the EU Safety NetworkEU Safety Network
by making it by making it more effective & increase the uptake of new knowledgemore effective & increase the uptake of new knowledge
linked to e.g. linked to e.g. services; monitoring; inspections; management (linkingservices; monitoring; inspections; management (linkinggg ; g; p ; g ( g; g; p ; g ( g
with responsible care, etc.); planning, design & development of with responsible care, etc.); planning, design & development of 
products & processesproducts & processes. . 







Integrisk Integrisk –– Further Developments in Risk Further Developments in Risk 
Assessment & Industrial SafetyAssessment & Industrial Safetyyy


How could Integrisk contribute to an improved risk assessment & How could Integrisk contribute to an improved risk assessment & 
industrial safety ?industrial safety ?industrial safety ?industrial safety ?


•• Provide additional knowledge & costProvide additional knowledge & cost--effective toolseffective tools to allow for greater to allow for greater 
convergence & dissemination of risk assessment practices betweenconvergence & dissemination of risk assessment practices betweeng pg p
Member States by Member States by facilitating learning & the development of facilitating learning & the development of 
future harmonised prevention activitiesfuture harmonised prevention activities..


P id dditi l k l d & tP id dditi l k l d & t ff ti t lff ti t l ff i di d•• Provide additional knowledge & costProvide additional knowledge & cost--effective toolseffective tools for for improved improved 
training, inspection & risk communicationtraining, inspection & risk communication approachesapproaches taking intotaking into
account specialities. account specialities. 


•• Provide additional knowledge & costProvide additional knowledge & cost--effective tools based on the user effective tools based on the user 
perspectiveperspective to further help in the analyses of the natural environment to further help in the analyses of the natural environment 
& di ti iti t& di ti iti t id tif th h d li k d t fid tif th h d li k d t f& surrounding activities to & surrounding activities to identify the hazards linked to a safe identify the hazards linked to a safe 
installation operation & the vulnerability of the areainstallation operation & the vulnerability of the area..


•• Contribute to ETPIS activities for a forum to allow for an informal &Contribute to ETPIS activities for a forum to allow for an informal &Contribute to ETPIS activities for a forum to allow for an informal &Contribute to ETPIS activities for a forum to allow for an informal &
open discussionopen discussion of various safety aspects including any ideas byof various safety aspects including any ideas by


involving all stakeholders. involving all stakeholders. 







ContentContent
S tti th SS tti th S•• Setting the Scene; Setting the Scene; 


•• Industrial Policy & Sustainable Development;Industrial Policy & Sustainable Development;Industrial Policy & Sustainable Development; Industrial Policy & Sustainable Development; 


•• The Seveso II Directive Review & the Integrisk Project; The Seveso II Directive Review & the Integrisk Project; 


•• Nanomaterials & the Integrisk Project;Nanomaterials & the Integrisk Project;


•• Nanomaterials Nanomaterials –– Exposure Measurements & Mitigation; Exposure Measurements & Mitigation; 


•• Conclusions. Conclusions. 







Integrisk Integrisk –– Health, Safety & Environmental Health, Safety & Environmental 
Aspects of NanomaterialsAspects of NanomaterialsAspects of NanomaterialsAspects of Nanomaterials


Nanomaterials Nanomaterials -- HazardHazard
i h iti f h i ti h iti f h i t•• size, shape, composition, surface chemistry size, shape, composition, surface chemistry 


including surface charge & adsorbed speciesincluding surface charge & adsorbed species


N t i lN t i l EENanomaterials Nanomaterials -- ExposureExposure
•• urgent need for exposure data on humans urgent need for exposure data on humans 


(consumers & workers) & environmental species(consumers & workers) & environmental species(consumers & workers) & environmental species (consumers & workers) & environmental species 
including microincluding micro--organisms leading to inherently safe   organisms leading to inherently safe   
processesprocessesprocessesprocesses


•• but, need to be applicable forbut, need to be applicable for
routine sampling & measurementroutine sampling & measurementroutine sampling & measurementroutine sampling & measurement
counting & measuring particles that are below the counting & measuring particles that are below the 
limit of detection by visible lightlimit of detection by visible lighty gy g


=> For Integrisk: Contribute to This Gap Closure => For Integrisk: Contribute to This Gap Closure 







Integrisk Integrisk –– Health, Safety & Environmental Health, Safety & Environmental 
Aspects of NanomaterialsAspects of Nanomaterials


NanomaterialsNanomaterials –– Risk CharacterisationRisk Characterisation


Aspects of NanomaterialsAspects of Nanomaterials


Nanomaterials Nanomaterials –– Risk CharacterisationRisk Characterisation


•• sourcessources
•• properties: high surface to volume ratio + quantum properties: high surface to volume ratio + quantum 


effectseffects
h i i i i lh i i i i l•• characterization is essentialcharacterization is essential


•• routine human exposure routine human exposure –– note background & historynote background & history
i i l t i h l ti b t h ii i l t i h l ti b t h i•• principal route: inhalation but changingprincipal route: inhalation but changing


•• environmental exposure: air, water, soil environmental exposure: air, water, soil –– note note 
background & historybackground & historybackground & historybackground & history







Integrisk Integrisk -- Health & Safety of Health & Safety of 
NanomaterialsNanomaterialsNanomaterialsNanomaterials


Knowledge gapsKnowledge gaps
•• mechanisms & kinetics of the releasemechanisms & kinetics of the release•• mechanisms & kinetics of the releasemechanisms & kinetics of the release
•• exposure levels to humans & environmentexposure levels to humans & environment


possibilit of e trapolationpossibilit of e trapolation•• possibility of extrapolationpossibility of extrapolation
•• toxicokinetic data after exposure for target organs toxicokinetic data after exposure for target organs 


identification & doses for hazard assessmentidentification & doses for hazard assessmentidentification & doses for hazard assessmentidentification & doses for hazard assessment
•• occupational exposureoccupational exposure
•• fate distribution & persistence & bioaccumulationfate distribution & persistence & bioaccumulation•• fate, distribution &, persistence & bioaccumulationfate, distribution &, persistence & bioaccumulation
•• effectseffects
ActionsActions


•• boosting collaboration => CA&Industry; OECD, ISO&CEN boosting collaboration => CA&Industry; OECD, ISO&CEN 
ActionsActions


=> For Integrisk: Contribute to This Gap Closure => For Integrisk: Contribute to This Gap Closure 
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Outline of the staged approach to identifying the Outline of the staged approach to identifying the 
human &  environmental risks from nanomaterials (1)human &  environmental risks from nanomaterials (1)


SCENIHR (2007), Opinion on the Appropriateness of the Risk Assessment Methodology in Accordance 
with the Technical Guidance Documents for New and Existing Substances for Assessing the Risk of 
Nanomaterials, adopted after public consultation, 
http://ec.europa.eu/health/ph_risk/committees/04_scenihr/scenihr_opinions_en.htm. 







Outline of the staged approach to identifying the Outline of the staged approach to identifying the 
human &  environmental risks from nanomaterials (2)human &  environmental risks from nanomaterials (2)


SCENIHR (2007), Opinion on the Appropriateness of the Risk Assessment Methodology in Accordance 
with the Technical Guidance Documents for New and Existing Substances for Assessing the Risk of 
Nanomaterials, adopted after public consultation, 
http://ec.europa.eu/health/ph_risk/committees/04_scenihr/scenihr_opinions_en.htm. 







Nanomaterials Nanomaterials –– PhysicoPhysico--Chemical Properties & Likely Chemical Properties & Likely 
Effects on Biological Interaction Effects on Biological Interaction 


(From Stone V., Clift M., Johnston H. (2008); Human toxicology and the effects of nanoparticles in J.Lead &(From Stone V., Clift M., Johnston H. (2008); Human toxicology and the effects of nanoparticles in J.Lead &(From Stone V., Clift M., Johnston H. (2008); Human toxicology and the effects of nanoparticles in J.Lead & (From Stone V., Clift M., Johnston H. (2008); Human toxicology and the effects of nanoparticles in J.Lead & 
E.Smith (Eds.), Environmental and Human Health Effects of Nanoparticles, Blackwell Science)E.Smith (Eds.), Environmental and Human Health Effects of Nanoparticles, Blackwell Science)


Aggregation &Aggregation &


ShapeShape


Aggregation &Aggregation &
AgglomerationAgglomeration DeDe--Aggregation &Aggregation &


DeDe--AgglomerationAgglomerationShapeShape


Inherent Toxicity;Inherent Toxicity;Surface scaling;Surface scaling;
PhysicoPhysico--Chemical Chemical 


Properties/Characteristics Properties/Characteristics 
of Nanomaterialsof Nanomaterials


ChargeCharge
Inherent Toxicity;Inherent Toxicity;
Biopersistence;Biopersistence;
Clearance;Clearance;
Translocation;Translocation;


Volume scaling;Volume scaling;
Specific SizeSpecific Size


SizeSize


SolubilitySolubility


Translocation;Translocation;
Interactions;Interactions;
ReleaseRelease


CompositionComposition
Stability Stability SolubilitySolubility







Nanomaterials Nanomaterials –– Aggregation / Agglomeration AspectsAggregation / Agglomeration Aspects
(M. Pridöhl (2009), Definitions & Working Programmes, Presentation at the  Workshop Nanomaterials, (M. Pridöhl (2009), Definitions & Working Programmes, Presentation at the  Workshop Nanomaterials, 


Rheinfelden, EVONIK, 5th February)Rheinfelden, EVONIK, 5th February)







Nanomaterials Nanomaterials –– OECD Sponsorship Programme OECD Sponsorship Programme -- Selected MaterialsSelected Materials
Lead 


( )
Co-sponsor(s) Contributors


Lead 
( )


Co-sponsor(s) Contributors
sponsor(s)


p ( )


Fullerenes(C60) Japan, US Denmark, China


SWCNTs Japan US
Canada, France, Germany,


sponsor(s)
p ( )


Fullerenes(C60) Japan, US Denmark, China


SWCNTs Japan US
Canada, France, Germany,


SWCNTs Japan, US
EC, China, BIAC


MWCNTs Japan, US Korea, BIAC
Canada , Germany, France, 


EC, China, BIAC


SWCNTs Japan, US
EC, China, BIAC


MWCNTs Japan, US Korea, BIAC
Canada , Germany, France, 


EC, China, BIAC


Silver nanoparticles Korea, US
Canada, Germany,


Nordic Council of Ministers
Australia, France, EC, China


I ti l Chi BIAC
Canada, US,


Silver nanoparticles Korea, US
Canada, Germany,


Nordic Council of Ministers
Australia, France, EC, China


I ti l Chi BIAC
Canada, US,


Iron nanoparticles China BIAC
, ,


Nordic Council of Ministers


Carbon black Denmark, Germany, US
Canada Korea


Iron nanoparticles China BIAC
, ,


Nordic Council of Ministers


Carbon black Denmark, Germany, US
Canada Korea


Titanium dioxide Germany
Canada, Korea,
Spain, US, BIAC


Denmark, China


Aluminium oxide Germany, US


Cerium oxide US UK/BIAC The Netherlands Australia Germany EC


Titanium dioxide Germany
Canada, Korea,
Spain, US, BIAC


Denmark, China


Aluminium oxide Germany, US


Cerium oxide US UK/BIAC The Netherlands Australia Germany ECCerium oxide US, UK/BIAC The Netherlands Australia, Germany, EC


Zinc oxide UK/BIAC US, BIAC Australia, Canada


Silicon dioxide EC Korea, BIAC Denmark, France


P l t K


Cerium oxide US, UK/BIAC The Netherlands Australia, Germany, EC


Zinc oxide UK/BIAC US, BIAC Australia, Canada


Silicon dioxide EC Korea, BIAC Denmark, France


P l t KPolystyrene Korea


Dendrimers Spain US


Nanoclays Denmark, US


Polystyrene Korea


Dendrimers Spain US


Nanoclays Denmark, US







OECDOECD--WPWP--MN MN -- Nanomaterials Exposure Measurement & MitigationNanomaterials Exposure Measurement & Mitigation
( OECD( OECD--WPWP--MN (2009); MN (2009); PRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION INPRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION IN


OCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALSOCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALS; ; see see http://www.oecd.org/dataoecd/36/36/42594202.pdfhttp://www.oecd.org/dataoecd/36/36/42594202.pdf or via or via 
http://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.htmlhttp://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.html))


•• The project on Exposure Measurement and Exposure Mitigation was The project on Exposure Measurement and Exposure Mitigation was 
established as a formal Steering Group of the OECDestablished as a formal Steering Group of the OECD--WPWP--MN in Nov.2007.MN in Nov.2007.


•• The operational plan outlines three phases of work: The operational plan outlines three phases of work: 
1) 1) exposure in occupational settingsexposure in occupational settings; ; 
2) exposure to humans resulting from contact with consumer products2) exposure to humans resulting from contact with consumer products) p g p) p g p


& & environmental releases of manufactured nanomaterialsenvironmental releases of manufactured nanomaterials; &; &
3) exposure to environmental species resulting from environmental3) exposure to environmental species resulting from environmental


releases of manufactured nanomaterials including releases fromreleases of manufactured nanomaterials including releases fromreleases of manufactured nanomaterials including releases from releases of manufactured nanomaterials including releases from 
consumer products containing manufactured nanomaterials.consumer products containing manufactured nanomaterials.


•• The objectives of phase 1) are described as:The objectives of phase 1) are described as:
T id tif & il id i f ti fT id tif & il id i f ti fTo identify & compile guidance information for exposure To identify & compile guidance information for exposure 
measurement & exposure mitigation for manufacturedmeasurement & exposure mitigation for manufactured
nanomaterials in occupational settings, including manufacture & nanomaterials in occupational settings, including manufacture & 
use of products in industrial, institutional and commercial settingsuse of products in industrial, institutional and commercial settings; ; 
To analyse existing guidance information for their adequacy inTo analyse existing guidance information for their adequacy in
addressing manufactured nanomaterialsaddressing manufactured nanomaterials, identify issues that are , identify issues that are gg , y, y
unique to manufactured nanomaterials, & prepare recommendationsunique to manufactured nanomaterials, & prepare recommendations


for next steps to be undertaken by the WPMN.for next steps to be undertaken by the WPMN.







Nanomaterials Nanomaterials –– Inhalation Aspects & MetricsInhalation Aspects & Metrics
(Th. Kuhlbusch (2009), Nanoparticles & Exposure, Presentation at the  Workshop Nanomaterials, Rheinfelden, (Th. Kuhlbusch (2009), Nanoparticles & Exposure, Presentation at the  Workshop Nanomaterials, Rheinfelden, 


EVONIK, 5th February)EVONIK, 5th February)







Nanomaterials Nanomaterials –– Exposure / Emission AspectsExposure / Emission Aspects
(Th. Kuhlbusch (2009), Nanoparticles & Exposure, Presentation at the  Workshop Nanomaterials, Rheinfelden, (Th. Kuhlbusch (2009), Nanoparticles & Exposure, Presentation at the  Workshop Nanomaterials, Rheinfelden, 


EVONIK, 5th February)EVONIK, 5th February)







OECDOECD--WPWP--MN MN -- Nanomaterials Exposure Measurement & MitigationNanomaterials Exposure Measurement & Mitigation
( OECD( OECD--WPWP--MN (2009); MN (2009); PRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION INPRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION IN


OCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALSOCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALS; ; see see http://www.oecd.org/dataoecd/36/36/42594202.pdfhttp://www.oecd.org/dataoecd/36/36/42594202.pdf or via or via 
http://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.htmlhttp://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.html))


Preliminary recommendations for exposure measurements in Preliminary recommendations for exposure measurements in 
occupational settings:occupational settings:


(1) Provide guidance on appropriate metrics (e.g. nanoparticle number,(1) Provide guidance on appropriate metrics (e.g. nanoparticle number,
surface area, mass) of exposure => surface area, mass) of exposure => work started work started –– Workshop 2008Workshop 2008;  ;  


(2) P id d ti t t h i & li(2) P id d ti t t h i & li(2) Provide recommendations on measurement techniques & sampling(2) Provide recommendations on measurement techniques & sampling
protocols for inhalational & dermal exposures in the workplaceprotocols for inhalational & dermal exposures in the workplace
=> => document completed & for declassification in 2008/9document completed & for declassification in 2008/9;;


(3) Identify reference nanomaterials for quality control of exposure(3) Identify reference nanomaterials for quality control of exposure
measurements => measurements => included in (2) &included in (2) & EC,JRCEC,JRC--IRMM publishedIRMM published
availability of 1st RMavailability of 1st RM;;yy ;;


(4) Compare available Workplace Industrial Hygiene Survey &(4) Compare available Workplace Industrial Hygiene Survey &
Sampling protocols => Sampling protocols => partly included in (2)partly included in (2);;


(5) Identify biomarkers of exposure to nanomaterials =>(5) Identify biomarkers of exposure to nanomaterials => not yetnot yet(5) Identify biomarkers of exposure to nanomaterials  (5) Identify biomarkers of exposure to nanomaterials  not yetnot yet
startedstarted; &; &


(6) Compare available Health Surveillance guidance & protocols(6) Compare available Health Surveillance guidance & protocols
=>=> work startedwork started –– Workshop 2009Workshop 2009=>=> work started work started –– Workshop 2009Workshop 2009..







OECDOECD--WPWP--MN MN -- Nanomaterials Exposure Measurement & MitigationNanomaterials Exposure Measurement & Mitigation
( OECD( OECD--WPWP--MN (2009); MN (2009); PRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION INPRELIMINARY ANALYSIS OF EXPOSURE MEASUREMENT AND EXPOSURE MITIGATION IN


OCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALSOCCUPATIONAL SETTINGS: MANUFACTURED NANOMATERIALS; ; see see http://www.oecd.org/dataoecd/36/36/42594202.pdfhttp://www.oecd.org/dataoecd/36/36/42594202.pdf or via or via 
http://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.htmlhttp://www.oecd.org/department/0,3355,en_2649_37015404_1_1_1_1_1,00.html))


Preliminary recommendations for exposure mitigation in occupational Preliminary recommendations for exposure mitigation in occupational 
settings:settings:


(1) Compare guidance on personal protective clothing, gloves &(1) Compare guidance on personal protective clothing, gloves &
respirators => respirators => document completed & for declassification in 2008/9document completed & for declassification in 2008/9
& Workshop 2008& Workshop 2008;;& Workshop 2008& Workshop 2008;    ;    


(2) Compare guidance on engineering, work practice controls, worker (2) Compare guidance on engineering, work practice controls, worker 
training & education => training & education => partly included in (1)partly included in (1);;


(3) C i i iti ti f(3) C i i iti ti f(3) Compare minimum exposure mitigation measures for(3) Compare minimum exposure mitigation measures for
nanomaterials required within government nanotechnology risknanomaterials required within government nanotechnology risk
management programs (for example, as part of voluntary reportingmanagement programs (for example, as part of voluntary reporting
programs for engineered nanomaterials) => programs for engineered nanomaterials) => a workshop activitya workshop activity
started linked with other steering groupsstarted linked with other steering groups;;


(4) Compare exposure mitigation guidance for laboratories (4) Compare exposure mitigation guidance for laboratories ( ) g g( ) g g
=> => work recently started with data/information collectionwork recently started with data/information collection;;


(5) Analyse Exposure Mitigation frameworks, such as Control Banding(5) Analyse Exposure Mitigation frameworks, such as Control Banding
approach, for applicability to nanotechnology =>approach, for applicability to nanotechnology => work partlywork partlyapproach, for applicability to nanotechnology  approach, for applicability to nanotechnology  work partlywork partly
started started –– Workshop 2008Workshop 2008..







European Risk Observatory European Risk Observatory -- Nanomaterials Nanomaterials 
(European Agency for Safety and Health at Work (2009); European Risk Observatory Report (European Agency for Safety and Health at Work (2009); European Risk Observatory Report –– Expert forecast on emerging chemical sExpert forecast on emerging chemical safety and afety and 


health; pp.8, 34health; pp.8, 34--35, 4535, 45--52; Brussels, BE, 52; Brussels, BE, see see http://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks/viewhttp://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks/view or directly at or directly at 
http://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_riskshttp://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks ))


• Although quantitative data needed for satisfactory risk assessment areAlthough quantitative data needed for satisfactory risk assessment are
still required sufficient information is available to still required sufficient information is available to begin a preliminary begin a preliminary 
assessment & to develop interim working practices to reduce possibleassessment & to develop interim working practices to reduce possibleassessment & to develop interim working practices to reduce possible assessment & to develop interim working practices to reduce possible 
workplace exposureworkplace exposure. . 


•• Manufacturing phase, maintenance & cleanManufacturing phase, maintenance & clean--up of equipment used to up of equipment used to a u actu g p ase, a te a ce & c eaa u actu g p ase, a te a ce & c ea up o equ p e t used toup o equ p e t used to
produce nanomaterials can be a source of exposure. produce nanomaterials can be a source of exposure. 


•• Further research should concentrate on: Further research should concentrate on: 
C l t LCA f t i l t id tif ll fC l t LCA f t i l t id tif ll fComplete LCA of nanomaterials to identify all sources ofComplete LCA of nanomaterials to identify all sources of
exposure situations & workplaces concernedexposure situations & workplaces concerned..
In parallel, to perform environment, health & safety research to In parallel, to perform environment, health & safety research to 
satisfy the responsible use of nanotechnologies.satisfy the responsible use of nanotechnologies.
Potential safety aspects involve catalytic effects, of fire & explosionPotential safety aspects involve catalytic effects, of fire & explosion
hazards => perform small scale testing for fire & explosionhazards => perform small scale testing for fire & explosionp g pp g p


prediction, studies on passivation of nanoparticlesprediction, studies on passivation of nanoparticles
surfaces linked to oxide layers, agglomeration/desurfaces linked to oxide layers, agglomeration/de--
--agglomeration studies, use of new confined stainlessagglomeration studies, use of new confined stainlessagglomeration studies, use of new confined stainlessagglomeration studies, use of new confined stainless
steel & Hartman test tube & falling hammer equipment is steel & Hartman test tube & falling hammer equipment is 
recommended to boost safety & efficiencyrecommended to boost safety & efficiency.     .     







European Risk Observatory European Risk Observatory -- Nanomaterials Nanomaterials 
(European Agency for Safety and health at Work (2009); European Risk Observatory Report (European Agency for Safety and health at Work (2009); European Risk Observatory Report –– Expert forecast on emerging chemical sExpert forecast on emerging chemical safety and afety and 
health; pp.8, 34health; pp.8, 34--35, 4535, 45--52; Brussels, BE, 52; Brussels, BE, see see http://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks/viewhttp://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks/view or directly at or directly at 


http://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_riskshttp://osha.europa.eu/en/publications/reports/TE3008390ENC_chemical_risks ))


•• Determine Determine physicophysico--chemical, toxicological and behavioural propertieschemical, toxicological and behavioural properties
of each nanomaterial. of each nanomaterial. 


•• Develop Develop reliable methods for their detection & measurementreliable methods for their detection & measurement in the in the 
environment & in humans. environment & in humans. 







Nanomaterials & Environment - Conclusions & Needs 
(Report from the workshop workshop on “Nano and the Environment” organized by Nanoforum & the Institute 


for Environment & Sustainability, EC-JRC-Ispra, 30 & 31 March 2006, see: 
http://www nanoforum org/nanoboard/comments php?DiscussionID=10&page=1#Item 1)http://www.nanoforum.org/nanoboard/comments.php?DiscussionID=10&page=1#Item_1)


Life – Cycle - Analysis (LCA)


Nanomaterials offer significant savings in raw material & energy
requirements (e.g. more powerful & higher energy rechargeable


y y ( )


requirements (e.g. more powerful & higher energy rechargeable 
batteries), however, materials used for new products should be ideally 
sourced from renewable or abundant sources:  


This is particularly important when rare materials are used in small
amounts that are widely distributed in products, & which can 
consequently be widely dispersed in the environment (e g platinum inconsequently be widely dispersed in the environment (e.g. platinum in 
catalytic convertors through exhaust fumes, or indium in LCD screens 
and solar cells). Understanding these mobility issues is essential for the 
proper application of LCA.


Note available guide from European Platform on LCANote available guide from European Platform on LCA⇒⇒ Note available guide from European Platform on LCA Note available guide from European Platform on LCA ––
more information on/via: more information on/via: http://lca.jrc.ithttp://lca.jrc.it / / LCA@JRC.itLCA@JRC.it . . 







Nanomaterials & Environment - Conclusions & Needs 
(Report from the workshop workshop on “Nano and the Environment” organized by Nanoforum & the Institute 


for Environment & Sustainability, EC-JRC-Ispra, 30 & 31 March 2006, see: 
http://www nanoforum org/nanoboard/comments php?DiscussionID=10&page=1#Item 1)http://www.nanoforum.org/nanoboard/comments.php?DiscussionID=10&page=1#Item_1)


Life Cycle Analysis (LCA)
to be subjected to a “full LCA”: 


A methodology that is adapted & applied to different scenarios &


Life – Cycle - Analysis (LCA)


A  methodology that is adapted & applied to different scenarios & 
takes into account all of the raw materials and energy consumption 
of a product from manufacture (including waste materials and their 
disposal), through use, to disposal or recycling.  


The LCA must also take account of different usage scenarios whichThe LCA must also take account of different usage scenarios which 
will be dependent on socio-economic impacts (e.g. will the introduction 
of a new product encourage people to purchase more of the same or 
similar item, or use it more extensively than an existing item on the 
market).


Note available guide from European Platform on LCA⇒ Note available guide from European Platform on LCA –
more information on/via: http://lca.jrc.it / LCA@JRC.it .







Development of Safe Industrial Development of Safe Industrial 
Production Systems & ApplicationProduction Systems & ApplicationProduction Systems & ApplicationProduction Systems & Application


N a n o f a c to ryN a n o f a c to ry p ilo t  lin e  1  «p ilo t  lin e  1  « S u rfa c eS u rfa c e »»


M o n ito rin g  &  T ra c e a b ility  in te g ra t io nM o n ito rin g  &  T ra c e a b ility  in te g ra t io nSeveral European Technology Platforms (ETPs) tackle Several European Technology Platforms (ETPs) tackle 
specifically risk analysis issues that are important for thespecifically risk analysis issues that are important for the


In te g ra te d  S e c u re  In te g ra te d  S e c u re  N a n o pa rt ic leN a n o pa rt ic le M a ss  P ro d u c tio nM a ss  P ro d u c tio n
L / P l d lL ase r / P las m a m o du le


P las m a  sp r ay in gP las m a  spr ay in g


P las m a  fo r m in gP las m a  for m in g


Im p r egn a tio nIm pr eg n a tio n


a o a cto yy p o t ep S u a c e


T R A N S P O R T


N a n o fa c to ryN a n o fa cto ry p ilo t  lin e  1  «p ilo t  lin e  1  « S u rfa c eS u rfa c e »»N a n o fa c to ryN a n o fa cto ry p ilo t  lin e  1  «p ilo t  lin e  1  « S u rfa c eS u rfa c e »»
specifically risk analysis issues that are important for the specifically risk analysis issues that are important for the 
needed knowledge gap closure linked to the development of needed knowledge gap closure linked to the development of 
necessary guides, testing, measurement & samplingnecessary guides, testing, measurement & samplingL ase r  / P las m a   m odu leL ase r  / P las m a   m o du le


C NT   M o d u leC NT   M o d u le


W e t / A e r o s o l M o d u leW e t / A e r o s o l M od u le


M ec han ic a l a llo y in gM ec han ic a l a llo y in g


F un c tion a liz a tio nF unc tion a liz a tio n
M o du leM od u le


D ire c t s a feD ire c t s a fe
r eco ver y  o f r eco ver y  o f 


n ano pow der sn ano pow der s A d va nce d  g ran u la tionA d va nce d  g ran u la tion
&  &  ve c to r isa tionve c to r isa tion


te ch n iqu este ch n iqu es


L ase r  3 D  d irec t L ase r  3 D  d irec t m an u fm an u f ..


L ase r s in ter ingL ase r s in ter ing


P ro c e ss  
in te g ra tio n


A D V A N C E D  P O W E R
S YS T E M S


E N V IR O N M EN T  &
H E A L T H


R a w m a te ria l (n an o tub es &  
) R a w m a te ria l fu n c tion al is a tion S a fe re c ov e ry o f fu n c tio na l ise d ra w


necessary guides, testing, measurement & sampling necessary guides, testing, measurement & sampling 
approaches for risk assessment methodologies. approaches for risk assessment methodologies. 


L ase r  s in ter ingL ase r  s in ter ing


S P SS P S


M icr ow a ve  s in ter in gM icr ow a ve  s in ter in g
C onv en tio na l In jec tio n  C onv en tion a l In jec tion  


M ou ld ingM ou ld ing
M IMM IM


A p p lic a tio n  
in te g ra tio n


A p p lic a tio n  
in te g ra tio n


N a n o fa c to ryN a n o fa c to ry p ilo t  lin e  2  «p ilo t  lin e  2  « B u lkB u lk »»N a n o fa c to ryN a n o fa c to ry p ilo t  lin e  2  «p ilo t  lin e  2  « B u lkB u lk »»
n an op o wd e r s ) s yn the s is R a w m a te ria l fu n c tion al is a tion


m a te ria ls


F ib th iF ib th i


⇒⇒ Hence, it is essential to draw actively on all of their Hence, it is essential to draw actively on all of their 
knowledge, activities & networks. knowledge, activities & networks. 


N a n o fa cto ryN a n o fa cto ry p ilo t  lin e  2  «p ilo t  lin e  2  « B u lkB u lk »»
F ibre s  s yn th es isF ibre s  s yn th es is


ETP Industrial Safety – Nanosafety-HUB, Strategic Research Agenda (SRA); 
EC, Nanosafe2 Project. 







Dust Related BATs Dust Related BATs –– IPPCIPPC--Directive Directive -- Reference Document on BAT Reference Document on BAT 
for the production of  Speciality  Inorganic Chemicals (SIC)for the production of  Speciality  Inorganic Chemicals (SIC)


(The “Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC(The “Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC--BREF)” isBREF)” is(The Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC(The Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC--BREF)  is BREF)  is 
downloadable from: downloadable from: http://eippcb.jrc.es/pages/FActivities.htmhttp://eippcb.jrc.es/pages/FActivities.htm))


Some BAT conclusions reached
Total dust abatement – whole SIC (1)


Fabric 
G i di


Mixing


Source Abatement
(individual or in combination)


Dust caracteristics:
M h l / i f ti l filter


ESP


Grinding
/milling


Drying
• T
• Humidity


• Morphology/size of particles
• Particle weight
• Particle hardness
• Sticking properties
• T of particles


Cyclone
Combustion/
calcination


• pH


• T
Properties of the carrier gas:
• Flow rate
• T
• Humidity
• pH


Scrubber
(neutral or 
alkaline)


• pH
Storage and 


handling1
1 includes conveying
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Dust Related BATs Dust Related BATs –– IPPCIPPC--Directive Directive -- Reference Document on BAT Reference Document on BAT 
for the production of  Speciality  Inorganic Chemicals (SIC)for the production of  Speciality  Inorganic Chemicals (SIC)


(The “Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC(The “Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC--BREF)” isBREF)” is(The Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC(The Speciality Inorganic Chemicals Best Available Techniques Reference Document (SIC--BREF)  is BREF)  is 
downloadable from: downloadable from: http://eippcb.jrc.es/pages/FActivities.htmhttp://eippcb.jrc.es/pages/FActivities.htm))


Some BAT conclusions reached
Total dust abatement – whole SIC (2)


BAT is to:
5.6 minimise emissions of total dust in off-gases and achieve emission 


levels of 1 – 10 mg/Nm3 by one or more of the following techniques:
a. cyclone (see Section 4.4.2.1.2)
b. fabric or ceramic filter (see Section 4.4.2.1.5)
c. wet dust scrubber (see Section 4.4.2.1.3)
d ESP ( S ti 4 4 2 1 4)d. ESP (see Section 4.4.2.1.4).
The lower end of the range may be achieved by using fabric filters 
in combination with other abatement techniques. However, the 
range may be higher, depending on the carrier gas and particle 
characteristics (see Section 4.4.2.1). Using fabric filters is not 
always possible, e.g. when other pollutants have to be abated (e.g. 
SOx) or when the off-gases present humid conditions (e.g. presence 
of liquid acid).
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Dust Related BATs Dust Related BATs –– IPPCIPPC--Directive Directive -- Reference Document on BAT Reference Document on BAT 
BAT in the  Ceramic Manufacturing IndustryBAT in the  Ceramic Manufacturing Industry


(The “Ceramic Manufacturing Industry Best Available Techniques Reference Document (SIC(The “Ceramic Manufacturing Industry Best Available Techniques Reference Document (SIC--BREF)” isBREF)” is


Example


(The Ceramic Manufacturing Industry Best Available Techniques Reference Document (SIC(The Ceramic Manufacturing Industry Best Available Techniques Reference Document (SIC--BREF)  is BREF)  is 
downloadable from: downloadable from: http://eippcb.jrc.es/pages/FActivities.htmhttp://eippcb.jrc.es/pages/FActivities.htm))


 Wall and floor tiles, household ceramics, sanitaryware, technical 


Sector specific BAT Sector specific BAT –– Channelled dust emissionsChannelled dust emissions
p e


ceramics, vitrified clay pipes:
• Reduce channelled dust emissions from spray glazing processes to 1 –


10 mg/m3, as the half hourly average value, by applying bag filters or 
sintered lamellar filters.sintered lamellar filters.


 Wall and floor tiles, household ceramics, technical ceramics:
• Reduce channelled dust emissions from spray drying processes to 1 –


30 mg/m3 as the half hourly average value by applying bag filters or30 mg/m , as the half hourly average value, by applying bag filters, or 
to 1 – 50 mg/m3 by applying cyclones in combination with wet dust 
separators for existing installations, if the rinsing water can be re-used.


Expanded clay aggregates:p y gg g
• Reduce channelled dust emissions from hot off-gases to 5 – 50 mg/m3, 


as the daily average value, by applying electrostatic precipitators or wet 
dust separators.
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ContentContent
S tti th SS tti th S•• Setting the Scene; Setting the Scene; 


•• Industrial Policy & Sustainable Development;Industrial Policy & Sustainable Development;Industrial Policy & Sustainable Development; Industrial Policy & Sustainable Development; 


•• The Seveso II Directive Review & the Integrisk Project;The Seveso II Directive Review & the Integrisk Project;


•• Nanomaterials & the Integrisk Project; Nanomaterials & the Integrisk Project; 


•• Nanomaterials Nanomaterials –– Exposure Measurements & MitigationExposure Measurements & Mitigation
Aspects;Aspects;Aspects; Aspects; 


•• Conclusions Conclusions 







ConclusionsConclusions –– General Safety AspectsGeneral Safety Aspects
Effective training & education approaches including courses & toolsEffective training & education approaches including courses & toolsEffective training & education approaches including courses & toolsEffective training & education approaches including courses & tools
are needed.are needed.


Cost effective & efficient technology tools & information forCost effective & efficient technology tools & information forCost effective & efficient technology, tools & information for Cost effective & efficient technology, tools & information for 
harmonised, costharmonised, cost--effective & efficient prevention approaches & effective & efficient prevention approaches & 
guidance documents would be very helpful.guidance documents would be very helpful.


Data for the economic viability test(s) of technology, tools & prevention Data for the economic viability test(s) of technology, tools & prevention 
approaches are needed.  approaches are needed.  


Further detailed data & studies for the economic assessment of safetyFurther detailed data & studies for the economic assessment of safetyFurther detailed data & studies for the economic assessment of safetyFurther detailed data & studies for the economic assessment of safety
approaches are needed approaches are needed –– FF--Seveso Study’s Indicative ResultsSeveso Study’s Indicative Results.  .  


Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD)Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD)Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD) Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD) 
to ensure detailed collaboration between all stakeholders, developto ensure detailed collaboration between all stakeholders, develop
possible representative approaches, contribution to relevant testingpossible representative approaches, contribution to relevant testing


t & ti ti f i f d & t t d di lt & ti ti f i f d & t t d di laspects & continuation of an informed & targeted dialogue. aspects & continuation of an informed & targeted dialogue. 


=> We can do it=> We can do it







ConclusionsConclusions –– Prioritisation Prioritisation -- NanomaterialsNanomaterials
Work on sampling, measurements, test & reference materials forWork on sampling, measurements, test & reference materials for
exposure assessment especially based on number concentration,exposure assessment especially based on number concentration,
surface & shape surface & shape –– choice of suitable metrics.choice of suitable metrics.


E h t i d l b t d ti & t i iE h t i d l b t d ti & t i iEnsure enough trained personnel, boost education & training.Ensure enough trained personnel, boost education & training.


Ensure suitable, easy to access &/or sharing infrastructure.  Ensure suitable, easy to access &/or sharing infrastructure.  


Harmonise & validate sampling, measurement & systems for exposureHarmonise & validate sampling, measurement & systems for exposure
assessment assessment –– intelligent work sharing.  intelligent work sharing.  
Build actively on existing activities & finding answers to questions toBuild actively on existing activities & finding answers to questions toBuild actively on existing activities & finding answers to questions to Build actively on existing activities & finding answers to questions to 
further develop existing & new exposure assessment tools, ensure a further develop existing & new exposure assessment tools, ensure a 
further implementation of current regulations & a thorough gap further implementation of current regulations & a thorough gap 


l il ianalysis.  analysis.  


Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD) Use the different mechanisms & networks (e.g. ETPs,ISO,CEN & OECD) 
to ensure detailed collaboration between all stakeholders developto ensure detailed collaboration between all stakeholders developto ensure detailed collaboration between all stakeholders, developto ensure detailed collaboration between all stakeholders, develop
possible representative approaches, contribution to relevant testingpossible representative approaches, contribution to relevant testing
aspects & continuation of an informed & targeted dialogue. aspects & continuation of an informed & targeted dialogue. 


=> We can do it=> We can do it
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iNTeg-Risk


iNTeg-Risk: Early Recognition, Monitoring and Integrated Management of 
Emerging, New Technology Related Risks


iNT Ri k SP1iNTeg-Risk SP1 : 
From specific industrial problems to commonFrom specific industrial problems to common 
European approach in iNTeg-Risk ERRAs


Bruno Debray, INERIS
Murès Zaréa, GDF Suez







SP1 – Start with REAL Technology Problems : Objectivesgy j


ERRAs = Emerging Risks Representative Applications
- SP1 provides the 17 practical cases on which the methodology 


will be build upon
- Each ERRA: Characterises an emerging risk and therefore 


clarifies  the criteria to qualify it as suchclarifies  the criteria to qualify it as such
- Structures the questions raised by an integrated approach


applied to emerging risks in each ERRA
- Identifies methodological gaps to be filled
- Identifies available tools to be used
- Develops specific solutions to the problems Develops specific solutions to the problems 


SP1 is the key input to other SP’s, especially SP2 !


2iNTeg-Risk







Position of SP1 in the project


3iNTeg-Risk







MAIN OBJECTIVES


- Direct Usability in Industry: deliverables to be 
directly used by industry y y y


- Direct Usability in iNTegRisk: apply the 
template, to to contribute results to SP 2, 3, 4 template, to to contribute results to SP 2, 3, 4 


4iNTeg-Risk







Main figures


SP5


Main figures
Total SP1 effort : 606 MMDuration : 27 months


SP1SP4


SP2


SP3


Partners involved : 55


5iNTeg-Risk







ERRAs on Topic A : new technologies (POLIMI: 
R t  R t )Renato Rota)


- A1: CO2 capture and sequestrationCO2 capture and sequestration, both technical p qp q ,
risks and governance risk  (HSE) 


- A2: Insurance and reInsurance and re--insurance aspectsinsurance aspects of emerging A2: Insurance and reInsurance and re insurance aspectsinsurance aspects of emerging 
risks including the security-related (HSSE) emerging 
risks of new technologies (SWISS Re)


- A3: Automated aerial surveillanceAutomated aerial surveillance for gas and oil 
high pressure transmission pipeline (GDF SUEZ)


- A4: Liquid Natural Gas (LNG) regasification in LNG) regasification in 
sensitive areassensitive areas on-shore and offshore (D'Appolonia)


- A5: Safety and security of underground hubsSafety and security of underground hubs with 
interconnected transportation services and shopping 


6iNTeg-Risk


interconnected transportation services and shopping 
centers (VSH)







ERRAs on Topic B : new materials and 
productsproducts
- B1: Public health and medical issues 


related to monitoring of emerging risks in 
d d fd d fproduction, storage and transport of nanoproduction, storage and transport of nano--


materialsmaterials on industrial scale in small and 
medium enterprises (SMEs) (Novineon)


- B2: Emerging risks related to advanced advanced 
storage technologies for hazardous storage technologies for hazardous storage technologies for hazardous storage technologies for hazardous 
materialsmaterials (including H2) (BAM)


- B3:Emerging risks related to development 
and use of advanced engineering use of advanced engineering 
materials, composite materialsmaterials, composite materials (KMM-materials, composite materialsmaterials, composite materials (KMM
VIN)
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ERRAs on Topic C : new production – technologies & 
production networks  SINTEF Øien Knutproduction networks  SINTEF Øien Knut


- C1: Challenges to safety posed by outsourcing of outsourcing of 
critical taskscritical tasks – in oil, gas, petrochemical and 
const ction ind st ies (DTU) construction industries (DTU) 


- C2: Remote operation in environmentally Remote operation in environmentally 
sensitive areassensitive areas (SINTEF)


- C3: OnOn--line riskline risk--monitoringmonitoring and assessment of C3 OO e se s o to go to g a d assess e t o


emerging risks in conventional industrial plantsin conventional industrial plants –
monitoring of risks beyond the design/regulatory 
basis (BZF)basis (BZF)


- C4: Atypical, oneone--ofof--thethe--kind major kind major 
hazards/scenarioshazards/scenarios ( t B fi ld i li ti ) hazards/scenarioshazards/scenarios (post-Buncefield implications) 
and their inclusion in the normal HSSE practice (HSE)
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- C5: Security of energy supplySecurity of energy supply and related 
emerging risks (JRC)







ERRAs on Topic D : emerging risks – related policiesERRAs on Topic D : emerging risks – related policies


- D1: Definition of KPIsDefinition of KPIs emerging risks for selected 
industry case studies, including CSR aspects of 
emerging risks (DNV) 


- D2: Integrated approach on emerging risks related to D2: Integrated approach on emerging risks related to 
the implementation of European safety legislation implementation of European safety legislation 
on SMEson SMEs and its application on companies working in 


Distributed Energy ResourcesDistributed Energy Resources (DER) (LEIA)


D3: Emerging risks related to interaction between interaction between - D3: Emerging risks related to interaction between interaction between 
natural hazards and new technologies at a natural hazards and new technologies at a 
community levelcommunity level (INERIS)


- D4: Emerging risks related to hazardous substanceshazardous substances, 
i t  bli  h lth d l ti  ith REACH d 
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impact on public health and relations with REACH and 
GHS (RIVM)







How emerging are the risks in different ERRAs


A first glance in a table


O i i f i i k


Emerging Risk Type New Technology New Materials, 
Products


New Industrial 
Process - P or 
Environment - E


New Organisation - O 
or Regulation - R


Existing risk 
issue


Totally New A1, A2, A3, B3 B1, B3 A1E + P, B2 - P, 
B3 - P


A1, A3, B1, C5, D2 A3, C3


Origin of emerging risk


B3 - P
Reconsideration of existing issue due 
to public perception


A2 C2 - E C5 A5, C1, C4, 
D1 D3, D4


Reconsideration of existing issue due 
to new / lacking knowledge 


A2 B3 B2 P D2 A5, C1, C3, 
D1, D3, D4


Risks increasing due to higher A5 C1 C3Risks increasing due to higher 
occurrence frequency


A2 A5, C1, C3, 
D4


Risks increasing due to more severe 
consequences


A2 A4, B2 E+P A5, C4
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Typology of ERRAs
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Typology of  ERRAs
Technology innovation & 
demonstrations
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C5 B1 C4 B3 A1 D2 D3 A5 B2 A2 D4 C1 C2 C3 D1 A4 A3


What they produce 


C5 B1 C4 B3 A1 D2 D3 A5 B2 A2 D4 C1 C2. C3 D1 A4 A3
Laboratory experiments 1 1 1
Set-up of new experimental device 1
Models 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Methods 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1Methods 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Guidelines 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bibliographical or regulatory survey 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Population or stakeholders survey 1 1 1 1 1 1
KPI 1 1 1 1 1 1KPI 1 1 1 1 1 1
Decision support based on KPI 1 1 1 1 1 1
Tool specifications 1 1 1 1 1 1 1 1 1
Tool 1 1 1 1 1 1 1 1
D ft t d d ifi tiDraft standard specification 1
Database 1 1
Technological innovation 1 1
Technical device specification 1 1
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Prototype of technology 1 1
Demonstration of results on industrial case 1 1 1 1 1 1
Business application plans 1







Integration within ERRAs


16


18


Integration within ERRAs 
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SP1 : Common methodological framework


For each ERRA 
- Clearly identify the gaps 
- Clearly position the emerging risksClearly position the emerging risks
- Solve these gaps with specific solutions
- Provide elements for making them generic (-> SP2)
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What the ERRAs are going to do and how it 
interacts with the preliminary framework interacts with the preliminary framework 
(IRGCxERMF)
Example of ERRA A5 - Safety and security of underground 
h b  ith i t t d t t ti  i  d hubs with interconnected transportation services and 
shopping centers –VSH-SP-STUVA-INERIS (preliminary)


1) Pre-assessment 
- Problem framing : what are the emerging risk issues in 


the ERRA ?
- Eg. The development of deep underground infrastructure 


(DUI) creates situations where risk is not managed  i e  in (DUI) creates situations where risk is not managed… i.e. in 
case of an accident we don’t know how to react


- The estimation of risk is not possible because of lack of 
models and data


- Risk management measures are lacking- Risk management measures are lacking..
- Fresh air supply ? (T)
- Communication in complex DUI ? (T, H, C)
- Escape routes ? (T, H, C)


User behaviour in crisis situations in DUI ? (H C)
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- User behaviour in crisis situations in DUI ? (H,C)







Pre-assessment


- Are there early warnings ? = indications of increase of 
mass transportation and number of DUI…


- No clear warning beyond expert concerns ??? To be 
documented with stakeholders ?


Can e sc een these ERIs and make a hie a ch  ?- Can we screen these ERIs and make a hierarchy ?


- Determination of scientific conventions :
The usual models are at their limits  No clear - The usual models are at their limits. No clear 
consensus on the risk appraisal process => the gap 
analysis will be made (T,R)
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Risk appraisal
- Risk assessment


- Hazard assessment: Many debates about the models to use 
and their limits in DUI. A roadmap for developing new 
models will be designed (T,R)


- Exposure and vulnerability assessment: risk analysis Exposure and vulnerability assessment: risk analysis 
methodology not clearly defined => guideline for risk 
analysis (T,R)


- Risk estimation: Need to develop integrated models to 
assess the influence of safety measures on risk => Roadmapassess the influence of safety measures on risk => Roadmap


- Concern assessment
- Risk perception : is there any social perception of the risk 


l t d t  DUI ?  t lk  ith t k h ld  ( t  related to DUI ? => talks with stakeholders (metro 
barcelona, Madrid, Munich…) (C,H,R)


- Social concerns : are there social concerns about DUI? => 
talks with stakeholders (C,H,R)


- Socio-economic impacts : what would be the socio-economic 
impact of… an accident in DUI… not developing DUI… => 
talks with stakeholders (C,H,R)
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Tolerability & Acceptability judgement


Risk characterisation
- Risk profile: is there a common agreed format to express the 


risk (eg. FN curves ?) or state of the art to which compare a 
situation ? KPIs ? are we able to draw the risk profile? at various 
scales? (T,R) (eg. An infrastructure, a region, a country?) scales? (T,R) (eg. An infrastructure, a region, a country?) 


- Judgement of the seriousness of risk : is there a conventional 
acceptability limit (eg. Regulatory) ? Decision criteria based on 
KPIs ? 


- Conclusion and risk reduction options : is there a clear decision - Conclusion and risk reduction options : is there a clear decision 
process for implementing risk reduction options? Are risk 
reduction options known? => Specific ERRA result


Risk Evaluations a uat o
- Judging the Tolerability & Acceptability : who is involved in the 


definition of Tolerability ? Is there an explicit process? Could one 
be defined? => interview of stakeholders (R)
Need for Risk Reduction Measures: who decides that risk - Need for Risk Reduction Measures: who decides that risk 
reduction measures are needed? Are possible risk reduction 
measures known? => interview of stakeholders (R)
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Risk Management


Decision Making
- Option Identification & Generation : who designs the risk 


management options (measures, risk avoidance, go/no go)?
- Option Assessment: how is it done? - Option Assessment: how is it done? 
- Option Evaluation & Selection: who does it? How ? On the base 


of which criteria besides the risk criteria? Cost, benefits, 
regulation...if so, is it adapted to DUI?


Implementation
- Option Realisation: who is in charge? What is the process? Are 


the design rules known ? Are the models available ?... 
Ventilation  escape routes  training  communication techniques Ventilation, escape routes, training, communication techniques 
in DUI specification guidelines?


- Monitoring & Control: how is it monitored? Guideline for DUI 
monitoring
F db k f  Ri k M  P i ? - Feedback from Risk Management Practice? 


Answer to all these questions considering T.C.H. R = guidelines for DUI risk management 
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How ERRAs position themselves with respect to the ERMF and IRGC frameworks


iNTeg-Risk 


Framework
IRGC


Tolerability & 


ERMF


A1 A3 A4 A5 A1 A3 A4 A5 A3 A4 A5 A3 A4 A5


Pre-assessment Risk Appraisal Acceptability 


Judgment


Risk Management


B1 B2 B3 B1 B2 B3 B2 B3 B1 B2 B3


C1                   C3        C4 C1 C2 C4 C4 C2 C4


D1 D2 D3 D1 D3 D4 D1 D3 D4 D1 D2 D3 D4


A3 A4 A5 A3 A5 A3 A4 A5 A3 A4 A5


T
C3 C3 C3


B1 B2 B1 B2 B2 B1 B2


C4 C2


D1 D2 D3 D1 D2 D3 D1 D2 D3 D1 D2 D3


A3 A5 A3 A5 A3 A5 A3 A5


C
C3 C3 C3


A3 A5 A3 A5 A3 A5 A3 A5


B1 B2 B3 B1 B2 B3 B1 B2 B3 B1 B2 B3


C1 C1 C4 C1 C1 C2 C4


D2 D3 D2 D3 D4 D4 D2 D4


H
C3C3C3 C3


A1 A3 A4 A5 A3 A4 A5 A3 A4 A5 A3 A4 A5


B1 B1 B1


C4 C2


D2 D3 D4 D2 D3 D4 D3 D4 D3


R
C3 C3 C3
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Process to develop ERRA deliverables using the 
t l ttemplate


Aim: produce ERRA results that can be pooled together in SP2 
– SP4 


First shot at using the template (3 opportunities):
- Produce detailed summaries for at least one deliverable 


of the ERRA – deadline June 2009  a teleconference (SP  of the ERRA – deadline June 2009, a teleconference (SP, 
WP, ERRA leaders) will be scheduled before summer 
holidays to check this action


- Summaries to be developed / posted in the webtool- Summaries to be developed / posted in the webtool
- Produce relevant information for SP2 (see below)


Meetings september 22-23 to use these inputs in the Delphi 
workshops
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ERRAs have to produce for SP2 items below in 2 releases  


J e & befo e Se te be  22  2009June & before September 22, 2009 :


- An initial list of terms, with adequate definitions that will provide , q p
SP2 with elements of terminology


- The description of emerging risks will provide SP2 with elements 
for the paradigmp g


- The description of which parts of the framework are covered 
by the ERRA will provide SP2 with elements of the framework


- The list of the methods used in the ERRAs and the initial gapThe list of the methods used in the ERRAs and the initial gap 
analysis will provide SP2 with elements for the gap analysis 
between what is needed by the framework and the methods/tools 
already covered by SP2y y


- The initial reflection on KPIs will provide SP2 with first ideas on 
this subject
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General criteria to validate deliverables & work


- Direct Usability in Industry: can deliverables be 
directly used by industry ?y y y


- Direct Usability in iNTegRisk: was the template 
applied, do results contribute to SP 2, 3, 4 ?


- Proportionality: is work to produce results Proportionality: is work to produce results 
commensurate with planned & spent resources ?


- Compliance with Quality Assurance procedures
- Good referencing of sourcesGood referencing of sources
- Good indexation – Key words
- Conformity to the type of deliverable (report, tool, 


method  database)method, database)
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Conclusion


Success of SP1 is critical
ERRAs can be viewed as autonomous subprojects with j
own industrial objectives 


They produce their own innovative results


B t th  l   th  t i l f  f t  i t ti  But they also are the material for future integration 
and production of the innovative generic results of the 
project.


It is essential to ensure a large sharing of content 
using the structuring tools provided aiming at 
convergence and sharing of knowledge within the 
project and with the rest of the world.
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T1.3.2: B2: Emerging risks related to advanced storage technologies 
for hazardous materials


basic description:


• What are the new challenges in storage processes?
• What are the emerging risks?• What are the emerging risks?
• What are the risk assessment procedures now?


What ill be ne in risk assessment and safet• What will be new in risk assessment and safety 
solutions?


iNTeg-RiskJune 2-3, 2009 2







What are the new challenges in storage processes?


Distributed storage of „new“ energy carriers (H2, LNG)


Storage of large masses of CO2


New storage technologies for fossile fuels (e g > 105 t of coal)New storage technologies for fossile fuels (e.g. > 10 t of coal)


Underground storage of potentially chemically active materials


Underground storage of radioactive materials


Above-ground storage of chemically active wastes and recycling g g y y g
materials
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New storage technologies for fossile fuels


above-ground silo coal storage at a 
power plant (2 x 50 000 t)power plant (2 x 50.000 t)
(from www.eurosilo.com)


underground coal storage at a power 
plant 
(from www eurosilo com)
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Underground storage of potentially chemically active materials
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Emerging risks consideration: technical issues


Failure of equipment for storage, shipping or conveying liquid and pressurized 
H2H2,


What is the "acceptable" maximum size for storage containers for H2?
Large coal storage: autoignition of densely packed coal, insufficient preventive 


methods or effective firemethods or effective fire
prevention that renders coal storage unusable (such as clogging to prevent 


transport).
Interaction of long-term thermal and chemical stability of wastes with rock layerInteraction of long term thermal and chemical stability of wastes with rock layer 


mechanical stability,
Hazards of unintentional CO2 release from containers for intermediate storage 


and transportation (will be addressed by Pertti Auerkari et. al.)p ( y )
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Emerging risks consideration: human / organisational / management issues


Methodologies for lessons learning from accidents evacuationMethodologies for lessons-learning from accidents, evacuation


management respecting human behaviour in deep and complex underground 
infrastructuresinfrastructures


Large underground coal storage: HSE risk to personnel and emissions; in 
addition the risk of lost districtaddition, the risk of lost district


heating capacity that can be critical under mid-winter cold spells (clogged 
transport is enough to disrupt coal feed),transport is enough to disrupt coal feed),


…..
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Emerging risks consideration: Communication / risk governance issues


Acceptance of hydrogen applications (problem of oxyhydrogen), p y g pp (p y y g )


Risk mitigation of fires, explosions and toxic gases in the surrounding of 
large storage facilities by constructional, organisational and 
communicational means


…..
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The innovative solutions consist of


the identification and evaluation of emerging risks for large-scale storage of 
liquid H2liquid H2,


the identification and evaluation of emerging risks of large-scale storage of 
CO2 (will be addressed by Pertti Auerkari et. al.),2 ( y ),


the application of new mathematical models for physical and chemical 
processes in the deposits,p p


development of a new quick test for thermal stability of waste, 


development of a classification system of waste according to hazard 
indicators,


li i f QRAapplication of QRA,


application of technical barriers to dense coal ignition,
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Example: Unexpected reactions of wastes in underground storage facilities


• Based on
“Stocamine” rapport d’expertise pour la Commission Locale– Stocamine  rapport d expertise pour la Commission Locale 
d’Information et surveillance (C.L.I.S) du centre de Stockage de 
Déchets Ultimes Stocamine à Wittelsheim (France) (2003)


• Alain Cantineau
• Alain Kiennemann
• Pablo Lerena
• Alain Lugnier
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Outline
• Description of the incident


Hypothesis of the origin of the fire• Hypothesis of the origin of the fire
• Consequences of the incident


L l t• Lessons learnt
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Stocamine: underground storage of waste


Clay


Water table


Salt
Old mines


Storage
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Picture from a similar storage (Nerfa- Neurode in Germany)
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Fire
• September 10th, 2002


Fumes and smell– Fumes and smell


• Aeration of the sector is reduced, fire fighting with water
– Fumes are reduced but not eliminatedFumes are reduced but not eliminated
– CO, CO2, SO2… monitoring:


• Despite two attempts of reducing oxygen still signs of combustion
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Fire
• Final attempt on extinguishing the fire


Infrared detection of the hot spots– Infrared detection of the hot spots
– Extinction with water


• November 17th, 2002November 17th, 2002
– The fire is extinguished
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Origin of the fire (hypothesis)
• At the beginning of September:


Storage of “big bags”: asbestos containing residues of a fire– Storage of big-bags : asbestos- containing residues of a fire
• Foul odour, liquid drain


• Self-heating of these productsg p
– Self-sustained combustion also in reduced oxygen atmosphere


• Presence of oxidizing substances (fertilizers)
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Consequences of the fire
• Exposure of the operators


Operators tried first to extinguish the fire without protection– Operators tried first to extinguish the fire without protection
• As the stored products were supposed not being combustible, no 


procedure was in place to intervene in case of a fire producing toxic 
fumesfumes


– Contamination with dioxin of some galleries
• Potential exposure during future work in the storageg g
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Consequences of the fire
• The activity of the storage was stopped


The sector were the fire occurred was closed• The sector were the fire occurred was closed
• What to do with the 44000 t of waste present in the 


mine?mine?
– Stay forever (closing the shafts)


• Pollution in 500, 1000 years?y
– Take them out


• High occupational risks (asbestos)


iNTeg-Risk







Lessons learnt
• The risks related to the thermal instability and 


combustibility were known but forgottencombustibility were known but forgotten
– The fact that asbestos-containing waste may contain 


combustible or self-heating materials went unnoticed
– Testing for content of asbestos-containing waste is difficult


• Improved preventive procedures to avoid storing 
b tibl d lf h ti t i lcombustible and self-heating  materials


• Define emergency procedures to intervene if however a 
fire occursfire occurs 
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Thanks for your attention !
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TÜV SÜD Industrie Service GmbH
iNTeg-


Risk 2


Nanomaterials Intermediate
products Products


Production of
nanoscale structures in 


unprocessed form


Intermediate products
with nanoscale features


Finished goods
incorporating nanomaterials
(„nano-enabled“ products)
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NT companies worldwide


North America: > 1,050 ( ~ 975 in the USA, ~ 75 in Canada)


Europe: > 300 (~ 100 in Germany)
UK & Germany: largest SME activities and 


big business investment


Asia-Pacific: > 250 ( ~ 90 in China, 
followed by South Korea, Japan, Australia)
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Agenda


1. What we do and the kind of nanorisks we need to manage


2. How we manage these nanorisks (hands on approach)
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Question: How can the functionality of 
nanoparticles unfold in real world products?


Nanoparticle-
Producer


Nanoparticle-
User


Buy my 
nanoparticles!


How to incorporate them 
in my product?


Value chain


?


Names Degussa and Vernel used as illustrative examples only
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Combining existing strengths with new technology 
to tackle a specific part of the nanoparticle processing value chain


Nanoparticle-
PRODUCER


Nanoparticle-
USER


Value chain


E.g.: Surface modification of 
nanoparticles ensures ability to 
process and compatibility with 
products („ready-to-use“)


Dispersion device Surface modifier
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TÜV SÜD Industrie Service GmbH


Typical processes needed in the 
nanoparticle processing value chain


Product


Functional
Colloid


Tailored 
Process


Customer


Nanoparticles


Surface modifier (SM)


Solvent/ Matrix
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Buhler PARTEC main fields of activity
Revenue breakdown by type of business


67%


22%


6%
5%


Metal oxide 
nanodispersions*


Soft structure 
nanodis-
persions


High performance pigment 
nanodispersions


Carbon nanodispersions


34%


28%


11%


28%*


Easy-to-clean


Mechanical 
reinforcement


Transparent 
mineral UV 
protection


Rest**


By material By application


* Mainly ZnO, TiO2, Al2O3, ZrO2 and also SiO2
** Emerging applications
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The Problem
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Risk
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Corporate Buhler as equipment and 
plant manufacturer does not intrinsically have a 
HSE department
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Agenda


1. What we do and the kind of nanorisks we need to manage


2. How we manage these nanorisks (hands on approach)
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Risk management ≠ risk elimination, but
the management to keep the risks 
As Low As Reasonably Practicable


RISK MANAGEMENT


RISK ELIMINATION
≠


RISKS ARE ALARP


=
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Our risk management system is based on 4 elements


MSDS


RAS


Safe 
Production


Monitoring
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How we practice our nanospecific risk management
1st quarter 2nd quarter 3rd quarter 4th quarter


PARTEC production Uzwil, CH


MSDS PI RAS


PARTEC R&D Saarbrucken, D


MSDS Clusterlist


PARTEC management team


Risk advisory board


1st meeting 2nd meeting 3rd meeting 4th meeting


• 1st Certification Sept. 2007


• Recertification Aug. 2008


QM / ISO 9001


Monitoring 
Report


State of S & T nanorisks
RAS


Monitoring 
Report


Monitoring 
Report


Monitoring 
Report


Monitoring 
ReportRAS RAS RAS RAS


iNTeg-
Risk







TÜV SÜD Industrie Service GmbH 15


The RAS define the input for the monitoring radar, 
the Clusterlist defines the input for the foresight monitoring radar
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X X X X (X) X
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Anwendungszweck AnwendungsmärkteHerstellschritte


• Clusterlist reflects possible future products


• Currently more than 500 entries


• 9 clusters with 28 subclusters


• Similar risk profile within subclusters


• Clusters / subclusters defined together with risk advisory board


• Regularly updated (since business changes also …)


iNTeg-
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Clusterlist


Risk advisory board PARTEC management team


• No RAS exists for subcluster


• RAS for subcluster already exists


Cluster


Cluster


Cluster


Subcluster


In production or 
production due 
shortly


Risk appraisal critical


• Issue RAS immediately for new product


• Complete RAS immediately with new product


A
Risk appraisal non critical


• Threshold rule applies


• No RAS if quantity less than 1’000 kg


• No RAS if revenue < 50 kCHF


B


Minutes


The RAS define the input for the monitoring radar, 
the Clusterlist defines the input for the foresight monitoring radar


iNTeg-
Risk
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RAS are issued with a two step assessment process


RAS


RAS


Assessment 1:
Are further nanomaterial 
specific tests required?


Assessment 2:
Perform HSE risk assessment 
according to conventional risk 
analysis methods


iNTeg-
Risk
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Consideration of the state of science & technology 
in order to decide whether additional tests are required


α = Expected/estimated damage


β = Portability/analogy of data


Risk advisory board


iNTeg-
Risk
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3


4


5


1


Criteria for the evaluation of publications


Base of knowledge
PC data, in vitro or in vivo data, longtime experiences


Transferability of the database
in vivo: principle of similarity (similarity to hb)
in vitro: exposition relevant information, general information


Comparison of publications
How many publications are available? Are the results similar? 


Rating of the publication
Reputation of journal and author(s)


Transferability to the product
Are the possible incorporation paths discussed properly?
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Assessment of β = Assessment of relevance
Criterion Appraisal


fulfilled Limited Questionable


Portability β1 β1


β2 β2


β3 β3


β4 β4


β4 β3


β3 β2


β2 β1


β4 β2


β3 β1


β2 β1


Consistent expert 
opinion


β1 β1


β2 β2


β3 β3


β4 β4


Accredited source β4 β3


β3 β2


β2 β1


βa βb


βb βc


βc β


βaβ
iNTeg-


Risk
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2nd Assessment: Conventional risk analysis using 
the root cause method and same in conjunction with α and β


Potential damage
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Kausalanalyse Konsequenzanalyse
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funktion 2


Kausalanalyse Konsequenzanalyse


Präventive Maßnahmen
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Gefährdung


Sicherheits-
funktion 2


Rohmaterial SiO2


Massive SiO2 Freisetzung durch Brand in Produktion


Massive Freisetzung SiO2 durch Brand im Lager


Hautkontamination SiO2


Staubkontamination (Lunge) SiO2


Einlagern


Transport


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Transport


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Einlagern


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Brand im Lagerraum


Kurzschluss Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Brand in der Produktion


Kurzschluss


Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Prozessfehler


iNTeg-
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The issue is tackled with the guiding principle
the less you know, the more dangerous the material is by definition


Potential damage
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Auswirkung 
auf Menschen


Analogieschluss
Schadens-
potenzial


Art der Schädigung
Inkorporations-


weg
Schadens-
ausmass


F
Inhalation


E
schw ere Schädigung Ingestion


α = 3 od. 4 E
dermal


A
Schadenspotenzial nicht möglich


bekannt D
α = 2, 3 od. 4 Inhalation


C
Ausw irkungen leichte Schädigung Ingestion
auf Tiere sind α = 2 C


ausreichend bakannt dermal
(in vivo Tier) A


ß = 3 nicht möglich
B


Inhalation
A


keine Ingestion
Schädigung A


α = 1 dermal
A


nicht möglich
E


Inhalation
D


schw ere Schädigung Ingestion
α = 3 od. 4 D


dermal
A


Schadenspotenzial nicht möglich
bekannt D


α = 2, 3 od. 4 Inhalation
C


leichte Schädigung Ingestion
Ausw irkungen α = 2 B
auf Menschen Ausw irkung auf Zellen dermal


nicht ausreichend oder Zellkulturen A
untersucht sind bekannt nicht möglich


ß = 1, 2 od. 3 (in vitro) C
ß = 2 Inhalation


B
keine Ingestion


Schädigung A
α = 1 dermal


A
nicht möglich


C
Nur Materialeigenschaften Inhalation


bekannt, auf Ausw ir- C
kungen auf Menschen Ingestion
kann nicht geschlossen C


w erden (PC-Daten) dermal
ß = 1 A


nicht möglich
F


Inhalation
F


schw ere Schädigung Ingestion
α = 3 od. 4 E


dermal
A


Schadenspotenzial nicht möglich
bekannt D


α = 2, 3 od. 4 Inhalation
Ausw irkungen D
auf Menschen leichte Schädigung Ingestion


ausreichend untersucht α = 2 C
(in vivo Mensch) dermal


ß = 4 A
nicht möglich


keine A
Schädigung


α = 1


β α


Rohmaterial SiO2


Massive SiO2 Freisetzung durch Brand in Produktion


Massive Freisetzung SiO2 durch Brand im Lager


Hautkontamination SiO2


Staubkontamination (Lunge) SiO2


Einlagern


Transport


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Transport


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Einlagern


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Brand im Lagerraum


Kurzschluss Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Brand in der Produktion


Kurzschluss


Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Prozessfehler


Root cause analysis for 
incorporation path
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Consideration of safety systems and containment barriers 
rounds off the picture of the risk assessment matrix


Safety systems


Barriers


iNTeg-
Risk
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RAS


The RAS (Risk Assessment Sheet) is the central document


Rohmaterial SiO2


Massive SiO2 Freisetzung durch Brand in Produktion


Massive Freisetzung SiO2 durch Brand im Lager


Hautkontamination SiO2


Staubkontamination (Lunge) SiO2


Einlagern


Transport


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Transport


Handlingfehler mit offenem Gebinde


Defektes Gebinde


Umfüllen


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Einlagern


Defektes Gebinde


Handlingfehler mit offenem Gebinde


Brand im Lagerraum


Kurzschluss Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Brand in der Produktion


Kurzschluss


Brandstiftung


Bewusstes Fehlverhalten Elektrostatische Funkenbildung


Prozessfehler


Is also used in 
the context of 
EU REACH as 
risk analysis


• 4 RAS issued in first year


• Typically documents with 20 pages
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The monitoring systems manages changes required for the 
RAS and acts as an early warning system for future products


Monitoring 
Report


Clusterlist


RAS


General part


• Documents new findings per RAS
• Documents changes made
• Documents 360° risk analysis


• Documents new findings that 
might impact the assessment of 
future products


• Documents all news, trends, 
actions, regulations, perception 
and the like relevant for a 
comprehensive risk appraisal


iNTeg-
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What is interesting here for iNTeg-Risk?  


- Risk assessments in situations of uncertainty


- Judgements of similar situations


- Monitoring risks – what are relevant parameters?
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Nanotechnologies and SMEs
- a case study


1st iNTeg-Risk Conference


June 3, 2009


Stuttgart, Germany


March 25, 2009
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Nanomaterials


Intermediate


products


Products


Production of


nanoscale structures in unprocessed form


Intermediate products


with nanoscale features


Finished goods


incorporating nanomaterials („nano-enabled“ products)
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Good afternoon, it‘s a pleasure to talk to you today. My presentation will be about processing of nanoparticles in real world products


We would like to show you how one can use agitator bead mills to unfold the innovation potential of nanoparticles in real world products


We would like to explain you about the importance of the grinding formulation along with the aspects related to the equipment that have been presented by my colleagues
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NT companies worldwide





  North America: > 1,050 ( ~ 975 in the USA, ~ 75 in Canada)





  Europe: > 300 (~ 100 in Germany)


    UK & Germany: largest SME activities and 


	big business investment





  Asia-Pacific: > 250 ( ~ 90 in China, 
	followed by South Korea, Japan, Australia)
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Agenda


1.	What we do and the kind of nanorisks we need to manage





2.	How we manage these nanorisks (hands on approach)
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Question: How can the functionality of 
nanoparticles unfold in real world products?








Nanoparticle-


Producer








Nanoparticle-


User








Buy my nanoparticles!





How to incorporate them in my product?


Value chain














?


Names Degussa and Vernel used as illustrative examples only
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Combining existing strengths with new technology 
to tackle a specific part of the nanoparticle processing value chain





Nanoparticle-


PRODUCER








Nanoparticle-


USER





Value chain








E.g.: Surface modification of nanoparticles ensures ability to process and compatibility with products („ready-to-use“)




















Dispersion device





Surface modifier
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Typical processes needed in the 
nanoparticle processing value chain







































































Product



























































Functional
Colloid


















































Tailored Process














Customer









































Nanoparticles


Surface modifier (SM)


Solvent/ Matrix
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Buhler PARTEC main fields of activity
Revenue breakdown by type of business





67%


22%


6%


5%


Metal oxide nanodispersions*


Soft structure nanodis-persions


High performance pigment nanodispersions


Carbon nanodispersions





34%


28%


11%


28%*


Easy-to-clean


Mechanical reinforcement


Transparent mineral UV protection


Rest**


By material


By application








* Mainly ZnO, TiO2, Al2O3, ZrO2 and also SiO2


** Emerging applications
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The Problem
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Corporate Buhler as equipment and 
plant manufacturer does not intrinsically have a 
HSE department
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Agenda


1.	What we do and the kind of nanorisks we need to manage





2.	How we manage these nanorisks (hands on approach)
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Risk management ≠ risk elimination, but
the management to keep the risks 
As Low As Reasonably Practicable


RISK MANAGEMENT


RISK ELIMINATION


≠


RISKS ARE ALARP


=
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Our risk management system is based on 4 elements














MSDS


RAS


Safe Production


Monitoring
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How we practice our nanospecific risk management














1st quarter


2nd quarter


3rd quarter


4th quarter























PARTEC production Uzwil, CH











MSDS











PI











RAS








PARTEC R&D Saarbrucken, D











MSDS





Clusterlist








PARTEC management team





Risk advisory board























1st meeting








2nd meeting








3rd meeting








4th meeting





























1st Certification Sept. 2007


Recertification Aug. 2008





QM / ISO 9001





Monitoring Report








State of S & T nanorisks




















RAS





Monitoring Report





Monitoring Report





Monitoring Report





Monitoring Report











RAS











RAS











RAS











RAS
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The RAS define the input for the monitoring radar, 
 the Clusterlist defines the input for the foresight monitoring radar








Clusterlist






































Clusterlist reflects possible future products


Currently more than 500 entries


9 clusters with 28 subclusters


Similar risk profile within subclusters


Clusters / subclusters defined together with risk advisory board


Regularly updated (since business changes also …)
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Clusterlist





Risk advisory board

















PARTEC management team














No RAS exists for subcluster


RAS for subcluster already exists











Cluster











Cluster


Cluster


Subcluster











In production or production due shortly





Risk appraisal critical


Issue RAS immediately for new product


Complete RAS immediately with new product








A





Risk appraisal non critical


Threshold rule applies


No RAS if quantity less than 1’000 kg


No RAS if revenue < 50 kCHF








B





Minutes





The RAS define the input for the monitoring radar, 
 the Clusterlist defines the input for the foresight monitoring radar
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RAS are issued with a two step assessment process











RAS




















RAS

















Assessment 1:


Are further nanomaterial specific tests required?














Assessment 2:


Perform HSE risk assessment according to conventional risk analysis methods
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Consideration of the state of science & technology 
in order to decide whether additional tests are required








 = Expected/estimated damage


 = Portability/analogy of data


























Risk advisory board
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1


Criteria for the evaluation of publications


Base of knowledge


PC data, in vitro or in vivo data, longtime experiences


Transferability of the database


in vivo: principle of similarity (similarity to hb)


in vitro: exposition relevant information, general information


Comparison of publications


How many publications are available? Are the results similar? 


Rating of the publication


Reputation of journal and author(s)


Transferability to the product


Are the possible incorporation paths discussed properly?
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Assessment of  = Assessment of relevance


			Criterion			Appraisal						


						fulfilled			Limited			Questionable


			Portability			1  1
2  2
3  3
4  4			4  3
3  2
2  1			4  2
3  1
2  1


			Consistent expert opinion						1  1
2  2
3  3
4  4			


			Accredited source						4  3
3  2
2  1			











a


b








b


c








c

















a
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2nd Assessment: Conventional risk analysis using 
the root cause method and same in conjunction with  and  











Potential damage


Frequency of occurrence
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The issue is tackled with the guiding principle
the less you know, the more dangerous the material is by definition








Potential damage





Frequency of occurrence





























Root cause analysis for incorporation path
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Consideration of safety systems and containment barriers 
rounds off the picture of the risk assessment matrix

















Safety systems


Barriers
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RAS


The RAS (Risk Assessment Sheet) is the central document









































Is also used in the context of EU REACH as risk analysis

















4 RAS issued in first year


Typically documents with 20 pages
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The monitoring systems manages changes required for the 
RAS and acts as an early warning system for future products





Monitoring Report








Clusterlist











RAS


General part


Documents new findings per RAS


Documents changes made


Documents 360° risk analysis


Documents new findings that might impact the assessment of future products


Documents all news, trends, actions, regulations, perception and the like relevant for a comprehensive risk appraisal
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What is interesting here for iNTeg-Risk?  


 Risk assessments in situations of uncertainty


 Judgements of similar situations


 Monitoring risks – what are relevant parameters?
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Bildung von Clustern für RAS Erstellung von gegenwärtigen und künftigen PARTEC Produkten



Material



PositionClusterTeilcluster



Produkt



Standard (S) / Massgeschneidert (M)Produktform: Dispersion (D), Masterbatch (M), Pulver (Pu), Paste (Pa)



Matrix



Füllgrad< 20nm20 - 100nm> 100nm< 20nm20 - 100nm> 100nmSoft (S) / Hard (H)SMSMPolymerischOligomerischMahlprozessDreiwalzwerkFällung (Alkoxy)HydrothermalTrocknungTrockenmahlungZentrifugierenSol-Gel (Hydrolyse)CompoundierungMischenChemische ModifikationUV-SchutzFarbechtheitPhotokatalyseEasy-toCleanIndexmatchingEl. LeitfähigkeitMech. VerstärkungRheologieSchleifkornRöntgenopazitätNukleierungFarben & LackeKunststoffeTextilienFasernAbrasivesKeramikElektronikbauteilDiverseDentalmaterialienKosmetikDotiersubstanzDotiergradVerkapselung Weitere Optionen



ZnO



1



11.1NanoSunguard BAO



SD



Butylacetat 25%



XXXHXX XXX(X)X Ga, Mn0-5%SiO2, Al2O3, beidePrimärpartikel < 20nm
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Introduction


June 2-3, 2009


Increase in atmospheric CO2 ⇒ climate change ⇒ countermeasures


- Natural sources
and sinks + significant
human emissions 


- Added impact by other 
greenhouse emissions
such as methane, HFC,
soot, N2O… 


- Potential consequences: 
global warming 2-6°C, 
flooding of coastal
regions, widespread 
droughts by the end 
of the century?


trend


trend
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Problems - challenges


Mean change in world temperature


0 = mean of 1951-1980


trend


trend • Accelerating global warming: 
- interaction of factors, e.g. 
warming by CO2 will release
methane from permafrost
and (finally) ocean floor   


• Sensitivity in climate models 
⇒ uncertainty


• Calibration by measured and 
factored consequences:
- trends in measurements 
- historical & other evidence


• Efficiency of countermeasures?
- cost, timing, impact 


June 2-3, 2009
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Suggested countermeasures: CO2 capture & storage
Challenge: slow recovery from warming


Mean rise in temperature
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Capture at source + deep underground storage


• even a modest source (pp)
≥ million tonnes of CO2 per year


• max ∼100 000 ton / ship 


• alternatively large network
of pipelines > 1000 km min


• large intermediate storage sites


Intermediate storage & transport of CO2, at additional risk/cost
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Capture at source + deep underground storage


CCS for coal firing:
• Pre- or post-combustion capture, e.g. 


with gasification (IGCC) or oxyfuel 
processes  


• Oxyfuel plant for conversion to
carbon dioxide (and water)


• Transport to final storage by 
pipeline/shipping
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Emerging risk issues:


• Ineffective capture 


• Incomplete or no 
mineralisation, poor 
sealing layers 
⇒ leaking storage


• Threat to human life:
- natural analogies
in Cameroon, Europe


- industrial leaks


CO2 geyser = leaking geological storage


Capture at source + deep underground storage


June 2-3, 2009


Aeschbach-Hertig 2009
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Biological capture + storage as char


June 2-3, 2009


- pre-industrial CO2 sources balanced by sinks


- nearly 500 Gt of CO2 per year in atmospheric circulation on land


- bound to biomass, large potential (volume in nature)
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Biological capture + storage as char


Capture by pyrolysis of biomass: 


- CO2-neutral to -reducing 


- provides fuels for e.g. transport


- remnant carbon as char to improve 
agricultural soils (stable > 103 yr)


- applicable on individual farmer 
level and in larger scale plants


Emerging risk issues:


- expansion by a diffuse process   


- implementation to sufficient extent
on time for significant impact


- application in conservative societies
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Geological/mineral capture + storage


Features:


• facilitates storage on surface, 
reduced transport distance 


• carbon “permanently” bound 


• larger mass to transport/storage   
than with gaseous/liquid CO2


Mg2SiO4 + 2CO2 = 2MgCO3 + SiO2


Mg2SiO4 + CaMgSi2O6 + 2CO2 + 2H2O = Mg3Si2O5(OH)4 + CaCO3 + MgCO3


Natural peridotite: mainly olivine (Mg,Fe)2SiO4 & pyroxene (Ca,Mg,Fe)2Si2O6


Reaction with carbon dioxide to form solid carbonate/silicate products: e.g.


Risk issues:
• leaks at the site of capture


(or in transport / reaction site)  
• cost of surface storage 


(large landfills) 
• high volume of transport 


(reagents & reaction products)
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Other proposed approaches


Risk issues:
- limited technology, slow to
implement or unknown impact 


- unequal distribution of 
benefits and cost


- political/societal acceptance
in different countries/regions   


Geoengineering: 
- manipulation of Earth thermal
balance (solar reflectors, feeding
of ocean algal blooms, etc.) 


- manipulation of precipitation: 
cloud seeding, forest planting etc. 


- chemical trapping of CO2
directly from the atmosphere
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Status 


June 2-3, 2009


Atmospheric CO2 now higher than for millions of years 


Advantages:
- warmer in Finland


- no new ice ages 
(before CO2 ∼ 250 ppm)


Disadvantages:
- lowland/coastal flooding


- deserts spreading


- loss of agricultural land


- high cost of intervention


- only slow recovery after 
mitigating action


Current  level


IPCC range 
for 2100







iNTeg-Risk


Risk issues in climate change: current view


June 2-3, 2009
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Risk issues in climate change: current view


- Assumed mitigation by
2020-2050 (?)  


- Serious concern on
regional agreement


- Difficulties to accept
global vs. regional
benefits and cost 


- Difficulties to accept
the time lag between 
mitigating action and its
measurable impact


Allen et al. 2009
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Summary: emerging risk in CCS
• Capture at source + deep underground storage:


- carbon permanently stored in appropriate sediments (if not leaking); but
- no mature technology or large scale implementation before 2020-2030
- risks in storage and transport due to unprecedented scale    


• Biological capture + storage (char):
- inherently safe for thousands of years, added benefit in soil management
- distributed (local) effort, probably slow to implement globally  


• Geological/mineral capture + storage:
- only surface depository needed, carbon ∼permanently stored 
- even larger scale mass transport than as CO2


• General aspects:
- any widely distributed (local) mitigation process can be slow to implement 
- unequal regional benefits of mitigation  
⇒ slow or reduced response, multiple methods necessary


- urgent action needed if “safe” level of CO2 ∼ 350-450 ppm  


June 2-3, 2009
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Increase in atmospheric CO2   climate change  countermeasures


- Natural sources


  and sinks + significant


  human emissions 





- Added impact by other 


  greenhouse emissions
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- Potential consequences: 


  global warming 2-6C, 


  flooding of coastal


  regions, widespread 
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Problems - challenges


			Accelerating global warming: 


- interaction of factors, e.g. 


  warming by CO2 will release


  methane from permafrost


  and (finally) ocean floor   





			Sensitivity in climate models 


 uncertainty


 


			Calibration by measured and 


factored consequences:


- trends in measurements 


- historical & other evidence





			Efficiency of countermeasures?


- cost, timing, impact 
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 Suggested countermeasures: CO2 capture & storage








Challenge: slow recovery from warming
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 Capture at source + deep underground storage
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			 even a modest source (pp)


   million tonnes of CO2 per year





			 max 100 000 ton / ship 





			 alternatively large network


  of pipelines > 1000 km min








			 large intermediate storage sites





Intermediate storage & transport of CO2, at additional risk/cost 
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Capture at source + deep underground storage


CCS for coal firing:





			Pre- or post-combustion capture, e.g. with gasification (IGCC) or oxyfuel processes  





			Oxyfuel plant for conversion to


carbon dioxide (and water)





			Transport to final storage by pipeline/shipping
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Capture at source + deep underground storage


Emerging risk issues:





			Ineffective capture 





			Incomplete or no mineralisation, poor sealing layers 


 leaking storage


 


			Threat to human life:





- natural analogies


  in Cameroon, Europe





- industrial leaks    





CO2 geyser = leaking geological storage 
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Biological capture + storage as char
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			 pre-industrial CO2 sources balanced by sinks





			 nearly 500 Gt of CO2 per year in atmospheric circulation on land 





			 bound to biomass, large potential (volume in nature)
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Biological capture + storage as char








Capture by pyrolysis of biomass: 


 


  - CO2-neutral to -reducing 


  


  - provides fuels for e.g. transport





  - remnant carbon as char to improve 


    agricultural soils (stable > 103 yr)


 


  - applicable on individual farmer 


    level and in larger scale plants








Emerging risk issues:  





  - expansion by a diffuse process   





  - implementation to sufficient extent


    on time for significant impact


 


  - application in conservative societies
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Geological/mineral capture + storage








Features:


  


			 facilitates storage on surface, 


  reduced transport distance 





			 carbon “permanently” bound 





			 larger mass to transport/storage   


  than with gaseous/liquid CO2  





Mg2SiO4 + 2CO2 = 2MgCO3 + SiO2  





Mg2SiO4 + CaMgSi2O6 + 2CO2 + 2H2O = Mg3Si2O5(OH)4 + CaCO3 + MgCO3


Natural peridotite: mainly olivine (Mg,Fe)2SiO4 & pyroxene (Ca,Mg,Fe)2Si2O6 





Reaction with carbon dioxide to form solid carbonate/silicate products: e.g. 


Risk issues:





			leaks at the site of capture


(or in transport / reaction site)  





			cost of surface storage 


(large landfills) 





			high volume of transport (reagents & reaction products) 
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Other proposed approaches 


     Risk issues:





- limited technology, slow to


  implement or unknown impact 





- unequal distribution of 


  benefits and cost





- political/societal acceptance


  in different countries/regions   
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Geoengineering: 


  


- manipulation of Earth thermal


  balance (solar reflectors, feeding


  of ocean algal blooms, etc.) 





- manipulation of precipitation: 


  cloud seeding, forest planting etc. 





- chemical trapping of CO2 


  directly from the atmosphere 
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Status 
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Atmospheric CO2 now higher than for millions of years 


Advantages: 





  - warmer in Finland


 


  - no new ice ages 


    (before CO2  250 ppm)





Disadvantages:





  - lowland/coastal flooding





  - deserts spreading





  - loss of agricultural land





  - high cost of intervention





  - only slow recovery after 


    mitigating action  


     


Current  level


IPCC range for 2100
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Risk issues in climate change: current view
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Risk issues in climate change: current view


- Assumed mitigation by


  2020-2050 (?)  





			 Serious concern on


   regional agreement








- Difficulties to accept


  global vs. regional


  benefits and cost 





- Difficulties to accept


   the time lag between 


   mitigating action and its


   measurable impact





   


Allen et al. 2009
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Summary: emerging risk in CCS  


			Capture at source + deep underground storage:


 


- carbon permanently stored in appropriate sediments (if not leaking); but


- no mature technology or large scale implementation before 2020-2030


- risks in storage and transport due to unprecedented scale    





			Biological capture + storage (char):





- inherently safe for thousands of years, added benefit in soil management


- distributed (local) effort, probably slow to implement globally   





			Geological/mineral capture + storage:


   


- only surface depository needed, carbon permanently stored 


- even larger scale mass transport than as CO2    


      


			General aspects:


  


- any widely distributed (local) mitigation process can be slow to implement 


- unequal regional benefits of mitigation  


   slow or reduced response, multiple methods necessary


- urgent action needed if “safe” level of CO2  350-450 ppm  
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Introduction


June 2-3, 2009


Increase in atmospheric CO2 ⇒ climate change ⇒ countermeasures


- Natural sources
and sinks + significant
human emissions 


- Added impact by other 
greenhouse emissions
such as methane, HFC,
soot, N2O… 


- Potential consequences: 
global warming 2-6°C, 
flooding of coastal
regions, widespread 
droughts by the end 
of the century?


trend


trend
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Suggested countermeasures: CO2 capture & storage
Challenge: slow recovery from warming


(slow ocean heating/cooling, long CO2 residence time)
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Capture at source + deep underground storage
CCS for coal firing:
• Pre- or post-combustion capture, e.g. 


with gasification or combustion  


• Oxyfuel plant for conversion to
carbon dioxide (and water)


• Transport to final storage by 
pipeline/shipping


June 2-3, 2009
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Capture at source + deep underground storage


• even a modest source (pp)
≥ million tonnes of CO2 per year


• max ∼100 000 ton / ship 


• alternatively large network
of pipelines > 1000 km min


• large intermediate storage sites


Intermediate storage & transport of CO2, at additional risk/cost
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Emerging risk issues:


• Ineffective capture 


• Incomplete or no 
mineralisation, poor 
sealing layers 
⇒ leaking storage


• Threat to human life:
- natural analogies
in Cameroon, Europe


- industrial leaks


CO2 geyser = leaking geological source


Capture at source + deep underground storage


June 2-3, 2009


Aeschbach-Hertig 2009
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Biological capture + storage as char


June 2-3, 2009


- pre-industrial CO2 sources balanced by sinks


- nearly 500 Gt of CO2 per year in atmospheric circulation on land


- bound to biomass, large potential (volume in nature)
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Biological capture + storage as char


Capture by pyrolysis of biomass: 


- CO2-neutral to -reducing 


- provides fuels for e.g. transport


- remnant carbon as char to improve 
agricultural soils (stable > 103 yr)


- applicable on individual farmer 
level and in larger scale plants


Emerging risk issues:


- expansion by a diffuse process   


- implementation to sufficient extent
on time for significant impact


- application in conservative societies


June 2-3, 2009







iNTeg-Risk


Geological/mineral capture + storage


Features:


• facilitates storage on surface, 
reduced transport distance 


• carbon ∼permanently bound 


• larger mass to transport/storage   
than with gaseous/liquid CO2


Mg2SiO4 + 2CO2 = 2MgCO3 + SiO2


Mg2SiO4 + CaMgSi2O6 + 2CO2 + 2H2O = Mg3Si2O5(OH)4 + CaCO3 + MgCO3


Natural peridotite: mainly olivine (Mg,Fe)2SiO4 & pyroxene (Ca,Mg,Fe)2Si2O6


Reaction with carbon dioxide to form solid carbonate/silicate products: e.g.


Risk issues:
• leaks at the site of capture


(or in transport / reaction site)  
• cost of surface storage 


(large landfills) 
• high volume of transport 


(reagents & reaction products)
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Other proposed approaches


Risk issues:
- limited technology, slow to
implement or unknown impacts 


- unequal distribution of 
benefits and cost


- political/societal acceptance
in different countries/regions


Geoengineering: 
- manipulation of Earth thermal
balance (solar reflectors, feeding
of ocean algal blooms, etc.) 


- manipulation of precipitation: 
cloud seeding, forest planting etc. 


- chemical trapping of CO2
directly from the atmosphere
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Status 


June 2-3, 2009


Atmospheric CO2 now higher than for a million years 


Advantages:
- warmer in Finland


- no new ice ages 
(before CO2 ∼ 250 ppm)


Disadvantages:
- lowland/coastal flooding


- deserts spreading


- loss of agricultural land


- high cost of intervention


- only slow recovery after 
mitigating action


Current  level


IPCC range 
for 2100
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Risks in climate change: 950 ppm by 2100


June 2-3, 2009
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Summary: emerging risks in CCS


• Capture at source + deep underground storage:
- carbon permanently stored in appropriate sediments; but
- no large scale implementation before 2020-2030
- risks in storage and transport due to unprecedented scale    


• Biological capture + storage (char):
- inherently safe for thousands of years, added benefit in soil management
- distributed (local) effort, probably slow to implement   


• Geological/mineral capture + storage:
- only surface depository needed, carbon ∼permanently stored 
- even larger scale mass transport than as CO2


• General aspects:
- distributed mitigation slow to implement
- geoengineering: efficient (?), high cost, immature technology  
- unequal regional cost and benefits
⇒ slow or reduced response, multiple methods necessary
⇒ urgent action if “safe” CO2 level ∼ 350-450 ppm  


June 2-3, 2009
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Increase in atmospheric CO2   climate change  countermeasures


- Natural sources


  and sinks + significant


  human emissions 





- Added impact by other 


  greenhouse emissions


  such as methane, HFC,


  soot, N2O… 





- Potential consequences: 


  global warming 2-6C, 


  flooding of coastal


  regions, widespread 


  droughts by the end 


  of the century?  


   


trend


trend
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 Suggested countermeasures: CO2 capture & storage








Challenge: slow recovery from warming


(slow ocean heating/cooling, long CO2 residence time)
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Capture at source + deep underground storage


CCS for coal firing:





			Pre- or post-combustion capture, e.g. with gasification or combustion  





			Oxyfuel plant for conversion to


carbon dioxide (and water)





			Transport to final storage by pipeline/shipping
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 Capture at source + deep underground storage








June 2-3, 2009


			 even a modest source (pp)


   million tonnes of CO2 per year





			 max 100 000 ton / ship 





			 alternatively large network


  of pipelines > 1000 km min








			 large intermediate storage sites





Intermediate storage & transport of CO2, at additional risk/cost 
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Capture at source + deep underground storage


Emerging risk issues:





			Ineffective capture 





			Incomplete or no mineralisation, poor sealing layers 


 leaking storage


 


			Threat to human life:





- natural analogies


  in Cameroon, Europe





- industrial leaks    





CO2 geyser = leaking geological source
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Biological capture + storage as char
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			 pre-industrial CO2 sources balanced by sinks





			 nearly 500 Gt of CO2 per year in atmospheric circulation on land 





			 bound to biomass, large potential (volume in nature)
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Biological capture + storage as char








Capture by pyrolysis of biomass: 


 


  - CO2-neutral to -reducing 


  


  - provides fuels for e.g. transport





  - remnant carbon as char to improve 


    agricultural soils (stable > 103 yr)


 


  - applicable on individual farmer 


    level and in larger scale plants








Emerging risk issues:  





  - expansion by a diffuse process   





  - implementation to sufficient extent


    on time for significant impact


 


  - application in conservative societies
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Geological/mineral capture + storage








Features:


  


			 facilitates storage on surface, 


  reduced transport distance 





			 carbon permanently bound 





			 larger mass to transport/storage   


  than with gaseous/liquid CO2  





Mg2SiO4 + 2CO2 = 2MgCO3 + SiO2  





Mg2SiO4 + CaMgSi2O6 + 2CO2 + 2H2O = Mg3Si2O5(OH)4 + CaCO3 + MgCO3


Natural peridotite: mainly olivine (Mg,Fe)2SiO4 & pyroxene (Ca,Mg,Fe)2Si2O6 





Reaction with carbon dioxide to form solid carbonate/silicate products: e.g. 


Risk issues:





			leaks at the site of capture


(or in transport / reaction site)  





			cost of surface storage 


(large landfills) 





			high volume of transport (reagents & reaction products) 
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Other proposed approaches 


     Risk issues:





- limited technology, slow to


  implement or unknown impacts 





- unequal distribution of 


  benefits and cost





- political/societal acceptance


  in different countries/regions   


   


June 2-3, 2009


Geoengineering: 


  


- manipulation of Earth thermal


  balance (solar reflectors, feeding


  of ocean algal blooms, etc.) 





- manipulation of precipitation: 


  cloud seeding, forest planting etc. 





- chemical trapping of CO2 


  directly from the atmosphere 
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Status 








June 2-3, 2009


Atmospheric CO2 now higher than for a million years 


Advantages: 





  - warmer in Finland


 


  - no new ice ages 


    (before CO2  250 ppm)





Disadvantages:





  - lowland/coastal flooding





  - deserts spreading





  - loss of agricultural land





  - high cost of intervention





  - only slow recovery after 


    mitigating action  


     


Current  level


IPCC range for 2100
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Risks in climate change: 950 ppm by 2100
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Summary: emerging risks in CCS  


			Capture at source + deep underground storage:


 


- carbon permanently stored in appropriate sediments; but


- no large scale implementation before 2020-2030


- risks in storage and transport due to unprecedented scale    





			Biological capture + storage (char):





- inherently safe for thousands of years, added benefit in soil management


- distributed (local) effort, probably slow to implement    





			Geological/mineral capture + storage:


   


- only surface depository needed, carbon permanently stored 


- even larger scale mass transport than as CO2    


      


			General aspects:


  


- distributed mitigation slow to implement


- geoengineering: efficient (?), high cost, immature technology  


- unequal regional cost and benefits


   


   slow or reduced response, multiple methods necessary





   urgent action if “safe” CO2 level  350-450 ppm  
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Providing common basis for exploring and 
reporting on emerging risks (“ERRA 
template”)


1st iNTeg-Risk Conference, Stuttgart, June 2-3, 2009


Knut Øien, SINTEF, Norway (& task partners)
Espen Kon, EU-VRi, Germany / EKON, Israel
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Need for concerted action


A large and challenging project
- Over 80 institutions and companies
- About 300 partners
- 17 “case projects” (ERRAs)
- 55 ERRA partners


Imperative that the efforts laid down in 
each of the 17 ERRAs pull in the same 
direction and that the results are extracted 
and stored in an efficient manner


Means to achieve this; 
ERRA template and IT function


Important note: The template will evolve along 
the project to reflect the evolution of knowledge 
both in the ERRAs and other SPs
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Content of ERRA template document


I. Purpose of document
II. Prerequisites and limitations
III. iNTeg-Risk framework (provisional)
IV. Function of template
V. Content of deliverables


A. Content of each ERRA deliverable
B. Content of common deliverables from each ERRA


VI. Format of deliverables
A. Documents
B. Tools


Annex 1 – Executive summary template (for specific ERRA deliverables)
Annex 2 – Executive summary template (for each ERRA)
Annex 3 – Risk attributes
Annex 4 – Elements of the IRGC framework
Annex 5 – Development of document
Annex 6 – Comments history
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IV. Function and purpose of ERRA template


The function of the template is to lay down requirements to 
the generic results that each ERRA shall deliver to the project 
as well as the format of deliverables.
The purpose of the template is thus to ensure that the 
iNTeg-Risk framework becomes filled with the type of content 
foreseen in the vision of the project and that the content is 
delivered in a form that is useable in the subsequent project 
phases. 
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V. Content of deliverables


The ERRA template covers two levels:


Deliverable level (as specified in the DoW), addressed in A
ERRA level (one deliverable per ERRA covering certain 
common aspects), addressed in B


Note: The second level (ERRA level) is additional to the 
deliverables described in the DoW.


(It can be seen as a common obligation 
in order to obtain the goals of the project.) 







6iNTeg-Risk


V. Content of deliverables, cont.
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Annex 1 – Executive summary template


(Continues to include all 10 items)
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The IT function is to…


prepare IT common structure to ensure that ERRA results 
can be reliably used in SP2, SP3 and SP4 
allow main results to be stored in… 
- a structured and transparent way
- allowing search and examinations from different point of views 
- and by different users


allow main results to be characterized/measured 
both in qualitative and quantitative means
define project’s data flow and structure 
assure main results contribute to the 
iNTeg-Risk “One Stop Shop"
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Covered_ERI
Covered_ERI_ID
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Prepare IT common structure 


Analyze ERRA template and define IT structure which 
includes:
- ERRA Details “Code-Book” (structured description document)
- Events/occurrences  “Code-Book”
- Initial Entity (table) Relation Diagram 


(ERD)


Each entity/table contains several
properties. Entity (table) is defined by its 
properties. Properties are data fields.
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Define project’s data flow and structure


Structures will be defined 
to meet qualitative & 
quantitative goals
Templates will be stored 
in iNTeg-Risk WEB tools
Allow structure flexibility 
and scalability for data 
evolvement throughout 
project’s life cycle
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Assure results contribute to “One Stop Shop"


"Safetypedia" (Wikipedia-like multi authoring and information system) –
Safety window to the World


- Good practice guideline and methods
- Reference Library
- Key Performance Indicators (KPIs)
- Case studies
- Handbooks


Risk Atlas
- Emerging Risk Early Warning & Monitoring System
- GIS


Suite of Tools
- Project Management tools
- Aiding tools during crisis and emergency situations
- Expert Center


European Network for exploration of emerging risks (ENISFER)
Pre-Standardization
Training and education
Intra and inter-perspective search engine 
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Assure results contribute to "One Stop Shop"


Suite of Tools


One Stop 
Shop


Home page


Safetypedia Risk Atlas


Expert Center


Data mining and 
decision support 


Case studies


Practical guidelines 
& methods


GIS
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Monitoring
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Safetypedia illustration
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• KPI used


• Case Studies available


• Incidents / Accidents happened


• Guidelines available


• Tools used/available


• Type of consequences


•…. 


Incidents/problems in CO2 plants… Risk perception problems related to nanotechnologies…


Risk Atlas illustration
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Providing common basis for exploring and reporting on emerging risks (“ERRA template”)
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Need for concerted action


			A large and challenging project


			Over 80 institutions and companies


			About 300 partners


			17 “case projects” (ERRAs)


			55 ERRA partners





			Imperative that the efforts laid down in each of the 17 ERRAs pull in the same direction and that the results are extracted and stored in an efficient manner





			Means to achieve this; 		 ERRA template and IT function





Important note: The template will evolve along 


the project to reflect the evolution of knowledge 


both in the ERRAs and other SPs
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Content of ERRA template document


Purpose of document


Prerequisites and limitations


iNTeg-Risk framework (provisional)			


Function of template


Content of deliverables				


Content of each ERRA deliverable


Content of common deliverables from each ERRA


Format of deliverables				


Documents


Tools





Annex 1 – Executive summary template (for specific ERRA deliverables)	


Annex 2 – Executive summary template (for each ERRA)			


Annex 3 – Risk attributes					


Annex 4 – Elements of the IRGC framework


Annex 5 – Development of document				


Annex 6 – Comments history					
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IV. Function and purpose of ERRA template


			The function of the template is to lay down requirements to the generic results that each ERRA shall deliver to the project as well as the format of deliverables.


			The purpose of the template is thus to ensure that the iNTeg-Risk framework becomes filled with the type of content foreseen in the vision of the project and that the content is delivered in a form that is useable in the subsequent project phases. 




















*


iNTeg-Risk





V. Content of deliverables


The ERRA template covers two levels:





			Deliverable level (as specified in the DoW), addressed in A


			ERRA level (one deliverable per ERRA covering certain common aspects), addressed in B








	Note: The second level (ERRA level) is additional to the deliverables described in the DoW.





	(It can be seen as a common obligation 		            in order to obtain the goals of the project.) 
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V. Content of deliverables, cont.
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Annex 1 – Executive summary template








(Continues to include all 10 items)
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The IT function is to…


			prepare IT common structure to ensure that ERRA results can be reliably used in SP2, SP3 and SP4 


			allow main results to be stored in… 


			a structured and transparent way


			allowing search and examinations from different point of views 


			and by different users


			allow main results to be characterized/measured 	      both in qualitative and quantitative means


			define project’s data flow and structure 


			assure main results contribute to the 		                iNTeg-Risk “One Stop Shop"
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Prepare IT common structure 


			Analyze ERRA template and define IT structure which includes:


			ERRA Details “Code-Book” (structured description document)


			Events/occurrences  “Code-Book”


			Initial Entity (table) Relation Diagram 


(ERD)





Each entity/table contains several


properties. Entity (table) is defined by its properties. Properties are data fields.
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Define project’s data flow and structure


			Structures will be defined to meet qualitative & quantitative goals


			Templates will be stored in iNTeg-Risk WEB tools


			Allow structure flexibility and scalability for data evolvement throughout project’s life cycle
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Assure results contribute to “One Stop Shop"


			"Safetypedia" (Wikipedia-like multi authoring and information system) – Safety window to the World


			Good practice guideline and methods


			Reference Library


			Key Performance Indicators (KPIs)


			Case studies


			Handbooks


			Risk Atlas


			Emerging Risk Early Warning & Monitoring System


			GIS


			Suite of Tools


			Project Management tools


			Aiding tools during crisis and emergency situations


			Expert Center


			European Network for exploration of emerging risks (ENISFER)


			Pre-Standardization


			Training and education


			Intra and inter-perspective search engine 
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Assure results contribute to "One Stop Shop"
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Safetypedia illustration
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			  KPI used


			  Case Studies available


			  Incidents / Accidents happened


			  Guidelines available


			  Tools used/available


			  Type of consequences


			…. 





Incidents/problems in CO2 plants…


Risk perception problems related to nanotechnologies…


Risk Atlas illustration
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Evolving context of industrial risk 
management and needs


On the basis of latest industrial accidents [Dufour 2008, Perrow 1999]:
Increase of complexity in systems
Emergence of non technical causes of accidents


Natural hazards affecting the technical system
Social and Regulatory environnement
Human, Organisational and Cultural
Economical and Financial environnement
…


A need for an integrated risk management
Covering all these dimensions
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Reminder of existing frameworks 
for an integrated risk 


management
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Reminder on Features of  Emerging Risks


Definition as described in the DoW
(a) risk previously not recognized and caused by :


new processes, new technologies,
(a’) (slightly different because better known, ‘less emergent’) new ways of working or
social or organisational change (e.g. risks linked with nanotechnology, biotechnology,
ICT technologies, new chemicals, effects of globalization etc); or,


(b) a long-standing issue is newly considered as a risk due to a change in social or
public perceptions (e.g. stress),
(c) new scientific knowledge allows a long-standing issue to be identified as a new
risk, e.g. in the situations where cases have existed for many years without being
identified as risk because of, e.g., lack of scientific.


Emerging :
Totally new
Increasing likelihood
Increasing exposure
Increasing consequences


Rising Few data collected
More qualitative, subjective than quantitative and objective


interest for the IRGC framework
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Existing frameworks for integrated risk 
management (1/2)


Starting from the iNTeg-Risk description… (T-H-C-R)
ERMF : Emerging Risk Management Framework


4 dimensions of risk management : T, H, C, R
Relying on the Framework developed in Shape-Risk


[T] Technical, technological: Technical 
knowledge and technologies supporting 
the knowledge. 


[H] Human, management: Skills of 
personnel and organization of the 
human resources 


[C] Governance, communication: A process with clear definition of 
role and responsibilities of the management of a decision making 
process involving several stakeholders, and the associated 
communication organization 


[R] Policies regulation, standarization: Clear and complet regulatory 
framework, standards and norms
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Existing frameworks for integrated risk 
management (2/2)


The IRGC framework
Already presented (ref.7.2)
Communication centered


For ER, necessary phases
of:


Pre-Assessment
and Appraisal
(social perception)
ER acceptance


And the industrial risk
Management process phases:


Problem Framing
Risk assessment
Risk evaluation
Risk treatment
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Framework for an integrated risk 
management focused on Emerging 


Risks
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Two perspectives of risk


Societal perspective
Risk is uncertainty about, and severity of the consequences (or outcomes) of an
activity with respect to something that humans value (Renn, Arven, 2008)


Point of view of IRGC framework
Focused on values, « outsider perspective »
Rationality from values and consensus


Organisational perspective
Risk is the consequence of an event on the capability of an organisation to achieve
its objectives (proposition for ISO31000)


Point of view of ISO31000
Organisation: company, association, public service….
Focused on objectives, « insider perspective »
Rationality from efficiency


The stake: integration of these perspectives
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Tentative of comparison of IRGC Framework and ISO 31000


Treatment


For ER of type [a)


For ER of type [a’)
ER of type [c)


For ER of type [b)
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Implementation of risk management 
process on the case of outsourcing a task 
critical to safety – ERRA C1


ERRA C1 dealing with outsourcing a task critical to safety
the risk has raised of type (a’)
following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:


“Start of Risk Appraisal:
definition of the studied system: limits, objectives, stakes (safety, availability, life cycle
management) and stakeholders
hazard identification (and opportunities?)
choice of a model of the studied system: model of the organisation, model of the accident
causes/consequences analysis
assessment of the model ? End of Risk Appraisal”


“Start of Risk Tolerability and acceptability judgement:
Definition of criteria for priorization
Priorization of risks ? End of Tolerability and acceptability judgement”
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Implementation of risk management 
process on the case of outsourcing a task 
critical to safety – ERRA C1


ERRA C1 dealing with outsourcing a task critical to safety
the risk has raised of type (a’)
following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval
2007], [Léger 2008]:


Risk Appraisal
Risk Tolerability and acceptability judgement
“Start of Risk Treatment:


Identification of Risk reduction/mitigation (consequences)
identification of acceptance criteria
decision making on these options/ acceptance criteria
assessment of the remaining risks after treatment
implementation of the options and follow up
capitalisation of the experience
warning system: weak signals, whistle blowers… to detect ER of type (c)


· End of Risk Treatment”
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The relevant dimensions of risk


In addition to this tentative to compare IRGC and ISO 31000
Frameworks


A proposal for relevant dimensions of risks for the new paradigm
NEEDS New Energy Externalities Developments for Sustainability Internal


Paper - RS 2b, WP7 “Risk Indicators proposal based on an analytical
framework” [Deleuze 2007]
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The relevant dimensions of risk


The GLORIA paradigm [Deleuze 2003]: a systemic representation of risks


Finance


Environment Society


CustomersResources


Finance


Environment Society


CustomersResources Organisation
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The relevant dimensions of risk


Risks could be added to the ERMF Framework for iNTeg-Risk
Environmental in its physical meaning, natural hazards (as it is considered in
ERRA D3)


E?


Resources including raw material, data, energy, infrastructures, supply chain
management and business continuity


Res?


Finances for exchange rate, credit rate, financial market, reluctance of
insurances to deal with some kinds of risks


F?


Costumer/market to be coherent with ISO 9000
CM?


To be discussed in iNTEg-Risk, T2.1.1 and T2.1.2 (definition and
description of a new paradigm)
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How to take into account the sustainability of risk, that should 
be assessed considering all the impacts related to the different 


receptors in a process and product life-cycle perspective? 


(V. Cozzani)
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Process Safety Assessment
Process design safety gates are usually only concerned 
with normal operation, start-up and shut-down 
procedures


A process lifecycle assessment is usually not applied in 
detail during process design


Safety streamline during process design usually does not 
explore the impact of design decision making on product 
or life-cycle safetyconsidered


!
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Process and product life cycle 
perspective
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Conceptual 
design


Basic design


Detailed 
design


Layout 
design


Definition of 
procedures


Design 
Lifecycle


Operation 
Lifecycle


Process and product life cycle 
perspective


Safety assessment needs to be extended to all stages of the lifecycle


Design


Operation / 
Management







04/06/2009 EDF R&D/MRI - C. DUVAL, G. DELEUZE - UNIBO - V. COZZANI20


An integrated framework needs to be created for the assessment of design 
sustainability


Environmental 
indices Social indicesEconomic indices


Normalization  
factors


Environmental index


Level 1


Level 3


Level 2


Normalized 
environmental indices


Social index


Normalized   social 
indices


Weight  
factors


Economic index


Overall index


Normalized economic 
indices


Weight  
factors


Integrated risk management: safety is only one 
issue!
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Decision support 
during design 
needs to gather 
information 
coming from an 
holistic 
assessment of 
process impact


Key Performance 
Indicators (KPIs)
may be a useful 
support tool to 
build the 
framework for 
informed 
decision making


Integrated risk management: safety is only one 
issue!
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A life-cycle perspective…


Safety assessment during process design needs to be 
changed


Besides process-specific safety assessment, integrated 
impact of process life-cycle stages need to be considered


Process and product life-cycle need to be integrated


Dynamic sets of KPIs may create the context for an 
informed and flexible decision making


22
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Common = european


Solution for emerging risks management





Be applied: example ERRA C1 outsourcing a task critical to safety
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This presentation will deal with:


a reminder of the evolving context of industrial risk management


And the associated objectives in term of risk management


A reminder of the different frameworks we have at this starting point of the iNTeg-Risk project for risk management


A presentation of the different perspectives of risk


Introducing the positionning of IRGC and ISO 31000 Frameworks for risk management 


And an implementation of risk management process on the risk of outsourced human actions critical according to safety


And a proposal we make for relevant dimensions of risks
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Evolving context of industrial risk management and needs


On the basis of latest industrial accidents [Dufour 2008, Perrow 1999]:


Increase of complexity in systems


Emergence of non technical causes of accidents 


Natural hazards affecting the technical system


Social and Regulatory environnement


Human, Organisational and Cultural


Economical and Financial environnement


…





 A need for an integrated risk management 


 Covering all these dimensions











2 juin 2009


Groupe EDF


3


Latest catastrophes put in evidence [Dufour 2008, Perrow 1999]:


-          an increase of complexity in systems: technological systems became more complex, their components more numerous, integrating common software, coupling…


-          the emergence of other causes of these accidents: until 1980, the system was viewed through its intrinsic technical side, but now it has been recognized that external hazard factors need to be taken into account as well.


That is the reason why there is a need for integrated risk maangement – the key word is INTEGRATED


Covering all these dimensions of risks.
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Reminder of existing frameworks for an integrated risk management
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Latest catastrophes put in evidence [Dufour 2008, Perrow 1999]:


-          an increase of complexity in systems: technological systems became more complex, their components more numerous, integrating common software, coupling…


-          the emergence of other causes of these accidents: until 1980, the system was viewed through its intrinsic technical side, but now it has been recognized that external hazard factors need to be taken into account as well.


That is the reason why there is a need for integrated risk maangement – the key word is INTEGRATED


Covering all these dimensions of risks.





04/06/2009


EDF R&D/MRI - C. DUVAL, G. DELEUZE - UNIBO - V. COZZANI


5


Reminder on Features of  Emerging Risks





 Definition as described in the DoW


(a) risk previously not recognized and caused by :


new processes, new technologies, 


(a’) (slightly different because better known, ‘less emergent’) new ways of working or social or organisational change (e.g. risks linked with nanotechnology, biotechnology, ICT technologies, new chemicals, effects of globalization etc); or,


(b) a long-standing issue is newly considered as a risk due to a change in social or public perceptions (e.g. stress),


(c) new scientific knowledge allows a long-standing issue to be identified as a new risk, e.g. in the situations where cases have existed for many years without being identified as risk because of, e.g., lack of scientific.


 Emerging :


Totally new


Increasing likelihood


Increasing exposure


Increasing consequences


 Rising 	 Few data collected


 More qualitative, subjective than quantitative and objective 


		 interest for the IRGC framework
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Before proposing an approach for integrated risk management issued from IRGC framework, ISO 31000, we need to proceed to a reminder on ER





-the features of ER
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Existing frameworks for integrated risk management (1/2)


Starting from the iNTeg-Risk description… (T-H-C-R)


ERMF : Emerging Risk Management Framework


4 dimensions of risk management : T, H, C, R


Relying on the Framework developed in Shape-Risk





[T] Technical, technological: Technical 


	knowledge and technologies supporting 


	the knowledge. 





[H] Human, management: Skills of 


	personnel and organization of the 


	human resources 


[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 


[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms
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The Framework proposed in the iNTeg-Risk DoW on the types of risks to be considered as ER is the following


[T] Technical, technological: Technical knowledge and technologies supporting the knowledge. 


[H] Human, management: Skills of personnel and organization of the human resources 


[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 


[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms 
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Existing frameworks for integrated risk management (2/2)


 The IRGC framework


Already presented (ref.7.2)


Communication centered


For ER, necessary phases 


of:


Pre-Assessment 


and Appraisal 


	(social perception)


ER acceptance





And the industrial risk


Management process phases:


Problem Framing


Risk assessment


Risk evaluation


Risk treatment
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Framework for an integrated risk management focused on Emerging Risks
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Two perspectives of risk


 Societal perspective


Risk is uncertainty about, and severity of the consequences (or outcomes) of an activity with respect to something that humans value (Renn, Arven, 2008)


Point of view of IRGC framework


Focused on values, « outsider perspective »


Rationality from values and consensus





 Organisational perspective


Risk is the consequence of an event on the capability of an organisation to achieve its objectives (proposition for ISO31000)


Point of view of ISO31000


Organisation: company, association, public service….


Focused on objectives, « insider perspective »


Rationality from efficiency





 The stake: integration of these perspectives
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Technical definitions define risks by its measurment.
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 Tentative of comparison of IRGC Framework and ISO 31000














Treatment


For ER of type [a)


For ER of type [a’)


ER of type [c)


For ER of type [b)
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We saw the important steps of the IRGC risk management process :


For ER, the importance of :


the Pre-assessment phase with the early warning, screening, the definition of scientific conventions 


and the concern assessment which is more related to the societal perspective than the organisation one.


For the organisation perspective, the importance governed by ISO 31000 and its terminology CEI 73.
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Implementation of risk management process on the case of outsourcing a task critical to safety – ERRA C1


 ERRA C1 dealing with outsourcing a task critical to safety


the risk has raised  of type (a’)


following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:





“Start of Risk Appraisal:


definition of the studied system: limits, objectives, stakes (safety, availability, life cycle management) and stakeholders


hazard identification (and opportunities?)


choice of a model of the studied system: model of the organisation, model of the accident


causes/consequences analysis


assessment of the model ?                   	  End of Risk Appraisal”





“Start of Risk Tolerability and acceptability judgement:


Definition of criteria for priorization


Priorization of risks ? 		End of Tolerability and acceptability judgement”
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Risk of (a’) type referring to the definition given previously


We propose here to follow the RM process and define its different steps according to the IRGC terminology and the ISO 31000 one :





After the definition of the studied system..


We proceed to a hazard identification (and opportunities) : in the first discussions we had with Henning, we could think about : fragmentation of knowledge, of responsability, number of subcontractors… national/regional regulation…








Identification of Risk reduction/mitigation (consequences) options : vocabulary will have to be defined as it is planned in the safetypedia





assessment of the model ?


 uncertainty of the model, relevance coverage of the model…
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Implementation of risk management process on the case of outsourcing a task critical to safety – ERRA C1


 ERRA C1 dealing with outsourcing a task critical to safety


the risk has raised  of type (a’)


following Risk Management Process based on [CEI73], [ISO 31000], [Gouriveau 2003], [Duval 2007], [Léger 2008]:


Risk Appraisal 


Risk Tolerability and acceptability judgement


“Start of Risk Treatment:


Identification of Risk reduction/mitigation (consequences)  


identification of acceptance criteria


decision making on these options/ acceptance criteria


assessment of the remaining risks after treatment


implementation of the options and follow up


capitalisation of the experience


warning system: weak signals, whistle blowers… to detect ER of type (c)


·       	  					          End of Risk Treatment” 
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Risk of (a’) type referring to the definition given previously


We propose here to follow the RM process and define its different steps according to the IRGC terminology and the ISO 31000 one :





After the definition of the studied system..


We proceed to a hazard identification (and opportunities) : in the first discussions we had with Henning, we could think about : fragmentation of knowledge, of responsability, number of subcontractors… national/regional regulation…








Identification of Risk reduction/mitigation (consequences) options : vocabulary will have to be defined as it is planned in the safetypedia





assessment of the model ?


 uncertainty of the model, relevance coverage of the model…
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The relevant dimensions of risk


 In addition to this tentative to compare IRGC and ISO 31000 Frameworks


 A proposal for relevant dimensions of risks for the new paradigm


 NEEDS New Energy Externalities Developments for Sustainability Internal Paper - RS 2b, WP7 “Risk Indicators proposal based on an analytical framework” [Deleuze 2007]
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If we analyse more in detail the literature, we observe that an accident is described by various concepts, or attributes (figure n°1).


 


 


Figure n°1. The attributes of technological accidents


 


We propose the following definitions of the attributes from the literature [5][6][4][2].


-        Accident scenario: succession and combination of events. As the number of scenarios is potentially unlimited, usually conservative scenarios are used. 


-        Hazard: Situation or origin of potential damages. Risk is sometimes defined as the materialization of a hazard. An equivalent concept to hazard is “threat”.


-        Intensity: Physical characteristics, function of the nature of the hazard source and the accident scenario.


-        Alea: Combination of the probability and the intensity of an event. Alea is a probability measure that a given event produces specific effects in a given location. An example of alea is the probability of an earthquake magnitude 5 (Richter scale) in the south of the Rhine valley. It is an “objective” indicator as it does not include the consequence evaluation that depends of a system of values. In our example, alea will not change, whatever the time horizon, the population and society living in the Rhine valley is. 


-        Stakes. Items at stake, objects of importance that are affected by the event. The importance is defined by a social group. An equivalent concept is “assets”.


-        Vulnerability: Incapacity of a social group to cope with a major event. The concept of “vulnerability” has origins in the defence and cybersecurity area[1]. It is expanding to the management of major natural hazards. It depends of social, economic, institutional, technological and cultural adaptive mechanisms. It includes various elements: anticipation of the event, protection measures, preparation to crisis situations, crisis management, and recovery. An increasing amount of research develops the correlation between the hazard, the consequences and vulnerability. We employ here the concept for the management of major technological accidents.


-        Consequence: Combination of the intensity of the event, items affected by the event and vulnerability. Consequences are “subjective”, as the affected items have symbolic or economical values that are a function of the utility that a social group draws from them. An equivalent concept is “outcome”.


 


Evidence from historical industrial disasters shows that technological development, economical wealth, risk prevention, crisis management and long term accident consequence management are very influential on the final result of an accident. In other words, accident probability, consequences and the socio-economical-political context are not independent of each other [3][2]. 


We can consider two examples to illustrate this interdependency. The Bhopal case illustrates the influence of an insufficient risk governance, given the presence of high density population of poor people near a plant, and an important chemical hazard [9]. Many human effects of the Chernobyl accident are the consequences of a crisis management using soldiers as “bio-robots”, exposing them to high radiation levels. This expensive strategy in terms of human lives may be seen as a result of social and political context [7]. Many studies underline the positive relationship between industrial risk, poverty and vulnerability, with the observation that poorest people live in the most hazardous areas. In many countries, the increase of floods damaging houses illustrates the correlated effects of urban areas growth that increases at the same time exposure (more roads and buildings built near the rivers) and alea (densification of roads and buildings modify the hydrological conditions).


A second important observation comes from social sciences. Research in this field shows that individuals and groups act about risks, and manage them, more according to their “perception” or “representation” of risks than following an objective assessment [10]. It reinforces the influence of the social context on risk assessment, with the implication that probability targets and consequences defined as acceptable for industrial risks are basically determined by social values.


 



[1] Defined as an error or a weakness in the design, implementation or operation of a system. A threat is an adversary motivated to exploit a system vulnerability and capable of doing so. Risk is the likelihood that vulnerability will be exploited, or that a threat may become harmful (from Vicky Bier, SRA).
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The relevant dimensions of risk


 The GLORIA paradigm [Deleuze 2003]: a systemic representation of risks
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The relevant dimensions of risk


 Risks could be added to the ERMF Framework for iNTeg-Risk


Environmental in its physical meaning, natural hazards (as it is considered in ERRA D3)


 E?


Resources including raw material, data, energy, infrastructures, supply chain management and business continuity


Res?


Finances for exchange rate, credit rate, financial market, reluctance of insurances to deal with some kinds of risks


 F?


Costumer/market to be coherent with ISO 9000


 CM?





 To be discussed in iNTEg-Risk, T2.1.1 and T2.1.2 (definition and description of a new paradigm)
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The Framework proposed in the iNTeg-Risk DoW on the types of risks to be considered as ER is the following


[T] Technical, technological: Technical knowledge and technologies supporting the knowledge. 


[H] Human, management: Skills of personnel and organization of the human resources 


[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 


[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms 
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How to take into account the sustainability of risk, that should be assessed considering all the impacts related to the different receptors in a process and product life-cycle perspective? 


(V. Cozzani)
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The Framework proposed in the iNTeg-Risk DoW on the types of risks to be considered as ER is the following


[T] Technical, technological: Technical knowledge and technologies supporting the knowledge. 


[H] Human, management: Skills of personnel and organization of the human resources 


[C] Governance, communication: A process with clear definition of role and responsibilities of the management of a decision making process involving   several stakeholders, and the associated communication organization 


[R] Policies regulation, standarization: Clear and complet regulatory framework, standards and norms 
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Process Safety Assessment


Process design safety gates are usually only concerned with normal operation, start-up and shut-down procedures


A process lifecycle assessment is usually not applied in detail during process design


Safety streamline during process design usually does not explore the impact of design decision making on product or life-cycle safetyconsidered











!
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Process and product life cycle perspective
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Conceptual design


Basic design


Detailed design


Layout design


Definition of procedures


Start-up


Normal operation


Upgrade


Decommission


Design Lifecycle


Operation Lifecycle


Process and product life cycle perspective


Safety assessment needs to be extended to all stages of the lifecycle





Design


Operation / Management
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An integrated framework needs to be created for the assessment of design sustainability














Environmental indices


Social indices


Economic indices


Normalization  factors


Environmental index

















Level 1


Level 3


Level 2





Normalized environmental indices





Social index


Normalized   social indices





Weight  factors





Economic index


Overall index


Normalized economic indices














Weight  factors











Integrated risk management: safety is only one issue!
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Decision support during design needs to gather information coming from an holistic assessment of process impact





Key Performance Indicators (KPIs) may be a useful support tool to build the framework for informed decision making


Integrated risk management: safety is only one issue!
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A life-cycle perspective…


Safety assessment during process design needs to be changed


Besides process-specific safety assessment, integrated impact of process life-cycle stages need to be considered


Process and product life-cycle need to be integrated


Dynamic sets of KPIs may create the context for an informed and flexible decision making
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CMMI & +SAFE MODEL


CMMI®, Capability Maturity Model for Integration, has been developed by 
the Software Engineering Institute (SEI) at Carnegie Mellon University, 
Pittsburgh USA, to improve organisational practices in the use and 
development of technology. CMMI® presents successful practices for 
improving development, sustainment and maintenance, and management of 
software-intensive systems.


Although CMMI® provides a framework in which safety activities can take 
place, the model is not focused on safety. In order to fill the gap of including 
Safety Processes within a common CMMI® framework, the +SAFE approach 
has been developed by the Australian Defence Material Organisation (DMO).


+SAFE is, an extension of the CMMI® for the safety of software and systems 
engineering. The extension consists of two additional process areas to the 
CMMI® model, providing a basis for process improvement and appraising of 
Safety related issues of any organization.







THE CMMI MODEL


http://www.sei.cmu.edu/ideal/ideal.htMl
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CMMI PROCESS AREAS 


A Key Process Area (KPA) is a cluster of related practices in an area 
that, when implemented collectively, satisfy a set of goals considered 
important for making significant improvement in that area. 


The CMMI Process Areas (22) can be grouped into the following four 
categories to understand their interactions and links with one another 
regardless of their defined level:


Process Management
Project Management
Engineering
Support


Each process area is defined by a set of goals and practices. There are 
two categories of goals and practices:


Generic goals and practices: They are part of every process area.
Specific goals and practices: They are specific to a given process 
area.







CMMI MATURITY LEVELS


There are five levels defined along the continuum of the CMMI 
Level 1 - Ad hoc (Chaotic) 
Level 2 - Repeatable 
Level 3 - Defined 
Level 4 - Managed 
Level 5 – Optimizing


According to the SEI: "Predictability, effectiveness, and control of an 
organization's software processes are believed to improve as the 
organization moves up these five levels.”


Since +SAFE is not currently integrated in the CMMI model, its Process 
Areas are not foreseen in the scheme of the maturity levels definition.


However +SAFE Specific Goals may be integrated in the implementation 
and appraisal within the acquisition of the Maturity Levels where the 
CMMI Process Area belongs to.







THE SCENARIO FOR THE +SAFE IMPLEMENTATION


Innovative technologies introduce new Safety Risks that sometimes 
may not been foreseen by traditional safety risk management 
approaches dealing with generic field of application Unlike others, 
+SAFE is focused on Software and Systems Engineering, thus more 
addressed, by its nature, to the development of new technologies.


The intrinsic flexibility and integrability of the +SAFE model allows 
strong synergies with most of the safety standards, tailoring the high 
level definition of the +SAFE model on the needs and requirements of 
the specific application.


The +SAFE model can be adapted to create common guidelines for 
emerging risks that could support the definition of a common Safety 
Paradigm, considering the emerging risk throughout the whole life-
cycle of the system or of the process involved in the emerging risk.







A KEY QUESTION OF THE INTEG-RISK PROJECT


Objective of the Integ-Risk project is to define a new safety paradigm, based on a 
common framework for integrated risk management.


Integrated Safety Management includes the risk management along the whole life-
cycle of the system or of the process involved in the emerging risk them selves.


Moreover, capabilities of integration within wider scenarios should be foreseen.


The INTEG-Risk project should start by focusing on the identification of already 
defined methodologies for risk analysis and management to be integrated within a 
Safety Model on which basing the Safety Paradigm.


+SAFE Model can be proposed as an approach to emerging risks management.


+SAFE is focused on Software and Systems Engineering, thus more addressed, by 
its nature, to the development of new technologies.


+SAFE can be adapted to create common guidelines for emerging risks that could 
support the definition of the paradigm, considering the emerging risk throughout the 
whole life-cycle of the system or of the process involved in the emerging risk.


Is it possible to address all emerging risks
within a same management framework?







+SAFE  PROCESS AREAS AND RELATED SPECIFIC GOAL


Since +SAFE is an extension of CMMI, it uses the same assumptions, model, 
structure and taxonomy of CMMI and it involves the general process-area and 
capability-level interactions as CMMI.


CMMI PA 
Category


Safety Process 
Area


Specific Goals


Project 
Management


Safety 
Management


SG1 Develop Safety Plans 


SG2 Monitor Safety Incidents


SG3 Manage Safety-Related Suppliers


Engineering Safety 
Engineering


SG1 Identify Hazards, Accidents, and Sources of Hazards 


SG2 Analyze Hazards and Perform Risk Assessments 


SG3 Define and Maintain Safety Requirements 


SG4 Design for Safety 


SG5 Support Safety Acceptance







Safety Management Safety Engineering


Level of D
etail


The first feature to be tailored is the number of Specific Goals that will be 
considered within the implementation of +SAFE Model.


+SAFE TAILORING APPROACH







TAILORING OF THE +SAFE SPECIFIC GOALS


As an extension to CMMI, +SAFE is a process model defining goals to be 
achieved and increasing levels of performance capability. The model provides 
indicators on how goals can be achieved, but these are not prescriptive and 
an organization is able to select the approaches it wishes to adopt to achieve 
the goals.


Normally, not all the Safety Areas and not all the Specific Goal are applicable 
or required by a project.


Tailoring +SAFE means choosing which features will be addressed by the 
implementation.


Parameters on which basing the tailoring can be:
Implementation environment
Customer requirements
Customer needs
External relationships
Safety standard chosen (if any)
Country laws and regulations







CUSTOMIZATION OF THE LEVEL OF DETAIL IN  INNOVATIVE 
FIELDS AND APPLICATIONS


The implementation of a Safety Management System requires 
an initial definition of the level of detail the implementation 
will deal with.


“level of detail” refers to the distance between the Safety Processes being 
defined and the concrete daily activity of the system or organization.
Safety Processes may:


Deal with high level policies Low level of detail
Be designed as work procedures High level of detail


The level of detail is according to:
Information available about the system at a certain stage
Implementation environment needs and requirements


The lower the level of detail required by the implementation, 
the more the information needed about the system or 
organization.


Starting from this point, innovative fields and the related emerging risks 
introduce a further difficulty in being managed, since the background 
information is limited compared to well-known fields.







ITERATIVE APPROACH


Safety Management in Innovative Fields is challenging


There are no benchmark to evaluate the efficacy of the defined 
Safety Processes.


The Safety Management process must be designed considering 
iterative steps: feedback from the field are collected and used to 
retrieve information about the implementation environment, efficacy 
of the Safety Processes, etc.


The Safety Processes is defined according to the following steps:
Initial analysis
Safety Processes definition and implementation
Safety Processes application and monitoring
Iteration until convergence to an acceptable residual risk threshold







ITERATIVE APPROACH


Initial Analyses, collection about the as-is conditions of the system 
under evaluation still remain a fundamental step.


Definition and implementation of a preliminary set of Safety 
Processes. These processes will then be tuned according to 
feedback collected during the implementation phase.


Application in the daily operations of these Safety Processes and 
monitoring though Safety analyses in order to evaluate the Safety 
conditions of the system and give feedback to the process with 
information for the improvement of the Safety Management 
System.


Iterations has to be performed until the System reach an 
acceptable Risk level. Then the System can be considered “stable” 
according to this approach and normal application and monitoring 
can be performed. 







ITERATIVE INFORMATION ACQUISITION
AS-IS analysis, defining the initial safety 
condition. Regarding emerging risks 
management, this phase normally 
provide information coming from 
forecasts or theoretical models. Real 
information will be acquired along the 
iterative implementation. 


Steady Safety condition reached 
after the convergence of the 
“Implement-Measure-Correct” 
Cycle.
Application & Monitoring of 
Safety Processes.
Verification of the correct 
implementation of the processes.


Implementation of 
Safety Processes as 
defined in a GAP 
analysis aiming at 
reaching an assessed 
TO-BE situation.


Evaluation of 
the level of 


accomplishment of the 
Safety Objectives defined 
in the TO-BE analysis.
Evaluation of the 
improvements achieved 
by the processes 
implementation.
Further refining of the 
GAP towards the desired 
condition basing on the 
feedback from the field 
measurement.


INITIAL ANALYSIS


FIELD SAFETY ANALYSES,
SMS TAILORING


AND IMPROVEMENT 


DEFINITION
AND IMPLEMENTATION
OF SAFETY PROCESSES


REGULAR APPLICATION 
& MONITORING


OF SAFETY PROCESSES







DETAIL LAYERS REACHED IN THE +SAFE IMPLEMENTATION


Process Areas Specific Goals


Level of D
etail


Implementation of the selected Specific Goals


Integration of a Safety Standard


Introduction of Qualitative Metrics


Introduction of Quantitative Measurements


The second feature to be tailored is the Level of detail that the 
implementation of +SAFE Model will reach.







A POSSIBLE STP-BY-STEP APPROACH


1. Implementation of the selected Safety Goals
It consists in the implementation of a Safety Management System 
applying the identified Process Areas and Specific Goals.


2. Integration of a Safety Standard
+SAFE model allows strong synergies with most of the safety 
standards that are usually focused on specific applications. 


3. Introduction of Qualitative Metrics
Qualitative Metrics support the evaluation of the criticality of the 
risks or at the definition of risk categories (e.g. Impact-Occurrence 
matrix).


4. Introduction of Quantitative Measurements
Quantitative Measurement aims at the estimation of the risk with 
concrete input. Software tools implementing different kind of 
analyses can be exploited. 
Integration with the KPI definition in Integ-Risk is CRUCIAL at this 
stage.







IMPLEMENTATION OF THIS APPROACH


Initial implementation of the selected Specific Goals.


The implementation of the Specific Goals should be performed 
according to the +SAFE Model specifications.


The design of the Safety Processes should overcome the intrinsic lack 
of knowledge typical of a innovative field of application where 
emerging risks are being managed.


Iterative implementation where analysis and measurements of the 
previous implementation cycle provides additional information about 
the system being managed.


Safety standards are focused on specific application. The Safety 
Management System built on the +SAFE model, can be modulated 
according to the level of details that needs to be achieved. This allows 
to tailor the high level definition of the +SAFE model on the specific 
needs and requirements of each application.







USE CASE


D’Appolonia worked for a Flight Test and Development Center, a specialized department of the 
United Arab Emirates Air Force involved the software integration, development and testing.
The aim of our task was to establish and Organisational Safety System to define and maintain 
the relevant processes and procedures to be undertaken by the Organisation personnel and 
within each project of the Organization. Safety is in fact a critic issue for any Defence 
Organisation, particularly for Air Forces
Safety processes have been defined according to MIL-STD-882C
We propose to adopt this best practice to map the Safety process defined in WP2 in a common 
CMMI® framework. MIL-STD-882 Tasks have been applied to the CMMIQS Safety project







USE CASE







THE PRESENT GAP TOWARDS AN INTEGRATED APPROACH


The main gaps to be filled towards an integrated approach in 
emerging risks management implementing +SAFE includes the 
definition of:


A common procedure for the selection of the Specific Goals to 
be selected for the implementation.


Standardized methods for definition of the proper level of detail  
of the implementation:


Selection of Safety standards to be applied to specific field of 
application;


Common Qualitative Metrics;


Identification of suitable Safety Analyses for the Quantitative 
Measurements and related software tools implementing the 
safety analyses (including KPI)


A common Taxonomy.







CONCLUSIONS – INTEG-RISK OBJECTIVES


During the iNTeg-Risk project the +SAFE model will be 
tailored according to the definition of the emerging risks.


Customized Safety Processes modeling will be proposed 
to assure that +SAFE is followed in the management of 
emerging risks.


To integrate this approach already defined methodologies 
will be evaluated in terms of compliance with this 
approach.


A gap analysis including specific recommendations will be 
provided.







Thank You 
for the Attention!


Fabio Bagnoli
fabio.bagnoli@dappolonia.it
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CMMI & +SAFE MODEL


			CMMI®, Capability Maturity Model for Integration, has been developed by the Software Engineering Institute (SEI) at Carnegie Mellon University, Pittsburgh USA, to improve organisational practices in the use and development of technology. CMMI® presents successful practices for improving development, sustainment and maintenance, and management of software-intensive systems.





			Although CMMI® provides a framework in which safety activities can take place, the model is not focused on safety. In order to fill the gap of including Safety Processes within a common CMMI® framework, the +SAFE approach has been developed by the Australian Defence Material Organisation (DMO).





			+SAFE is, an extension of the CMMI® for the safety of software and systems engineering. The extension consists of two additional process areas to the CMMI® model, providing a basis for process improvement and appraising of Safety related issues of any organization. 
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CMMI PROCESS AREAS 


			A Key Process Area (KPA) is a cluster of related practices in an area that, when implemented collectively, satisfy a set of goals considered important for making significant improvement in that area. 


			The CMMI Process Areas (22) can be grouped into the following four categories to understand their interactions and links with one another regardless of their defined level:





Process Management


Project Management


Engineering


Support


			Each process area is defined by a set of goals and practices. There are two categories of goals and practices:





Generic goals and practices: They are part of every process area.


Specific goals and practices: They are specific to a given process area.




















CMMI MATURITY LEVELS


			There are five levels defined along the continuum of the CMMI 





Level 1 - Ad hoc (Chaotic) 


Level 2 - Repeatable 


Level 3 - Defined 


Level 4 - Managed 


Level 5 – Optimizing


			According to the SEI: "Predictability, effectiveness, and control of an organization's software processes are believed to improve as the organization moves up these five levels.”


			Since +SAFE is not currently integrated in the CMMI model, its Process Areas are not foreseen in the scheme of the maturity levels definition.


			However +SAFE Specific Goals may be integrated in the implementation and appraisal within the acquisition of the Maturity Levels where the CMMI Process Area belongs to.























THE SCENARIO FOR THE +SAFE IMPLEMENTATION


			Innovative technologies introduce new Safety Risks that sometimes may not been foreseen by traditional safety risk management approaches dealing with generic field of application  Unlike others, +SAFE is focused on Software and Systems Engineering, thus more addressed, by its nature, to the development of new technologies.


			The intrinsic flexibility and integrability of the +SAFE model allows strong synergies with most of the safety standards, tailoring the high level definition of the +SAFE model on the needs and requirements of the specific application.


			The +SAFE model can be adapted to create common guidelines for emerging risks that could support the definition of a common Safety Paradigm, considering the emerging risk throughout the whole life-cycle of the system or of the process involved in the emerging risk.























A KEY QUESTION OF THE INTEG-RISK PROJECT


			Objective of the Integ-Risk project is to define a new safety paradigm, based on a common framework for integrated risk management.


			Integrated Safety Management includes the risk management along the whole life-cycle of the system or of the process involved in the emerging risk them selves.


			Moreover, capabilities of integration within wider scenarios should be foreseen.


			The INTEG-Risk project should start by focusing on the identification of already defined methodologies for risk analysis and management to be integrated within a Safety Model on which basing the Safety Paradigm.


			+SAFE Model can be proposed as an approach to emerging risks management.


			+SAFE is focused on Software and Systems Engineering, thus more addressed, by its nature, to the development of new technologies.


			+SAFE can be adapted to create common guidelines for emerging risks that could support the definition of the paradigm, considering the emerging risk throughout the whole life-cycle of the system or of the process involved in the emerging risk.





Is it possible to address all emerging risks


within a same management framework?




















+SAFE  PROCESS AREAS AND RELATED SPECIFIC GOAL


Since +SAFE is an extension of CMMI, it uses the same assumptions, model, structure and taxonomy of CMMI and it involves the general process-area and capability-level interactions as CMMI.


 


			CMMI PA Category			Safety Process Area			Specific Goals


			Project Management			Safety Management			SG1 Develop Safety Plans 


			SG2 Monitor Safety Incidents


			SG3 Manage Safety-Related Suppliers


			Engineering			Safety Engineering			SG1 Identify Hazards, Accidents, and Sources of Hazards 


			SG2 Analyze Hazards and Perform Risk Assessments 


			SG3 Define and Maintain Safety Requirements 


			SG4 Design for Safety 


			SG5 Support Safety Acceptance










































































+SAFE TAILORING APPROACH








Safety Management


Safety Engineering


Level of Detail


Develop Safety Plans


Monitor Safety Incidents


Manage Safety-Related Suppliers


Identify Hazards, Accidents, and Sources of Hazards


Analyze Hazards and Perform Risk Assessments


Define and Maintain Safety Requirements


Design for Safety


Support Safety Acceptance


			The first feature to be tailored is the number of Specific Goals that will be considered within the implementation of +SAFE Model.























TAILORING OF THE +SAFE SPECIFIC GOALS








			As an extension to CMMI, +SAFE is a process model defining goals to be achieved and increasing levels of performance capability. The model provides indicators on how goals can be achieved, but these are not prescriptive and an organization is able to select the approaches it wishes to adopt to achieve the goals.


			Normally, not all the Safety Areas and not all the Specific Goal are applicable or required by a project.


			Tailoring +SAFE means choosing which features will be addressed by the implementation.


			Parameters on which basing the tailoring can be:





Implementation environment


Customer requirements


Customer needs


External relationships


Safety standard chosen (if any)


Country laws and regulations




















CUSTOMIZATION OF THE LEVEL OF DETAIL IN  INNOVATIVE FIELDS AND APPLICATIONS


			The implementation of a Safety Management System requires an initial definition of the level of detail the implementation will deal with.


			“level of detail” refers to the distance between the Safety Processes being defined and the concrete daily activity of the system or organization.


			Safety Processes may:





Deal with high level policies  Low level of detail


Be designed as work procedures  High level of detail


			The level of detail is according to:





Information available about the system at a certain stage


Implementation environment needs and requirements


			The lower the level of detail required by the implementation, the more the information needed about the system or organization.


			Starting from this point, innovative fields and the related emerging risks introduce a further difficulty in being managed, since the background information is limited compared to well-known fields.























ITERATIVE APPROACH








			Safety Management in Innovative Fields is challenging


			There are no benchmark to evaluate the efficacy of the defined Safety Processes.


			The Safety Management process must be designed considering iterative steps: feedback from the field are collected and used to retrieve information about the implementation environment, efficacy of the Safety Processes, etc.


			The Safety Processes is defined according to the following steps:


			Initial analysis


			Safety Processes definition and implementation


			Safety Processes application and monitoring


			Iteration until convergence to an acceptable residual risk threshold























ITERATIVE APPROACH


			Initial Analyses, collection about the as-is conditions of the system under evaluation still remain a fundamental step.


			Definition and implementation of a preliminary set of Safety Processes. These processes will then be tuned according to feedback collected during the implementation phase.


			Application in the daily operations of these Safety Processes and monitoring though Safety analyses in order to evaluate the Safety conditions of the system and give feedback to the process with information for the improvement of the Safety Management System.


			Iterations has to be performed until the System reach an acceptable Risk level. Then the System can be considered “stable” according to this approach and normal application and monitoring can be performed. 























ITERATIVE INFORMATION ACQUISITION


AS-IS analysis, defining the initial safety condition. Regarding emerging risks management, this phase normally provide information coming from forecasts or theoretical models. Real information will be acquired along the iterative implementation. 


Steady Safety condition reached after the convergence of the 


“Implement-Measure-Correct” Cycle.


Application & Monitoring of Safety Processes.


Verification of the correct implementation of the processes.


Implementation of Safety Processes as defined in a GAP analysis aiming at reaching an assessed TO-BE situation.


	Evaluation of 	the level of accomplishment of the Safety Objectives defined in the TO-BE analysis.


Evaluation of the improvements achieved by the processes implementation.


Further refining of the GAP towards the desired condition basing on the feedback from the field measurement.


INITIAL ANALYSIS


FIELD SAFETY ANALYSES,


SMS TAILORING


AND IMPROVEMENT 


DEFINITION


 AND IMPLEMENTATION


OF SAFETY PROCESSES


 REGULAR APPLICATION 


& MONITORING


OF SAFETY PROCESSES 




















DETAIL LAYERS REACHED IN THE +SAFE IMPLEMENTATION








Process Areas


Specific Goals


Level of Detail


Implementation of the selected Specific Goals


Integration of a Safety Standard


Introduction of Qualitative Metrics


Introduction of Quantitative Measurements


			The second feature to be tailored is the Level of detail that the implementation of +SAFE Model will reach.























A POSSIBLE STP-BY-STEP APPROACH


Implementation of the selected Safety Goals


			It consists in the implementation of a Safety Management System applying the identified Process Areas and Specific Goals.





Integration of a Safety Standard


			+SAFE model allows strong synergies with most of the safety standards that are usually focused on specific applications. 





Introduction of Qualitative Metrics


			Qualitative Metrics support the evaluation of the criticality of the risks or at the definition of risk categories (e.g. Impact-Occurrence matrix).





Introduction of Quantitative Measurements


			Quantitative Measurement aims at the estimation of the risk with concrete input. Software tools implementing different kind of analyses can be exploited. 


			Integration with the KPI definition in Integ-Risk is CRUCIAL at this stage.























IMPLEMENTATION OF THIS APPROACH


			Initial implementation of the selected Specific Goals.


			The implementation of the Specific Goals should be performed according to the +SAFE Model specifications.


			The design of the Safety Processes should overcome the intrinsic lack of knowledge typical of a innovative field of application where emerging risks are being managed.


			Iterative implementation where analysis and measurements of the previous implementation cycle provides additional information about the system being managed.


			Safety standards are focused on specific application. The Safety Management System built on the +SAFE model, can be modulated according to the level of details that needs to be achieved. This allows to tailor the high level definition of the +SAFE model on the specific needs and requirements of each application.


























USE CASE


			D’Appolonia worked for a Flight Test and Development Center, a specialized department of the United Arab Emirates Air Force involved the software integration, development and testing.


			The aim of our task was to establish and Organisational Safety System to define and maintain the relevant processes and procedures to be undertaken by the Organisation personnel and within each project of the Organization. Safety is in fact a critic issue for any Defence Organisation, particularly for Air Forces


			Safety processes have been defined according to MIL-STD-882C


			We propose to adopt this best practice to map the Safety process defined in WP2 in a common CMMI® framework. MIL-STD-882 Tasks have been applied to the CMMIQS Safety project























USE CASE


























THE PRESENT GAP TOWARDS AN INTEGRATED APPROACH


The main gaps to be filled towards an integrated approach in emerging risks management implementing +SAFE includes the definition of:


			A common procedure for the selection of the Specific Goals to be selected for the implementation.


			Standardized methods for definition of the proper level of detail  of the implementation:


			Selection of Safety standards to be applied to specific field of application;


			Common Qualitative Metrics;


			Identification of suitable Safety Analyses for the Quantitative Measurements and related software tools implementing the safety analyses (including KPI)


			A common Taxonomy.























CONCLUSIONS – INTEG-RISK OBJECTIVES


			During the iNTeg-Risk project the +SAFE model will be tailored according to the definition of the emerging risks.


			Customized Safety Processes modeling will be proposed to assure that +SAFE is followed in the management of emerging risks.


			To integrate this approach already defined methodologies will be evaluated in terms of compliance with this approach.


			A gap analysis including specific recommendations will be provided.


























Thank You 


for the Attention!





Fabio Bagnoli


fabio.bagnoli@dappolonia.it

















MIL 882C TAKS  +SAFE v1.2 SPECIFIC GOALS 



Task 101 – System Safety Program SGM1 Develop Safety Plan 



Task 102 – System Safety Program Plan SGM1 Develop Safety Plan 



Task 103 – Integration/Management of Associate 



Contractors, Subcontractors, and Architect and 



Engineering Firms 



SGM3 Manage Safety Related Supplier  



Task 104 – System Safety Program 



Reviews/Audits 



SGE3 Define and Maintain Safety Requirements  



Task 106 – Hazard Tracking And Risk Resolution  SGE1 Identify Hazards, Accidents, and Sources of 



Hazards 



SGE2 Analyze Hazards and Perfo rm Risk 



Assessments 



Task 201 – Preliminary Hazard List SGE1 Identify Hazards, Accidents, and Sources of 



Hazards 



Task 202 – Preliminary Hazard Analysis  SGE2 Analyze Hazards and Perform Risk 



Assessments 



Task 205 – System Hazard Analysis SGE4 Design for Safety 



Task 206 – Operating and Support Hazard 



Analysis 



SGM2 Monitor Safety Incidents 



Task 301 – Safety Assessment SGE5 Support Safety Acceptance 



Task 401 – Safety Verification SGE3 Define and Maintain Safety Requirements  
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KPIs: proposal for scope


Key
Relevant clue


Performance
Operation and/or Process safety and/or Occupational 
safety
Our point of view: (Process) safety and not (only) 
operation


Indicator
Making sense regarding SAFETY
A set of indicators or One global indicator ???
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Indicators for Safety or for Availability ?


Performance: set of properties defining system functioning but not 
its safety (availability, efficiency, profitability, productivity, …)


KPIs : Safety or Performance ???
Indicators are different …


Easier to make an “availability” diagnosis rather than a safety
“diagnosis”
The day before a major accident some “performance indicators” could
be “green” (e.g. BP refinery at Texas City)


… but could overlap
Organisational factors could have effects both on safety and
performance
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Occupational Safety or/and Industrial 
Safety?


The iNTeg-Risk project => performance indicators
Occupational Safety [Hopkins 2000, Baker Panel 2007] => individual
safety


Refers to individuals
Accidents such as falls, trips, crushing, electrocution, vehicle accidents…


Industrial Safety => process safety
Refers to the process, the different types of hazards, the incidents linked
to the process
With potential damages to the plant (including employees) and to the
environment
And possible generation of multiple fatalities or diseases


Presence of an effective Personal SMS does not ensure
systematically an effective Process SMS


Managing one does not mean managing the other one: e.g. Texas City
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Lagging and Leading Indicators


Reactive monitoring: use of lagging indicators
Failures in use Operational feedback


Active monitoring: use of leading indicators
Measures of safety activity or failures revealed by safety activity
NEW vision for Operational feedback


Dimensional of Indicator Space


Lead Lag
Personal SMS BP Texas City, 


Exxon Longford
Process SMS Challenge for 


iNTEg Risk
DC 10 
Ermenonville
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State of art on indicators


2 complementary aims:
For appraisal, overview


picture of a function (technical, social, economical,…) = DIAGNOSIS


To allow forecast (sensible extrapolation)
trend, evolution = PROGNOSIS


Use in numerous fields of activities : health, criminality, economics,
social satisfaction, road security…


Lessons to be learned:
Global indicators large samples
Specific indicators small samples
Indicators must be built according to an ‘ad hoc’ method in order to fulfill a
precise goal
Indicators are not « self understandable »
They need to be analyzed, interpreted







03/06/2009 EDF R&D/MRI - C. DUVAL, Y. DIEN, M. VOIRIN8


Lessons learned in the nuclear field


An additional fundamental aim : to detect damages to safety
and to in depth defense as soon as possible
A shared knowledge data base for global indicators (AIEA,
NRC, …): Reactor Automatic Shutdowns; Number of Safety
related Events; Fortuitous Unavailability Rate; Outages;
Radiation protection (Dosimetry); …


Moreover : indicators could be related to
A specific issue (e.g. life cycle management)
A Risk informed approach
The Organizational context
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What about the past experiences in 
indicators? 


A trend to multiply indicators


Interpretation difficulties


Necessity to know the ‘models’ leading to safety 
degradation (causality data)


Lessons do not seem to be learned from the past 
(towards use of indicators)


Back and forth behavior


However, indicators are very useful, or even, 
mandatory
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Efficient features for indicators (T,H,O) (1/3)


Example from Nichols and Marcus (University of Minnesota,1990) : « It is 
important to prevent accidents and radioactive release: So, it is intended that 
indicators forecasting potential problems should be developed before 
they occur. »


Theoretical and methodological questions complement one another
Data collection
Treatment
Analysis


Knowing that:
The number of indicators increases => impact on data collection, treatment
and analysis
Uncertainties => uncertainty, bias or mistake on the conclusions


Necessity to be objective
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Efficient features for indicators (T,H,O) (2/3)


Scientific features
Mandatory


Validity (measure of the defined criterion)
Accuracy, reliability (reproducibility)
Robustness (stability in relation to inopportune or untimely changes)


Trade-off dimension
Simple in use
Transparency
Cost-effectiveness
Sensibility (ability to detect small changes)
Relevant balance between specific and generic


Two pitfalls to avoid:
To focus on indicator in forgetting the “real life”
To take account of the overall situation in forgetting specific 
changes “here and now”







Efficient features for indicators (T,H,O) (3/3)


Practical Features
Simplicity and easiness of implementation and use


Convenience for drafting results


Allowing a reliable, sound and with no bias 
interpretation


Scientific and Practical features give implicit ways for 
building indicators
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Reference to AEIA conclusions


Necessity for a set of indicators …


… that can not be used solely.


Importance to reach an equilibrium between leading and lagging
indicators


Importance of the engineer judgment and calculation tools


Assessment using quantitative indicators AND periodic qualitative
analysis


Opinions and approaches lead in the different countries are
significantly different Need for harmonization


Need for indicators according to the public, the citizen


Need to ensure that these indicators are transparent and
understandable AND not submitted to manipulations
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Conclusion: Advantages and 
drawbacks of indicators


Built using the previously defined features…


Indicators are:


Way to make objective intuitions and observations


Possibility to provide organizations with early warnings


But « The map is not the field ». The indicator is only a tool.


Though indicators seem to be useful, not to say essential as they give a
global and “expurgated” picture of the situation


One can always wonder if certain risks and malfunctioning could not be
detected through this indicators mechanism


Have to be completed with others tools: safety audit, organisational
analysis…
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-
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Carole : Yves Dien and I will present here a methodology to build Kpis in the domain of risques.


We want to address the question of the objective of these Kpis? 


	- managing industrial safety or/and occupational safety?


And the way to build good Kpis
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Scope for KPIs (iNTEg Risk)


Occupational safety or/and industrial safety?


				Characterization
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State of art on indicators


			Their use to make diagnosis and prediction, indicators in the nuclear field 


			Efficient features for indicators (T, H, O)


			Reference to AIEA conclusions


			Conclusion: Advantages and drawbacks of indicators
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Carole :


Yves Dien will focus on the idea of Kpis in the iNTeg-Risk project : for performance, safety performance?


He will question the aim of these Kpis : for occupational or/and industrial safety?


I will present :


			a state of art on indicators :…


			The advantages and drawbacks of indicators





And draw conclusions
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KPIs: proposal for scope


			Key


			Relevant clue


			Performance


			Operation and/or Process safety and/or Occupational safety


			Our point of view: (Process) safety and not (only) operation


			Indicator


			Making sense regarding SAFETY


			A set of indicators or One global indicator ???
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Yves
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Indicators for Safety or for Availability ?


			Performance: set of properties defining system functioning but not its safety (availability, efficiency, profitability, productivity, …)








KPIs : Safety or Performance ???


			Indicators are different …


			Easier to make an “availability” diagnosis rather than a safety “diagnosis”


			The day before a major accident some “performance indicators” could be “green” (e.g. BP refinery at Texas City)


			… but could overlap


			Organisational factors could have effects both on safety and performance
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Yves 


Ex raffinerie de Texas City 


En 2004 : les meilleurs indicateurs


En mars 2005 : a eu son accident (quelques mois après)


À revoir avec Marc et Michel
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Occupational Safety or/and Industrial Safety?


The iNTeg-Risk project => performance indicators


Occupational Safety [Hopkins 2000, Baker Panel 2007] => individual safety


			Refers to individuals


			Accidents such as falls, trips, crushing, electrocution, vehicle accidents…


			Industrial Safety => process safety


			Refers to the process, the different types of hazards, the incidents linked to the process


			With potential damages to the plant (including employees) and to the environment


			And possible generation of multiple fatalities or diseases


			Presence of an effective Personal SMS does not ensure systematically an effective Process SMS 


			Managing one does not mean managing the other one: e.g. Texas City
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Yves


Good occupational safety doesn’t mean good industrial safety


But bad one means potential accident
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Lagging and Leading Indicators


Reactive monitoring: use of lagging indicators


			Failures in use  Operational feedback





Active monitoring: use of leading indicators


			Measures of safety activity or failures revealed by safety activity  NEW vision for Operational feedback























Dimensional of Indicator Space


			Lead			Lag


			Personal SMS			BP Texas City, Exxon Longford


			Process SMS			Challenge for iNTEg Risk
			DC 10 Ermenonville
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Yves


Important : l’absence de leading indicators a conduit à l’accident dans tous les cas mentionnés ci-dessus
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State of art on indicators


2 complementary aims:


			For appraisal, overview





	picture of a function (technical, social, economical,…)   = DIAGNOSIS


			To allow forecast (sensible extrapolation)





	 trend, evolution 	= PROGNOSIS


ð Use in numerous fields of activities : health, criminality, economics, social satisfaction, road security…


 Lessons to be learned:


			Global indicators		 large samples


			Specific indicators 	 small samples


			Indicators must be built according to an ‘ad hoc’ method in order to fulfill a precise goal


			Indicators are not « self understandable »


			They need to be analyzed, interpreted
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Carole reprend jusqu’à la fin





Lessons could be learnt from the last twenty years of indicators


Indicators have 2 complentary aims :


Data from the past to make a diagnosis


On the basis of these data, capacity to make a prognosis assuming that the extrapolation is linear





The indicators are used in numerous fileds of activities : …





One has to remind the lessons of the past and the following idea :


Categorization could be made :


	- at a global level, for important aims : this leads to global indicators on large samples


	- or specifically on a particular problem on which we concentrate on.





But the samples should not be to large in order to manage data


These samples and associated indicators should be built according an ‘ad hoc’ method in order to fulfill a precise goal


They are not ‘self understandable’ : they represent a domain but need to be interpreted. What is the meaning of 3 fire starts in one year?
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Lessons learned in the nuclear field


ð An additional fundamental aim : to detect damages to safety and to in depth defense as soon as possible


			A shared knowledge data base for global indicators (AIEA, NRC, …): Reactor Automatic Shutdowns; Number of Safety related Events; Fortuitous Unavailability Rate; Outages; Radiation protection (Dosimetry); …





 


Moreover : indicators could be related to 


A specific issue (e.g. life cycle management)


A Risk informed approach


The Organizational context
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We focus here on the lessons learned in the nuclear field.


After the Three Miles Island and Tchernobyl accidents, there was a critical need to detect damages to safety and to in depth defence as soon as possible 


In order to make prognosis for the future





Since a few years, this subject has been strenghtening :


NRC defined precise elements : RAS, Number of Safety related Events…


In particular nuclear plants, batteries of indicators where built but needed too large samples of data. So the aim of collecting data came before the one of their analyze and interpretation. It seems to be the reason why the thematic of indicators decreases these last ten years.





Moreover certain indicators are less general and related to:


			a specific issue such as life cycle management, maintenance…


			Associated to the Risk informed approach developed in the nuclear filed


			And take into account not only the technical field but the organisational one (training…)
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What about the past experiences in indicators? 


			A trend to multiply indicators


			Interpretation difficulties


			Necessity to know the ‘models’ leading to safety degradation (causality data)


			Lessons do not seem to be learned from the past (towards use of indicators)





Back and forth behavior


However, indicators are very useful, or even, mandatory
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On the basis of these past experiences in the nuclear field 


We observed that :


			the more the industrials want to indentify the physical phenomena and the causes of these physical phenomena, the more numerous the indicators are.


			The more numerous they are, the more difficult is their interpretation


			Beside the values of these indicators, there is a neccessity to know the models leading to safety degradation (causality data and links)


			As I said before, it seems that there are back and for behaviour considering these indicators





But these indicators are very useful for management in order to detect tendancies and have an idea of the level of safety, performance of safty


However we will say that these indicators are not sufficient to ensure safety


They are mandatory
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Efficient features for indicators (T,H,O) (1/3)


	Example from Nichols and Marcus (University of Minnesota,1990) : « It is important to prevent accidents and radioactive release: So, it is intended that indicators forecasting potential problems should be developed before they occur.  »


  


			Theoretical and methodological questions complement one another


			Data collection


			Treatment


			Analysis








Knowing that: 


			The number of indicators increases => impact on data collection, treatment and analysis


			Uncertainties => uncertainty, bias or mistake on the conclusions








			Necessity to be objective 
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We propose here features for good indicators even if they are technical, human or organisationnal.


Let us start from the example of Nichols and Marcus which leads to indicator use as they say :


‘    ‘





To theoritical questions are complemented by methodological ones as data collection, its treatment and analysis.





We aim at indicator efficiency knowing that :


The number of indicators is increasing such as we think that the more we have, the better we are supposed to capture the deviation. But the data collection, its treatment and analysis increase as well, the uncertainty on the assessment and on its capacity to represent reality increase as well, error and bias on conclusions increase as well. 





			The necessity to be objective is another point: it has to capture the evolution of the physical or H/O/S phenomenon on the basis of a quantitative assessment.
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Efficient features for indicators (T,H,O) (2/3)


			Scientific features


			Mandatory





Validity (measure of the defined criterion)


Accuracy, reliability (reproducibility)


Robustness (stability in relation to inopportune or untimely changes)


			Trade-off dimension





Simple in use


Transparency


Cost-effectiveness


Sensibility (ability to detect small changes)


Relevant balance between specific and generic


Two pitfalls to avoid:


To focus on indicator in forgetting the “real life”


To take account of the overall situation in forgetting specific changes “here and now”
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Scientific features :


The followings are mandatory:


- Validité (mesure-t-il réellement ce qu’il est censé mesurer?)


- Fidélité (reproductibilité)


- Robustesse : 


		stabilité vis-à-vis de certaines variations intempestives (parasites) des paramètres (ou variables) considéré(e)s dans l’élaboration de l’indicateur.


The other ones are trade-off:


	- Simplicité, facilité d’utilisation, de mise en œuvre


	The use of an indicator must take into account work organisation, time devoted to data collection, means to be involved.=> which covers cost-effectiveness


	- Transparency: the possibility to interprete the results, in a reliable manner, without any bias.


	- Sensibilité (détection de changements faibles)





- « Spécificité » et « Généricité » de l’indicateur : aptitude à :


- représenter des évolutions spécifiques d’une variable      	


			(exemple : qualité de la maintenance) pour une tranche particulière


- à pouvoir représenter l’ensemble du parc de centrales.
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Efficient features for indicators (T,H,O) (3/3)


			Practical Features


			Simplicity and easiness of implementation and use


			Convenience for drafting results


			Allowing a reliable, sound and with no bias interpretation








Scientific and Practical features give implicit ways for building indicators
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Reference to AEIA conclusions





			Necessity for a set of indicators … 








			… that can not be used solely.





			Importance to reach an equilibrium between leading and lagging indicators








			Importance of the engineer judgment and calculation tools








			Assessment using quantitative indicators AND periodic qualitative analysis








			Opinions and approaches lead in the different countries are significantly different  Need for harmonization








			Need for indicators according to the public, the citizen








			Need to ensure that these indicators are transparent and understandable AND not submitted to manipulations
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In the nuclear field, the AEIA says :


			Necessity…


			Which need to be interpreted.





….








Une grande partie de l’activité de l’AIEA : les OSART (qualitatives)


AIEA mentionne aussi : différentes approches suivant les pays, pour le public et pas sujets aux manipulations.


Recommandation de AIEA : un peu vœux pieu





Groupe EDF











03/06/2009


EDF R&D/MRI - C. DUVAL, Y. DIEN, M. VOIRIN


*


Conclusion: Advantages and drawbacks of indicators


Built using the previously defined features…


Indicators are:


			 Way to make objective intuitions and observations


			 Possibility to provide organizations with early warnings








			But « The map is not the field ». The indicator is only a tool.


			Though indicators seem to be useful, not to say essential as they give a global and “expurgated” picture of the situation


			One can always wonder if certain risks and malfunctioning could not be detected through this indicators mechanism


			Have to be completed with others tools: safety audit, organisational analysis…
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As a conclusion, I point out :


The different features we previusly defined


The advantaged of indicators ; way to make objective intuitions and observations and possibility to provide organizations with eraly warnings


But drawbacks :











Avantages/inconvénients des indicateurs :


			possibilité d’objectiver des intuitions et observations car on fonctionne comme cela (on a des retards, mauvais climat…) => recherche, observations


			Alarmes


			Indicateurs mais pas terrain


			Redire le dernier point dans la conclusion : indicateurs + observations qui mettent en avant un nouveau risque qui mènera à un nouvel indicateur
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E-government Power market 


Application level: E-service intelligence, personalization, web data 
integration, early warning systems, resource planning & evaluation 


Technical level: intelligent decision models, algorithms, methods and 
support system software


Fundamental level: Uncertain information processing, fuzzy logic & 
optimization, data missing and reasoning


Research Interests of DeSI Lab


Textile industry Nuclear inf. magt
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• Fuzzy multi-objective decision approaches 
• Group decision methods in an uncertain environment
• Bi-level/Tri-level multi-followers decision making methods
• Rule-sets based bilevel models and algorithms
• Case-based reasoning prediction approaches
• Situation awareness and cognitive decision support models
• Web data integration and matching approaches 
• Personalized recommendation methods 
• Hybrid genetic & particle swarm optimization algorithms


Decision models, algorithms & systems


(ARC 2002-2004) ‘Group decision support systems for fuzzy multi-objective decision problem’ 
(ARC 2005-2007) ‘Uncertain information processing for situation awareness and dynamic decision-making in 
emergency management’
(ARC 2005-2009) ‘Generalizing multi-level decision support handling multi-objective, multi-follower and 
uncertainty for critical resource planning’
(ARC 1/2008-12/2010) ‘A comprehensive platform for dynamic decision support in warning systems through 
better uncertain information management’
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• Fuzzy multi-objective decision support system 
(FMOGDSS)


• Web-based fuzzy group decision support system 
(WFGDSS)


• Fuzzy multi-criteria (group) decision support 
system (Decider)


• Bi-level decision support system (FBLDSS) 
• Personalised recommender system for E-


government (G2B) services
• Cognition oriented decision support system 


(FACETS) 


Decision support systems (DSS) developed
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Application developments


Belgian long-term sustainable energy (nuclear) 
strategy and safeguards 


Nonwoven materials design and development


Well-being garment new product 
development evaluation (france)


Bilevel optimization in power market (electricity 
price/demand), transportation & logistics



http://www.china-non-woven.cn/showpt.aspx?ptid=5615&id=34

http://www.china-non-woven.cn/showpt.aspx?ptid=5597&id=34

http://www.china-non-woven.cn/showpt.aspx?ptid=2385&id=34
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FMODSS: 
Nonwoven materials design 
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FACETS: business intelligence
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Decider 
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• Main features in complex and dynamic decision-making situations
– Group decision making


• Hierarchy of decision makers 
– Multiple criteria


• Hierarchy of criteria
– Difference data sources


• Subjective & objective data
– Uncertain and linguistic information processing


• Information sources with different believe degrees
• Decision makers have different weights using linguistic terms
• Assessment scores using linguistic terms


Background
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• Uncertainty and linguistic information processing
– Decider can partially handle uncertainty and linguistic 


information by using the fuzzy set techniques.
• Methods integration


– Decider integrates a set of group decision-making methods. 
– Decider provides an operator-base and a method-base.


• Flexible structure
– Decider uses trees to describe criteria hierarchy and evaluator 


hierarchy.
– Decider can handle linguistic terms, boolean values, and 


numeric values
– Decider implicitly/explicitly considers information sources.


Features
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Decision makers’ evaluation Objective evaluation 


Data fusion methodAspects/criteria
C1, C2, …, Ct


score


weight


weight Fabric samples
S1, S2,…, Sm


Evaluator Machine


weight


measurement


Final ranking on 
S1, S2,…, Sm


Input (subjective & objective) and output
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Structures (information flow)
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The main modules:
• Input/Output module
• Function 


implementation module
• Resources 


management module
• Analysis & Comparison 


module


Resource management module


Structures (processing modules)
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Step 1: identify alternatives.
Step 2: identify hierarchy of criteria and their weights.
Step 3: identify evaluators and their weights.
Step 4: identify information sources and its connection with criteria.
Step 5: collect information from information sources.
Step 6: evaluators give options to generate initial decision matrix for 
each alternative.
Step 7: apply fuzzification method to the assessments in an initial 
decision matrix.
Step 8: apply a fuzzy aggregation method to obtain overall 
assessment on each alternative.
Step 9: generate ranking for alternatives by the fuzzy aggregation 
method and related ranking strategy.


Algorithm specifications
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Decision makers’ 
wrights 


Normal


Important


More important 


Most important


Evaluation values from 
evaluators


Lowest


Very Low


Low 


Medium 


High 


Very High


Highest


The importance degrees of 
criteria


Absolutely unimportant


Unimportant 


Less important


Important


More important


Strongly important 


Absolutely important


Linguistic terms
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Criteria Expert 1 Expert 2 Expert 3 Expert 4 Expert 5


Product 1


Thickness very high high high very low low


Density low lowest medium lowest lowest


Extensibility very low lowest medium low high


Compressibility low lowest highest highest lowest


Flexibility very low very high very low very high low


Resilience low low medium high very high


Surface friction very low very low very low very high very low


Surface contour very high medium medium medium very high


Thermal-wet sensation low high low low low


Product 2


Thickness lowest low very low very low very low


Density high very low highest medium medium


Extensibility lowest very high low lowest high


Compressibility medium high very high high very high


Flexibility high highest medium low highest


Resilience very high very high high low lowest


Surface friction low lowest low high very high


Surface contour very high low lowest highest high


Thermal-wet sensation very high very high very low low medium
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• It is an application in the cooperation with Belgian 
Nuclear Research Center (SCK-CEN).


• This application
– Aims to rank 8 policies/scenarios 
– Has 10 experts/evaluators
– Establishes three level of criteria
– Has data with different ranges
– Contains lots of missing data (N/A, I don’t know, not sure..)


Application 1: 
Belgian energy policy assessment
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Belgian Energy Policies
There are 4 aspects (Aspect 1)
Each has several criteria


Application 1:
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The tree-like 
multiple-level
Hierarchy of 
criteria. 


Application 1:
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The overall assessments
of ten experts.


Application 1:
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The assessment of the
second evaluator on criteria
“Environment and human 
Health”


Application 1:
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This application is in the cooperation with Ecole Nationale Supérieure 
des Arts et Industries Textiles (ENSAIT), Roubaix, France


It 
• deals with new fashion product development under the concept of 


well-being
• deals with both machine measurements data and evaluators’ values
• has s set of product prototypes to be evaluated
• has multi-level multi-criteria for the evaluation
• has s group of evaluators with individual weights
• evaluators give their assessment by linguistic terms
• aims to rank these product prototypes


Application 2: 
new fashion product development
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Application 2: criteria 


Well-being 
Textile product


Functional properties


Fashion style


Protection


Health


Coolness


Warmth


Dynamism


Wij


Cocooning


Relaxation


Holiday


Pleasure


Serenity


Sport


Fabric hand


Raw-material


Wash & Care


Sound


Smell


Wij


Thickness


Transparent


Softness


Flexible


Durability


Velvety


Surface


Smell


Sound


Iron 
requirement


Wash 
requirement


Duarbility


Storage 
requirement
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Application 2: evaluators


Evaluator


Designer Group


Marketing Group


Designer 3


Designer 2


Designer 1


Marketing Manager 2


Marketing Manager 1
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•Three-level multi-
criteria
•Having different 
weights
•Using different range


Application 2: criteria input
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Application 2
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Objective criteria settings.


Application 2
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Overall assessment result
Product C is the best one


Application 2
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Overall assessment based on
Virtual Expert which 
Representatives objective 
values.


Application 2
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• Decider is a powerful decision-making and evaluation software tool
• Decider can deal with 


– Subjective and objective data
– Linguistic data and numerical data
– Data with different ranges
– A set of decision makers (decision group) with different weights
– A set of alternatives
– Multi-level criteria with different weights
– Aggregate all evaluation data and find the “Best” option.


• Decider can be used in different domains
– emergency management evaluation 
– risk level evaluation
– strategy evaluation 
– performance  evaluation and any other alternatives-based decision
It can combine with other decision support system tools for more complex situations  


Summary 
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Decision Systems & e-Service Intelligence 
(DeSI) Lab


jielu@it.uts.edu.au
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Research Interests of DeSI Lab








E-government


Power market 


Application level: E-service intelligence, personalization, web data integration, early warning systems, resource planning & evaluation 


Technical level: intelligent decision models, algorithms, methods and support system software


Fundamental level: Uncertain information processing, fuzzy logic & 


optimization, data missing and reasoning


Textile industry


Nuclear inf. magt




















Decision models, algorithms & systems


			Fuzzy multi-objective decision approaches 


			Group decision methods in an uncertain environment


			Bi-level/Tri-level multi-followers decision making methods


			Rule-sets based bilevel models and algorithms


			Case-based reasoning prediction approaches


			Situation awareness and cognitive decision support models


			Web data integration and matching approaches 


			Personalized recommendation methods 


			Hybrid genetic & particle swarm optimization algorithms











(ARC 2002-2004)  ‘Group decision support systems for fuzzy multi-objective decision problem’ 


(ARC 2005-2007) ‘Uncertain information processing for situation awareness and dynamic decision-making in 


emergency management’


(ARC 2005-2009)  ‘Generalizing multi-level decision support handling multi-objective, multi-follower and 


uncertainty for critical resource planning’


(ARC 1/2008-12/2010) ‘A comprehensive platform for dynamic decision support in warning systems through 


better uncertain information management’











Decision support systems (DSS) developed


			Fuzzy multi-objective decision support system (FMOGDSS)


			Web-based fuzzy group decision support system (WFGDSS)


			Fuzzy multi-criteria (group) decision support system (Decider)


			Bi-level decision support system (FBLDSS) 


			Personalised recommender system for E-government (G2B) services


			Cognition oriented decision support system (FACETS) 




















Application developments








Belgian long-term sustainable energy (nuclear) 


strategy and safeguards 


Nonwoven materials design and development


Well-being garment new product 


development evaluation (france)


Bilevel optimization in power market (electricity price/demand), transportation & logistics 





Actually, there are many different way classify the AI system. From Ren Ming Hu point of view, they indict four kind of AI group including machine learning, set of algorithm, data mining and case-based reasoning. Jaye Aronson in his book of “decision support systems and intelligent systems” mentions genetic algorithms. According to another journal from china, the AI includes logic base, knowledge represent and unsure inference as well. In here, I will briefly talking about some of them. 














FMODSS: 


Nonwoven materials design 

















FACETS: business intelligence 




















Decider 

















Background 


			Main features in complex and dynamic decision-making situations


			Group decision making


			Hierarchy of decision makers 


			Multiple criteria


			Hierarchy of criteria


			Difference data sources


			Subjective & objective data


			Uncertain and linguistic information processing


			Information sources with different believe degrees


			Decision makers have different weights using linguistic terms


			Assessment scores using linguistic terms














Features 


			Uncertainty and linguistic information processing 


			Decider can partially handle uncertainty and linguistic information by using the fuzzy set techniques.


			Methods integration 


			Decider integrates a set of group decision-making methods. 


			Decider provides an operator-base and a method-base.


			Flexible structure


			Decider uses trees to describe criteria hierarchy and evaluator hierarchy.


			Decider can handle linguistic terms, boolean values, and numeric values


			Decider implicitly/explicitly considers information sources.














Input (subjective & objective) and output








Decision makers’ evaluation


Objective evaluation 


Data fusion method


Aspects/criteria


C1, C2, …, Ct


score


weight


weight


Fabric samples


 S1, S2,…, Sm


Evaluator


Machine


weight


measurement


Final ranking on 


S1, S2,…, Sm































































































Structures (information flow)

















Structures (processing modules)


The main modules:


			Input/Output module


			Function implementation module


			Resources management module


			Analysis & Comparison module





Resource management module











Algorithm specifications








			Step 1: identify alternatives.
Step 2: identify hierarchy of criteria and their weights.
Step 3: identify evaluators and their weights.
Step 4: identify information sources and its connection with criteria.
Step 5: collect information from information sources.
Step 6: evaluators give options to generate initial decision matrix for each alternative.
Step 7: apply fuzzification method to the assessments in an initial decision matrix.
Step 8: apply a fuzzy aggregation method to obtain overall assessment on each alternative.
Step 9: generate ranking for alternatives by the fuzzy aggregation method and related ranking strategy.


























Linguistic terms


			Decision makers’ wrights 


			Normal


			Important


			More important 


			Most important





			Evaluation values from evaluators


			Lowest


			Very Low


			Low 


			Medium 


			High 


			Very High


			Highest





			The importance degrees of criteria


			Absolutely unimportant


			Unimportant 


			Less important


			Important


			More important


			Strongly important 


			Absolutely important











































































































			Criteria			Expert 1			Expert 2			Expert 3			Expert 4			Expert 5


			Product 1


			Thickness			very high			high			high			very low			low


			Density			low			lowest			medium			lowest			lowest


			Extensibility			very low			lowest			medium			low			high


			Compressibility			low			lowest			highest			highest			lowest


			Flexibility			very low			very high			very low			very high			low


			Resilience			low			low			medium			high			very high


			Surface friction			very low			very low			very low			very high			very low


			Surface contour			very high			medium			medium			medium			very high


			Thermal-wet sensation			low			high			low			low			low


			Product 2


			Thickness			lowest			low			very low			very low			very low


			Density			high			very low			highest			medium			medium


			Extensibility			lowest			very high			low			lowest			high


			Compressibility			medium			high			very high			high			very high


			Flexibility			high			highest			medium			low			highest


			Resilience			very high			very high			high			low			lowest


			Surface friction			low			lowest			low			high			very high


			Surface contour			very high			low			lowest			highest			high


			Thermal-wet sensation			very high			very high			very low			low			medium





































































































Application 1: 


          Belgian energy policy assessment


			It is an application in the cooperation with Belgian Nuclear Research Center (SCK-CEN).


			This application


			Aims to rank 8 policies/scenarios 


			Has 10 experts/evaluators


			Establishes three level of criteria


			Has data with different ranges


			Contains lots of missing data (N/A, I don’t know, not sure..)














Application 1:








Belgian Energy Policies


There are 4 aspects (Aspect 1)


Each has several criteria











Application 1:














The tree-like multiple-level


Hierarchy of criteria. 











Application 1:














The overall assessments


of ten experts.











Application 1:














The assessment of the


second evaluator on criteria


“Environment and human 


Health”











Application 2: 


new fashion product development 


This application is in the cooperation with Ecole Nationale Supérieure des Arts et Industries Textiles (ENSAIT), Roubaix, France


It 


			deals with new fashion product development under the concept of well-being


			deals with both machine measurements data and evaluators’ values


			has s set of product prototypes to be evaluated


			has multi-level multi-criteria for the evaluation


			has s group of evaluators with individual weights


			evaluators give their assessment by linguistic terms


			aims to rank these product prototypes
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Functional properties




Well-being Textile product




Fashion style




Protection




Health




Coolness




Warmth




Dynamism




Wij




Cocooning




Relaxation




Holiday




Pleasure




Serenity




Sport




Fabric hand




Raw-material




Wash & Care




Sound




Smell




Wij




Thickness




Transparent




Storage requirement
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Surface




Sound
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Smell




Duarbility
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Evaluator




Designer Group




Marketing Group




Designer 3




Designer 2




Designer 1




Marketing Manager 2




Marketing Manager 1










Application 2: criteria input














			Three-level multi-criteria


			Having different weights


			Using different range














Application 2











Application 2














Objective criteria settings.











Application 2














Overall assessment result


Product C is the best one











Application 2














Overall assessment based on


Virtual Expert which 


Representatives objective 


values.











Summary 


			Decider is a powerful decision-making and evaluation software tool


			Decider can deal with 


			Subjective and objective data


			Linguistic data and numerical data


			Data with different ranges


			A set of decision makers (decision group) with different weights


			A set of alternatives


			Multi-level criteria with different weights


			Aggregate all evaluation data and find the “Best” option.


			Decider can be used in different domains


			emergency management evaluation 


			risk level evaluation


			strategy evaluation 


			performance  evaluation and any other alternatives-based decision





It can combine with other decision support system tools for more complex situations  
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Background
• High hazard industries – nuclear, offshore, industrial 


construction
• Design phase highly regulated


– Internal, external and regulator checks
• Up to 90% of human errors might be attributable to 


design decisions
• Role of designer largely neglected compared to front-line 


operators







Designers and Risk
• Designers rarely have first hand knowledge of operations
• Often located distally from fabrication and operation
• Do not personally bear risks themselves
• Latent risk in design


– Not detected by internal and external checking procedures
– May not reflect design intention – assumptions concerning 


operations, operator behaviour, environmental conditions
– Might reflect unintentional errors by designer


• Unintentional cognitive error and intentional use of 
potentially risky design protocols







Possible Influences


• Job characteristics
• Safety climate – perceived and aggregate
• Personality


– Extraversion X


– Emotional stability a


– Conscientiousness a


– Agreeableness ?(a)
– Openness ?(X)







Methods(I)
• Background questionnaire for stable factors


• PDAs four times per day for up to four weeks 
(roughly three-four weeks apart)
– Hourly measures to increase accuracy


Compliance rate > 25% included
• >165 participants 
• > 40 design teams across engineering 


disciplines
• 6515 observations (μ compliance = 62%)







Methods(II)
• Questionnaire


– Goldberg Big 5
– Designer safety climate
– Autonomy, support, demands, clarity, perceived risk in work


• PDAs
– Hourly unintentional cognitive errors (e.g. recall) – 3 items
– Hourly use of risky design protocols (e.g. make assumptions about 


operator behaviour) – 4 items (items 0,1 coded)
• Analysis using HLM-3


– Control for compliance rate, sector, day of week, time of day, wave 
of study


– Perceived and design team aggregate of safety climate
– All tests one-tailed (unless otherwise stated)







Cognitive Error (fixed effects portion)


B p
Team safety climate .16
Job autonomy -.01
Workplace social support -.09
Job demands .02
Role clarity .03
Perceived risk .04
Perceived safety climate -.13 <.05
Extraversion .08 <.05
Emotional stability -.09 <.05
Conscientiousness -.13 <.05
Agreeableness .06
Openness -.07







Risky design protocols (fixed effects portion –
Poisson regression)


B p
Team safety climate -.27 <.10
Job autonomy -.31 <.005
Workplace social support .02
Job demands .22 <.05
Role clarity -.02
Perceived risk .03
Perceived safety climate .28 <.05*
Extraversion -.05
Emotional stability .04
Conscientiousness .02
Agreeableness .08
Openness .04
* two-tailed test







Summary
• Personality predicts unintentional cognitive error


– Extraversion, emotional stability and conscientiousness


• Job characteristics predict intentional use of risky 
decisions
– Job autonomy, job demands


• Contrast effects for perceived safety climate?
– Good for unintentional error but is there a social loafing 


effect?
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Implications
• Job redesign with transient workers and demands 


to produce designs


• Safety climate, loafing and flexible organisations


• Results suggest importance of job and cognitive 
processes (climate and personality)
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Background


			High hazard industries – nuclear, offshore, industrial construction


			Design phase highly regulated


			Internal, external and regulator checks


			Up to 90% of human errors might be attributable to design decisions


			Role of designer largely neglected compared to front-line operators














Designers and Risk


			Designers rarely have first hand knowledge of operations


			Often located distally from fabrication and operation


			Do not personally bear risks themselves


			Latent risk in design


			Not detected by internal and external checking procedures


			May not reflect design intention – assumptions concerning operations, operator behaviour, environmental conditions


			Might reflect unintentional errors by designer











			Unintentional cognitive error and intentional use of potentially risky design protocols














Possible Influences


			Job characteristics


			Safety climate – perceived and aggregate


			Personality


			Extraversion 			X


			Emotional stability		


			Conscientiousness		 


			Agreeableness		?()


			Openness			?(X)














Methods(I)


			Background questionnaire for stable factors





			PDAs four times per day for up to four weeks (roughly three-four weeks apart)


			Hourly measures to increase accuracy








Compliance rate > 25% included


			>165 participants 


			> 40 design teams across engineering disciplines


			6515 observations (μ compliance = 62%)














Methods(II)


			Questionnaire


			Goldberg Big 5


			Designer safety climate


			Autonomy, support, demands, clarity, perceived risk in work


			PDAs


			Hourly unintentional cognitive errors (e.g. recall) – 3 items


			Hourly use of risky design protocols (e.g. make assumptions about operator behaviour) – 4 items (items 0,1 coded)


			Analysis using HLM-3


			Control for compliance rate, sector, day of week, time of day, wave of study


			Perceived and design team aggregate of safety climate


			All tests one-tailed (unless otherwise stated)














Cognitive Error (fixed effects portion)


						B		p


Team safety climate			.16		


Job autonomy				-.01


Workplace social support		-.09


Job demands				.02


Role clarity				.03


Perceived risk				.04


Perceived safety climate		-.13		<.05


Extraversion				.08		<.05


Emotional stability			-.09		<.05


Conscientiousness			-.13		<.05


Agreeableness				.06


Openness				-.07











Risky design protocols (fixed effects portion – Poisson regression)


						B		p


Team safety climate			-.27		<.10


Job autonomy				-.31		<.005


Workplace social support		.02


Job demands				.22		<.05


Role clarity				-.02


Perceived risk				.03


Perceived safety climate		.28		<.05*


Extraversion				-.05


Emotional stability			.04


Conscientiousness			.02


Agreeableness				.08


Openness				.04


* two-tailed test











Summary


			Personality predicts unintentional cognitive error


			Extraversion, emotional stability and conscientiousness





			Job characteristics predict intentional use of risky decisions


			Job autonomy, job demands





			Contrast effects for perceived safety climate?


			Good for unintentional error but is there a social loafing effect?
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Implications


			Job redesign with transient workers and demands to produce designs





			Safety climate, loafing and flexible organisations





			Results suggest importance of job and cognitive processes (climate and personality)
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Occupational Accidents a Serious Concern


Accidents at work in industry:
• Kill 1 person every 2 hours 
• Injure 1 person every 5 seconds [Eurostat, 2004]
• In EU-15 in 2001 the death toll was approximately 


4.900 every year out of 7.6 million accidents (4.9 
million resulted in more than 3 days of absence) 
[Eurostat 2004]. 


• The number of fatalities at work has risen in the EU-
27 to 7.460 a year. 


• In Greece occupational accidents result in about 100 
deaths per year 


• In the Netherlands the toll rises to 80 deaths per 
year. 
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The WORM project
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Occupational Risk Management
• Risk Management means the selection of 


specific actions that will change the 
working environment so that occupational 
risk is reduced.
– Limited resources; time, money etc.


• To manage risk we have to measure it. 
Because we cannot manage what we 
cannot measure
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Risk of Occupational Accident
• Probability that during a specified period in the future 


the worker will suffer an accident with specific bodily 
harm.


• Possible Consequences
– Recoverable Injury
– Permanent Injury
– Fatality
– OK


• Probability of each consequence
• Accidents occur randomly in time.
• Exposure to the hazard is important. The more the 


riskier.
• Poisson Random Process: Constant risk rate
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Quantitative risk indices


• Risk Rate: Probability of an accident per 
unit of time. 


• Risk per year: Probability of an accident 
during a year for the average worker 
(mean yearly exposure).


• Risk can be calculated if risk rate is known 
and if exposure is known and it always 
refers to the future. 
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Risk Ranking
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Risk Variability
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LINKING ACCIDENT ROOT CAUSES TO RISK


• QUANTIFICATION OF OCCUPATIONAL RISK ONLY 
PARTIALLY ANSWERS THE QUESTION OF RISK 
MANAGEMENT (MANAGING EXPOSURES E.G. LADDER 
VERSUS SCAFFOLD)


• DETERMINIG RISK REDUCING POLICIES THAT CAN BE 
QUANTIFIED IN TERMS OF THEIR EFFECT ON RISK IS 
NOT EASY AT THIS LEVEL


• DEVELOPMENT OF DETAILED MODEL IN ORDER TO 
IDENTIFY CAUSES AND OTHER FACTOR INFLUENCING 
THE OCCURRENCE OF ACCIDENTS IS NECESSARY


• THEN RISK REDUCING ACTIONS (MEASURES) CAN BE 
DEFINED AS SPECIFIC ACTIONS INFLUENCING THE 
UNDERLYING CAUSES AND OTHER IMPORTAN RISK 
SHAPING FACTORS.
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Working Environment


TECHNOLOGY


ORGANISATIONHUMAN


SAFE 
PLACE


SAFE 
SYSTE


M
SAFE 


PERSO
N


ROOT CAUSES OF ACCIDENTS CAN BE FOUND IN ANY AND 
ALL OF THESE THREE ARAEAS


Technical factors
……
……
……


Human factors
……
……
……


Organisational factors
……
……
……
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• DEVELOPMENT OF A MODEL TO SIMULATE THE LOGICAL 
INTERCONNECTION OF VARIOUS FACTORS INFLUENCING  THE 
OCCURRENCE OF ACCIDENTS


DEVELOPMENT OF LOGIC MODELS
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LOGICAL MODEL, BOWTIE


STORY BUILDER
ORGANIZE INFORMATION


•INITIATING EVENTS
•SAFETY FUNCTIONS


•PRIMARY BARRIERS
•SUPPORT BARRIERS
•PIEs


•DEPENDENCES
•STRUCTURAL
•PROBABILISTIC


•CENTER EVENT (output)


SCIENTIFIC/ TECHNICAL 
KNOWLEDGE
COMMON SENSE


ADDITIONAL EXPERIENCE


MANAGEMENT 
INSIGHTS/ASPECTS


From 
Story 
Builder 
To Bowtie


LOGICAL MODEL Software to b
Bowtie
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QUANTITATIVE RISK ANALYSIS
• Sixty three logic models have been 


developed (one for each hazard)


• The logic models have been quantified on the 
basis of:
– Number of accident sequences observed in the 


Netherlands (GISAI)
– Assessment of Working Conditions (PIEs) through 


a nationwide survey. 
– This quantification provides the Dutch National 


Average (DNA)
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Probability Influencing Entities (PIEs) 
Safety Barriers and Logical model
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RISK MANAGEMENT


•This can be done for:


• a single hazard


• a particular job type (combination of hazards and exposures)


•a particular work place with different types of jobs.


•SELECT FROM A LIST OF 350 RISK REDUCING MEASURES
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COMPOSITE MODEL
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RISK REDUCING MEASURES --- MULTIPLE HAZARDS
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Multiobjective Risk Optimization


Risk 
ModelAlternative 


Risk Reduction
Strategies Multiple criteria


• Harm 
Fatalities
Perm. Injuries
Rec.  Injuries


• Economic costs 


Multiobjective
Evolutionary 


Algorithm
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Optimum solution


Quantitative 
Risk Assessment
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Customising Working Environment
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Individual risk per year for each job and 
hazard type
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Efficient frontier
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SUMMARY AND CONCLUSIONS
• For existing risks for which there is experiential data risk 


quantification is possible on the basis of 
– Number of accidents;
– Exposure;
– Risk Rate; 
– Risk per year;


• Risk Management Policies based on observed number 
of accidents might not always result in optimum risk 
reduction.


• Risk Management Policies based on quantified risk 
indices based on average exposures might also be 
suboptimal for individual workers and/or groups differing 
in exposure profiles from the average


• Information existing about the factors determining the 
work place (technical, human, organisational) can be 
organised in a logic model to provide the basis of 
evaluating risk reducing measures.
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SUMMARY AND CONCLUSIONS
• Logical models can be developed also for new 


and emerging risks. Analysis of the relevant 
technology, human behaviour and organisational 
aspects of new working environments and 
situations can be based on the same principles as 
for logic models of existing risks. 


• Quantification of these new models is, however, 
more difficult. Information about probabilities 
concerning simple elements of the models might, 
nevertheless, be deduced from extrapolation of 
existing data. Other not known probabilities can 
be assessed through expert judgment and 
provide the basis of a sensitivity analysis for 
various alternative risk reducing policies.
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Quantified Occupational Risk


THANK YOU 
FOR YOUR 


ATTENTION
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Occupational Accidents a Serious Concern


    Accidents at work in industry:


			Kill 1 person every 2 hours 


			Injure 1 person every 5 seconds [Eurostat, 2004]


			In EU-15 in 2001 the death toll was approximately 4.900 every year out of 7.6 million accidents (4.9 million resulted in more than 3 days of absence) [Eurostat 2004]. 


			The number of fatalities at work has risen in the EU-27 to 7.460 a year. 


			In Greece occupational accidents result in about 100 deaths per year 


			In the Netherlands the toll rises to 80 deaths per year. 
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The WORM project
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Occupational Risk Management


			Risk Management means the selection of specific actions that will change the working environment so that occupational risk is reduced.


			Limited resources; time, money etc.





			To manage risk we have to measure it. Because we cannot manage what we cannot measure
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Working Environment








TECHNOLOGY


ORGANISATION


HUMAN


SAFE PLACE


SAFE SYSTEM


SAFE PERSON


ROOT CAUSES OF ACCIDENTS CAN BE FOUND IN ANY AND ALL OF THESE THREE ARAEAS
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Risk of Occupational Accident


			Probability that during a specified period in the future the worker will suffer an accident with specific bodily harm.


			Possible Consequences


			Recoverable Injury


			Permanent Injury


			Fatality


			OK


			Probability of each consequence


			Accidents occur randomly in time.


			Exposure to the hazard is important. The more the riskier.


			Poisson Random Process: Constant risk rate
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Quantitative risk indices


			Risk Rate: Probability of an accident per unit of time. 


			Risk per year: Probability of an accident during a year for the average worker (mean yearly exposure).


			Risk can be calculated if risk rate is known and if exposure is known and it always refers to the future. 
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Risk Ranking
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Risk Variability
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LINKING ACCIDENT ROOT CAUSES TO RISK


			QUANTIFICATION OF OCCUPATIONAL RISK ONLY PARTIALLY ANSWERS THE QUESTION OF RISK MANAGEMENT (MANAGING EXPOSURES E.G. LADDER VERSUS SCAFFOLD)








			DETERMINIG RISK REDUCING POLICIES THAT CAN BE QUANTIFIED IN TERMS OF THEIR EFFECT ON RISK IS NOT EASY AT THIS LEVEL








			DEVELOPMENT OF DETAILED MODEL IN ORDER TO IDENTIFY CAUSES AND OTHER FACTOR INFLUENCING THE OCCURRENCE OF ACCIDENTS IS NECESSARY








			THEN RISK REDUCING ACTIONS (MEASURES) CAN BE DEFINED AS SPECIFIC ACTIONS INFLUENCING THE UNDERLYING CAUSES AND OTHER IMPORTAN RISK SHAPING FACTORS.
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Working Environment








TECHNOLOGY


ORGANISATION


HUMAN


SAFE PLACE


SAFE SYSTEM


SAFE PERSON


ROOT CAUSES OF ACCIDENTS CAN BE FOUND IN ANY AND ALL OF THESE THREE ARAEAS


Technical factors


……
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Human factors
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Organisational factors
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DEVELOPMENT OF LOGIC MODELS


			DEVELOPMENT OF A MODEL TO SIMULATE THE LOGICAL INTERCONNECTION OF VARIOUS FACTORS INFLUENCING  THE OCCURRENCE OF ACCIDENTS
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LOGICAL MODEL, BOWTIE











ORGANIZE INFORMATION





			INITIATING EVENTS


			SAFETY FUNCTIONS


			PRIMARY BARRIERS


			SUPPORT BARRIERS


			PIEs


			DEPENDENCES


			STRUCTURAL


			PROBABILISTIC


			CENTER EVENT (output)





SCIENTIFIC/ TECHNICAL KNOWLEDGE


 COMMON SENSE


ADDITIONAL EXPERIENCE


MANAGEMENT INSIGHTS/ASPECTS





EXPERIENCE


HORRIBLE STORIES


About 9113 accidents in a period of 


six years in GISAI





STORY BUILDER





From 


Story Builder 


To Bowtie


LOGICAL MODEL


Software to built


Bowtie
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QUANTITATIVE RISK ANALYSIS


			Sixty three logic models have been developed (one for each hazard)





			The logic models have been quantified on the basis of:


			Number of accident sequences observed in the Netherlands (GISAI)


			Assessment of Working Conditions (PIEs) through a nationwide survey. 


			This quantification provides the Dutch National Average (DNA)
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Probability Influencing Entities (PIEs) 


Safety Barriers and Logical model
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RISK MANAGEMENT








			This can be done for:


			 a single hazard


			 a particular job type (combination of hazards and exposures)


			a particular work place with different types of jobs.


			SELECT FROM A LIST OF 350 RISK REDUCING MEASURES
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COMPOSITE MODEL
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RISK REDUCING MEASURES --- MULTIPLE HAZARDS
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Multiobjective Risk Optimization


Input data


(Accident reports,  surveys,


 measures ,costs)


Risk 


Model
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Alternative 


Risk Reduction


Strategies





   Multiple criteria


			 Harm 





 	Fatalities


	Perm. Injuries


	Rec.  Injuries


			 Economic costs 
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Quantitative 
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Customising Working Environment
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Individual risk per year for each job and hazard type
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Efficient frontier
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SUMMARY AND CONCLUSIONS


			For existing risks for which there is experiential data risk quantification is possible on the basis of 


			Number of accidents;


			Exposure;


			Risk Rate; 


			Risk per year;


			Risk Management Policies based on observed number of accidents might not always result in optimum risk reduction.


			Risk Management Policies based on quantified risk indices based on average exposures might also be suboptimal for individual workers and/or groups differing in exposure profiles from the average


			Information existing about the factors determining the work place (technical, human, organisational) can be organised in a logic model to provide the basis of evaluating risk reducing measures.
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SUMMARY AND CONCLUSIONS


			Logical models can be developed also for new and emerging risks. Analysis of the relevant technology, human behaviour and organisational aspects of new working environments and situations can be based on the same principles as for logic models of existing risks. 


			Quantification of these new models is, however, more difficult. Information about probabilities concerning simple elements of the models might, nevertheless, be deduced from extrapolation of existing data. Other not known probabilities can be assessed through expert judgment and provide the basis of a sensitivity analysis for various alternative risk reducing policies.
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SUMMARY AND CONCLUSIONS


			A methodology and the associated computer tool for the optimisation of the occupational-risk reducing strategy has been presented.


			A “tailor-made” model for the quantification of occupational risk in ‘entities’ involving one or any number of workers is determined.


			The model is based on specific logic models, linking the various working environment factors with the final harm from an accident, and developed for 63 single hazards.


			A collection of risk reducing measures is available. Additional measures may be defined by the user.


			A multiobjective optimisation is performed providing the efficient frontier in four dimensions: Cost; expected number of fatalities; expected number of permanent injuries; and expected number of recoverable injuries. 
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Quantified Occupational Risk
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FATALITY RISK RANKING
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3.5 Contact with falling object – other



1.1.3.1 Fall from height – roof



1.1.5.1 Fall from height - moveable platform



1.1.3.2 Fall from height – floor



1.1.2.1 Fall from height – working on mobile scaffold



3.1 Contact with falling object – crane or load



1.1.3.3 Fall from height – Fixed platform



23.2  Impact by immersion in liquid – working nearby



12.1 Contact with electricity – high voltage cable



22.2  Hazardous atmosphere through breathing apparatus



11 In or on moving vehicle with loss of control



1.1.2.2 Fall from height -  working on fixed scaffold



8.1.3 Contact with moving parts of a machine – clearing



22.1 Hazardous atmosphere in confined space



1.1.5.3 Fall from height – other



1.1.2.3 Fall from height – (de-)Installing scaffold



23.1  Impact by immersion in liquid – working in or under



1.1.1.1 Fall from height - placement ladder



8.3Trapped between



27.2.1 Chemical explosion – vapour or gas 



8.2 Contact with hanging/ swinging objects



15.4 Release of a hazardous substance out of a closed con...



2. Struck by moving vehicle



1.1.5.2 Fall from height - non-moving vehicle



8.1.4 Contact with moving parts of a machine – cleaning



4.2 Contact with flying object – object under pressure or te...



1.1.1.2 Fall from height - fixed ladder



12.3 Contact with electricity – electrical work



12.2 Contact with electricity – tool 



3.2 Contact with falling object - mechanical lifting



TYPES OF HAZARDS



RELATIVE RISK VALUE



RISK PER YEAR



RISK PER HOUR



NUMBER OF ACCIDENTS PER YEAR



FATALITY RISK PER YEAR FOR VARIOUS OCCUPATIONAL HAZARDS



1.E-081.E-071.E-061.E-051.E-041.E-03



3.3 Contact with falling object – vehicle or load



3.4 Contact with falling object - manual handling



4.3 Contact with flying object – blown by wind



6.1 Contact with object used or carried–hand held tool  operated by other person



7 Contact with hand held tools operated by self



9 Moving into object



10 Buried by bulk mass



13 Contact with hot or cold surfaces or open flame



14.1 Release of hazardous substance out of open containment



15.2 Release of a hazardous substance out of a closed containment – transport



15.3 Release of a hazardous substance out of a closed containment- closing



17.3 Fire - fire fighting



25.1  Extreme muscular exertion – handling objects



25.2  Extreme muscular exertion – moving around



27.2.3 Chemical explosion – explosives



27.2.4 Chemical explosion – exothermic reactions



1.2 Fall on same level



1.3 Fall down stairs or ramp



6.2 Contact with object used or carried - NOT handheld tool



20.1 Human aggression



8.1.1 Contact with moving parts of a machine – operating



12.2 Contact with electricity – tool 



17.1 Fire - hot work



1.1.4 Fall from height – hole in the ground



27.2.2 Chemical explosion – dust



14.2 Exposure to hazardous substance without Loss of Containment



5 Hit by rolling/sliding object or person



4.1 Contact with flying object – machine or handheld tool



8.1.4 Contact with moving parts of a machine – cleaning



1.1.1.3 Fall from height -  step ladder or steps



17.2 Fire - working near flammables/ combustibles



27.1  Physical explosion



20.2 Animal behaviour



15.1 Release of a hazardous substance out of a closed containment – adding,



8.1.2 Contact with moving parts of a machine – maintaining



3.2 Contact with falling object - mechanical lifting



1.1.1.2 Fall from height - fixed ladder



1.1.5.2 Fall from height - non-moving vehicle



4.2 Contact with flying object – object under pressure or tension



2. Struck by moving vehicle



8.2 Contact with hanging/ swinging objects



12.3 Contact with electricity – electrical work



15.4 Release of a hazardous substance out of a closed containment – working nearby



27.2.1 Chemical explosion – vapour or gas 



1.1.1.1 Fall from height - placement ladder



11 In or on moving vehicle with loss of control



22.2  Hazardous atmosphere through breathing apparatus



1.1.5.3 Fall from height – other



8.3Trapped between



1.1.2.3 Fall from height – (de-)Installing scaffold



22.1 Hazardous atmosphere in confined space



1.1.2.2 Fall from height -  working on fixed scaffold



23.1  Impact by immersion in liquid – working in or under



8.1.3 Contact with moving parts of a machine – clearing



23.2  Impact by immersion in liquid – working nearby



12.1 Contact with electricity – high voltage cable



1.1.3.3 Fall from height – Fixed platform



1.1.2.1 Fall from height – working on mobile scaffold



3.1 Contact with falling object – crane or load



1.1.3.2 Fall from height – floor



1.1.5.1 Fall from height - moveable platform



1.1.3.1 Fall from height – roof



3.5 Contact with falling object – other



PROBABILITY OF FATLITY PER YEAR OF EXPOSURE



% Intervals



5% to 50%



Mean to 95%



 








